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ABSTRACT
Modern era of technological advancements has witnessed innumerous transmission mediums
being vastly used for the transfer of colossal amounts of classified data. As security is one of
the vital aspects of data communication, various encryption algorithms like Data Encryption
Standard (DES), Triple Data Encryption Standard (3DES), Advanced Encryption Standard
(AES), International Data Encryption Standard (IDEA), Rivest Cipher 6 (RC6), BLOWFISH,
SERPENT and CAST-128 are employed to safeguard the classified data being transmitted or
stored on web servers from falling into wrong hands. Out of these algorithms, the wide
acceptance of AES shows its superiority in providing confidentiality to secret information.
Basic characteristics of AES are its simplicity of implementation, cost and security. Several
modifications have been proposed to enhance these characteristics in recent times by
cryptographers and researchers all around the world. Majority of those researchers have
modified the static nature of S-boxes used in AES, while some other researchers have proposed
modified key schedules to generate round keys. However, all of them have utilized the same
secret key for encrypting each plain text block like primitive AES.
This dissertation presents a novel Block key generation algorithm in synchrony with
dynamic S-box generation algorithm to generate considerably more unpredictable cipher texts
in comparison to AES. Each plain text block is encrypted using entirely different block key
generated from the secret key. This in turn generate non identical S-boxes to encrypt each
plain text block. Furthermore, proposed algorithm revamps the cryptographic strength of
original AES by eliminating any possibility of cryptanalysis and is both reliable and easy to
implement.
Three metrics that have been chosen for the purpose of performance analysis of the
proposed algorithm are Operational complexity, Avalanche effect and Strict avalanche
criterion. Further analysis has revealed that the Operational complexity of the modified
algorithm is higher than the basic AES, which was expected due to the addition of Block
key generation algorithm and key dependent S-boxes. Moreover, the proposed algorithm
satisfies the desired property of Avalanche effect and has greater security towards linear
and differential cryptanalysis in comparison to original AES.
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CHAPTER 1
INTRODUCTION
1.1 Information Security
For hundreds and thousands of years, emperors and army generals have trusted on efficient
communication in order to govern their countries and command their huge armies and at the
same time, they have all been aware of the consequences of their message falling into the
wrong hands, revealing precious secrets to rival nations and betraying vital information to
opposing forces [63]. The risk of enemy interception motivated the early development of
cryptographic algorithms and techniques in order to disguise so that only the intended
recipient can read it. Information security can be referred as a practice of shielding
information from illegitimate access, tampering and annihilation. It also means to protect the
confidentiality, integrity and availability of data, whether in storage, processing or
transmission [64]. The rapid development of internet and communication channels have
fueled the need of better encryption techniques in order to protect confidential information
related to governments, military, hospitals and private organization. Numerous attacks are
being recorded daily on government websites, secured data repositories, social networking
websites, email services and research facilities worldwide. Some reputed institutions and
organizations are constantly funding research related to security and information assurance
with a common goal to tackle upcoming threats related to security and reliability of
information systems.
The terms computer security, information security and information assurance are
interchangeable and covers a variety of systems employed in both public and private domain,
that are being utilized daily for common services like online banking transactions, internet
communication using messengers and various chat software, mobile calls and VoIP clients.
Moreover, availability of smaller, more powerful and less expensive computing equipment
have made electronic data processing devices within the vicinity of home and business users,
and further the starting of 21st century have witnessed immense advancements in the field of
cryptography and information security due to immense use of handy devices like smart
phones, tablets and GPS devices [65].
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1.2 Differing Perspectives
Fundamental security systems used in the modern applications of the world are categorized
in structures that are in synchrony with different application in computerized environment.
In actuality, this is what modern cryptography is all about. Three different perspectives have
been identified that have helped to shape the modern use of cryptography in computer science
and data science [70].
1.2.1 Individual Perspective
Each individual thinks that he has the fundamental right to conceal his private information
from adversaries. Anybody from outside of his private domain is an adversary, trying to steal
his data. So, he uses numerous cryptography techniques to ensure that his information
remains secret in vastly expanding public domain. Thus, the perspective of myriad of
individual users is to use the applications of cryptography for any purpose of hiding their
personal information.
1.2.2 Business Perspective
Numerous open communication channels and computer networks are being utilized by small
to medium and large organizations, and are based on internet and one cannot turn down a
blind eye from the innumerable blessings that these networks and channels have bestowed
upon by revolutionizing the business practices but they have also brought significant risks in
disguise. So, for a business perspective, cryptography can be seen as a repository of tools used
to provide efficient access control mechanisms, data hiding and integrity procedures as well
as encryption algorithms and are acting as the foundation pillars of business privacy and
ensuring financial success of an organization. It is completely true that success of an
organization depended entirely on the privacy of its data, and history is full of examples that
fuel this notion. Consequently, the main purpose of cryptography for business it to escalate
security standards without compromising the routine work.
1.2.3 Government Perspective
In the modern era of technological advancements, governments from all around the world are
trying to curb cyber-crime and cyber-terrorism by utilizing services from the experts in the field
of cryptography because of a severe problem that aware users are employing countless measures
to hide their privacy in order to protect themselves from the attackers, which in turn makes it
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impossible to read the contents of their transmission. However, from the government’s
perspective such users fall in the category of suspicious users and are constantly under the
radar.
Differing perspectives undoubtedly lead to potential conflicts of interests between
different perspectives.
 For example, some governments have insisted the security provider companies to
secretly deploy loopholes in cryptographic algorithms in order to ease the process of
surveilling individuals, which in turn is a violation of individual freedom.


Many governments have imposed stringent regulations requiring access, in the matter
of national importance to tap private and confidential communication between
individuals and parties involved. This is also referred as a major security breach in
the privacy of individuals and business deals.

1.3 Fundamentals of Information Security
Confidentiality, Integrity and Availability are the basic principles of information security and
are depicted in Figure 1.1[76].

Figure 1.1 Fundamentals of Information Security

1.3.1 Confidentiality
Confidentiality is roughly equivalent to privacy and refers to the protection of secret
information from unauthorized users by employing encryption techniques and also to make
sure that legitimate users can in fact access that information. Authentication methods, access
control procedures including verification using usernames and passwords ensure that the
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confidential data remains accessible only to the designated user.
Further, an upcoming feature used by numerous banking and email services called as
two-way authentication requires a user to submit a one-time passcode delivered on his mobile
phone in conjunction with username and password for the purpose of logging in and to
initiate an online transaction. Other option to provide confidentiality is by the usage of
biometric devices and security tokens for the process of verification.
1.3.2 Integrity
Integrity ensures that information is not altered or modified by unauthorized users while in
transit. Let us suppose a situation where a person initiates a banking transaction to transfer
an amount of $500 to his friend, while the transaction is in mid-way an imposter modifies
the value from $500 to $ 5000 and changes the beneficiary name to his own name and own
account number. This can cause a serious problem to the bank and the sender.
A way to provide integrity is to use cryptographic checksums. These checksums are
created using hashing algorithms, which are one-way function (i.e. irreversible functions
where input can’t be generated back from the output).
1.3.3 Availability
It refers to ensure that information is available at all times when required by legitimate users.
Every bit of information has` value, only when authorized users access it at right times. A
most common attack employed by hackers nowadays is to crash the servers of websites using
a DDoS attacks, where a server keeps fulfilling attacker’s requests and at a certain point gets
overloaded due to plethora of requests, which in turn leads to web server crash and interrupt
the services.
Availability requires tuning and maintenance of hardware immediately upon any
problem. Security mechanism such as the auto detection of malicious requests and advanced
hardware (i.e. where information is kept in different hard drives utilizing RAID are being
used to provide availability).
1.3.4 Authentication
Authentication ensures identification. It is a mechanism that is used to determine whether
someone is in fact that person what he has declared to be. The process of authentication
involves more than one proofs of identity like something the legitimate user knows (i.e. a
Page | 4
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password), something he has (i.e. a physical device such as an identity card or debit card),
something he is (i.e. fingerprint or iris).
Although one of these proofs is sufficient in most of the cases but there are some
security critical systems utilized in nuclear power plants and places where national security
is at stake (i.e. military) requires all of the proofs to be used in synchrony with each other to
ensure maximum security while authentication.
1.3.5 Non repudiation
It ensures that the parties involved in an online transaction cannot deny receiving a successful
transaction nor can they deny having initiated the transaction. It is the ability to prove that
an operation has taken place at a particular time. Lack of non-repudiation can cause serious
problems. Imagine a scenario where the beneficiary in a bank transaction says that he has not
received the desired amount of money and sender in not capable of providing the proof of
successful completion of the transaction.
Security mechanism for non-repudiation includes the use of digital signatures. These
signatures prove that the message has been sent by the intended user because they utilize
sender’s private key to digitally sign a document.

1.4 Cryptographic Attacks
The techniques utilized by an adversary for the purpose of breaching secured system are
known as cryptographic attacks. These attacks can be classified in two major categories.


Passive attacks



Active attacks

1.4.1 Passive attacks
In Passive attacks, an intruder tries to listen to the network connection to gain some
information and tries to break the system based upon the packets shared between sender and
receiver. Finding known plain texts is one of the example of passive attack where an
adversary is monitoring the unencrypted traffic and looks for sensitive information like
usernames or passwords that have been shared between communicating parties. Passive
attacks are specifically designed to harm the sender and receiver while the system remains
intact, that is the sole reason that most of the passive attacks are undetectable. Encryption
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should be extensively used for communicational purposes to mitigate any possibility of
passive attacks like snooping and traffic analysis.
(a) Snooping
Snooping is a method to access confidential information of a person or some organization by
the means of unauthorized access. Snooping includes an attacker observing the emails sent
or received by a particular person or by watching some body typing on his system in the real
time by using specifically designed software to gain remote access. Most commonly used
tools for snooping are the key loggers. They store each key stroke that has been pressed on
the keyboard and the beauty of this key loggers is their property to work in invisible mode,
where the prey is unaware of security breach.

Figure 1.2 Snooping Attack

(b) Traffic Analysis
As the name suggests, it is a process of intercepting and extracting meaningful information
from the traffic packets that are being transmitted over the network between sender and
receiver. Users engaged in the communication are unaware about the fact that their
communication lines are being tapped by an attacker.

Figure 1.3 Traffic Analysis Attack

It can also be performed when the messages that are being transmitted are encrypted
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and used to find out some meaningful patterns in communication. Moreover, traffic analysis
can also reveal confidential information like IP addresses and MAC addresses of the sender
and receiver. These addresses are further utilized to reveal their geological location. One of
the best examples of traffic analysis was the successful cryptanalysis of Enigma machine,
which was used by Germans for communication during World War II.
1.4.2 Active attacks
In active attacks, an intruder tries to manipulate the data being transmitted over a network or
inside a system for the purpose of infecting a computer using Virus, Trojan horses or worms.
Active attacks can be easily identified, easily but are difficult to prevent because legitimate
user have no control over their own system while under attack. Four categories of active
attacks are Masquerade, Replay, Modification, and Denial of Service.
(a) Masquerade
It is an attack where an intruder pretends to be the legitimate user in order to gain
unauthorized access or higher privileges. Masquerade might work with guessing of
usernames and passwords or by finding security loop holes in a system. This attack forced
the banks and some other online shopping websites to alert their users after a fixed period of
time for the purpose of changing their passwords.

Figure 1.4 Masquerade Attack

(b) Replay
It is an attack where the hacker intercepts a message and stores it locally on its own machine,
then resend the same message again to the intended receiver. It can be easily understood with
an example where a person sends request to his bank to transfer some amount to one of his
friend and an attacker intercepts that message and after some time sends it again to the bank.
Page | 7

Introduction

Figure 1.5 Replay Attack

(c) Modification
Attacker modifies the actual contents of an original message for the purpose of gaining
personal benefit. Modified message can also be used synchronously with replay attack.
Moreover, intruder can also alter the message headers to reroute the same message to some
other destination in order to harm the original sender. Let us suppose if a spy intercepts a
message sent by a commander from the battle field requesting to send reinforcements is
altered to something else and changes the course of war to completely opposite side.

Figure 1.6 Modification Attack

(d) Denial of Service
These types of attacks have the potential to temporarily or totally shut down an entire service
provided by a dedicated server. Attacker can launch avalanche of service requests to overload
a web server which eventually leads to crash.
At a higher level of sophistication, an attacker can reroute the packets from already
infected machines to fool the automatic systems employed to detect Denial of Service
attacks.
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Figure 1.7 Denial of Service Attack

1.5 Security Services
Five security services have been defined by International Telecommunication UnionTelecommunication Standardization (ITU-T) are depicted in Figure 1.8 [66].

Figure 1.8 Security Services

1.5.1 Access Control
Access control mechanism is responsible to providing privileges to different types of
legitimate users working in an organization or on particular system. This mechanism can
provide or alter permissions related to read, write and delete a particular file according to the
designation of a person. Access control is sometimes also referred as selective restriction of
access to resources and can be provided with the help of usernames and biometric devices.
1.5.2 Data Confidentiality
Data confidentiality mechanism ensures that information is securely contained at a particular
place and can be accessed only by the authorized users, and is not disclosed to an attacker. It
is achieved with the help of encryption algorithms such as Data Encryption Standard and
Triple Data Encryption Standard and Advanced Encryption Standard.
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1.5.3 Data Integrity
It refers to the trustworthiness of information that has been stored physically on a hard drive
or on a web server, and to protect it from any authorized modifications or deletions. It also
takes care about the source of information where it was first created and later transmitted.
Data Integrity mechanism also ensures that the information stored is not corrupted in case of
any catastrophic conditions like floods and earthquakes.
1.5.4 Non repudiation
It is a mechanism that provides guarantee that originator of the information cannot deny the
fact that he has sent the data, and thus helps to maintain trust between communicating parties.
A non-identical digital signature ensures non repudiation. So, whenever a confidential
information is transferred over a network, the original sender digitally signs it with his own
private key and the receiver open that document using his public key.
1.5.5 Authentication
Authentication ensures that only the right person has the access to privileged and confidential
resources. Authenticity provides a proof to the receiver that information or message has been
sent by the original user from his own account. Many techniques are employed to provide
authenticity like one-time password (OTP), usernames, passwords, facial recognition, iris
scan and fingerprint scan. The selection of an authentication technique or techniques purely
depend on the criticality of a system.

1.6 Cryptology
Cryptology is a sub branch of mathematics and deals with the study of writing or solving
ciphers, and codes. It is the amalgamation of arithmetic and number theory and it further
divided in to two broad categories referred as cryptography and cryptanalysis.

Figure 1.9 Overview of Cryptology
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1.6.1 Cryptography
Cryptography is derived from Greek “kryptós”, meaning hidden or secret and “graphein”
means writing. It is the practice of secret writing used for the purpose of sharing confidential
information over public networks, where contents of original message are mutated into
unreadable form, in order to be retrieved only by the intended person. Cryptography was
being used in ancient Egypt since 1900 BC, where numerous hieroglyphs had been carved
for the purpose of intriguing and amusement. Cryptography was first used as a secret way of
communication by Julius Ceaser from 100 BC to 40 BC to conceal meaningful information,
and his cipher become the founding stone of modern cryptography and is referred as “Ceaser
Cipher”, where each character of the Roman alphabet is shifted by three positions to the right.
This shift makes it gibberish to the adversaries.
Earlier encryption schemes were very simple and incorporate simple mathematical
operations to convert a plain text to cipher text. These techniques were extremely susceptible
to frequency attacks. Since the inception of World War I, cryptographic algorithms become
more complex with the passage of each day, as they were being extensively used in the
transmission of confidential information. Further, the utilization of computer systems has
revolutionized the field of security as modern techniques perform encryption and decryption
at extremely high speed at that too at bit level. Moreover, contemporary cryptography is
based on certain mathematical equations which are almost impossible to solve until some
special criteria is met, these properties make it hard and laborious for an adversary to come
up with an attack.
Figure 1.10 depicts a sender sending some confidential information to the intended
receiver by employing an encryption algorithm in order to conceal it. While, an attacker is
trying to intercept the message in order to decrypt it.

Figure 1.10 Basic model of Cryptography
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Different elements of the model are described below:
 Plain text is the confidential information that is to be encrypted and sent over the
network.
 Cipher text is the confidential information that has been encrypted using an encryption
algorithm on the plain text.
 Encryption algorithm is a combination of complex mathematical functions which are
used to encrypt the confidential information.
 Decryption algorithm is also a combination of complex mathematical functions which
are used to decrypt the confidential information. Usually a decryption algorithm is an
inverse of encryption algorithm.
 Encryption key is a secret values that the sender utilizes as one of the inputs to the
encryption algorithm in conjunction with plain text to generate a cipher text.
 Decryption key is a secret value that the receiver employs as one of the inputs to the
decryption algorithm in synchronicity with cipher text to get plain text.
 An attacker is an entity who always tries to listen to the communication channel to
intercepts the cipher text and further tries to convert the cipher text to plain text.
Broadly, cryptography is classified into two types of encryption algorithm symmetric
key algorithms and asymmetric key algorithms [63]. Symmetric key algorithms use the same
secret key for the purpose of encryption and decryption. On the other hand, asymmetric key
algorithms employ public / private key pair for performing encryption and decryption.
(a) Symmetric key algorithms
As shown in Figure 1.11, the sender encrypts a plain text with a shared secret key using an
encryption algorithm. On the other side, the receiver decrypts the cipher text by applying
inverse of that encryption algorithm (i.e. decryption algorithm).

Figure 1.11 Symmetric Key Algorithm
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Symmetric key algorithms are in use from the ancient times, but they face a serious
issue regarding the sharing of secret key between sender and receiver. Further, Symmetric
key algorithms are more suitable for encrypting enormous amount of data and are usually
very fast in comparison to asymmetric key algorithms which generally perform intensive
mathematical calculations. Most commonly used secret key algorithms are AES, DES,
3DES, SERPENT, MARS, CAST, RC6, TWOFISH and IDEA.
(b) Asymmetric key algorithms
As shown in the Figure 1.12, Asymmetric key algorithms employs the use of two different
keys for the purpose of encryption and decryption. The sender encrypts a plain text using his
private key, while the receiver utilizes his public key to decrypt the cipher text. It is
impossible to deduce a private or public key even if the adversary knows one of the two keys.

Figure 1.12 Asymmetric Key Algorithm

One of the drawbacks of using Asymmetric key algorithms is the necessity of key
management systems. Further, each communications requires a different set of public and
private key pairs in order to be secure from the attacks. Asymmetric key algorithms are most
commonly used to mutate petty amount of data. Some of the examples of Asymmetric key
algorithms are RSA, ElGamal and ECC. Usually, these algorithms are slower as compared
to Symmetric key algorithms, but are most popularly used to employ digital signatures.
1.6.2 Cryptanalysis
Cryptanalysis deals with the study and analysis of cryptographic algorithms in a practical
way to understand their working and find out the vulnerabilities to crack them. Cryptanalysis
is utilized by military and some surveillance operations funded by big organizations in order
to test security critical systems. Moreover, hackers also use cryptanalysis to exploit
vulnerabilities in numerous systems and websites. The process of performing cryptanalysis
is not that simple, it requires expertise in the field of mathematics and in depth understanding
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about the actual working of encryption algorithms. In the ancient times, cryptanalysis was
only meant to solve the key in order to decrypt a message but contemporary cryptography
uses mathematics and high speed computers to crack an encryption algorithm. Four basic
steps in typical cryptanalytic attack are [75]:
 Determine the language being used
 Determine the system being used
 Reconstruct the system
 Reconstruction of the plain text
To find a vulnerability in a cryptographic algorithm, it is important to know the type
of language (i.e. english, german, french) used as plain text and cipher text. Determining the
system can be a time-consuming stage. This process involves counting character frequency,
searching for repeated patterns and performing statistical tests [75]. While reconstruction of
system takes place with the process of finding secret key that has been used for the purpose
of encryption and it runs parallel with the reconstruction of plain text. Cryptographic attacks
depend on the type of encryption algorithm and kind of information available. Basically there
are 11 types of cryptographic attacks. Each of them is briefed in the subsequent Sections.
(a) Cipher Text only Attack
In this type of attack, an attacker tries to break an encryption algorithm with only the
knowledge of cipher text and its language. An attack can be mounted with the help of
frequency analysis and sometimes attacker is not even aware of the encryption algorithm
used for the purpose of encryption.
(b) Known Plain Text Attack
In this type of attack, both plain text and its matching cipher text are available with the
attacker and he tries to find out the secret key or the code book used for encryption. It works
on the principle that attacker has the knowledge of a known word that is used by the sender
at a particular place in each message. An attacker is always aware of the output generated by
that specific plain text because of its position. So, instead of breaking the whole message if
he somehow come up with a key which changes the repeated plain text to that particular
cipher text, then it can be cracked easily. This same technique was used by allied forces to
break the German Enigma machine during World War II.
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(c) Chosen Plain Text Attack
This type of attack is only possible when an adversary has the proper knowledge of
encryption algorithm that is being used and has access to encryption device so that he can
feed some plain texts to generate the corresponding cipher texts. The information gained
from the encryption device is used to find the secret key.
(d) Chosen Cipher Text Attack
In this type of attack, the attacker can choose different modified cipher texts generated from
the original cipher text and are decrypt those cipher texts under the unknown secret key to
generate estimate about the secret key. This type of attacks is applied only to Asymmetric key
algorithms.
(e) Man in the Middle Attack
Man in the middle attacks are usually employed on public key algorithms. Usually the
attacker places himself in between two communicating parties and setup his own key
exchanges with both of them. Sender and receiver communicate under the illusion of a secure
channel but attacker reads each and every message that is being communicated by them. This
type of attack can be prevented with the help of hashing and digital signature algorithm.
(f) Side Channel Attack
Side channel attacks are based on the implementation of an encryption algorithm rather than
the actual algorithm such as running time of an algorithm, system usage during encryption
and emission of radiation. This type of attack is not very expensive to employ and uses known
cipher text.
(g) Brute Force Attack
A brute force attack involves trying all of the possible keys in order to generate a meaningful
plain text. It is one of the oldest and most time consuming attack. Let us suppose that a
symmetric key encryption algorithm uses 128-bit key. Then it would require 2^128 key
combinations in the worst case scenario to break it. Efficiency of this attack purely depends
on the available computational power.
(h) Birthday Attack
It is a brute force attack used specifically for the purpose of breaking hashing algorithms. It
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is based on the principle that in a group of 23 people, there is a 50% probability that two
persons have birthdays on the same day and that probability surges to 99% in the group of
60 people. As hashing algorithms are susceptible to collision (i.e. two plain texts can map to
same hash), but it is very difficult to find a collision in the contemporary hashing algorithms
because of larger domain. So, they can resist this kind of attacks.
(i) Linear Cryptanalysis
It is based on the known plain text and is employed only on block ciphers. It uses linear
approximations to know the behavior of a block cipher. Attacker can generate the secret key
with the help of sufficient plain text and cipher text pairs. Linear cryptanalysis has two parts,
where first part is responsible for generating linear equations related to plain text, secret key
and cipher text and the other part utilizes linear equations generated by first part with known
plain text and cipher text to generate secret key.
(j) Differential Cryptanalysis
It is also a form of chosen plain text and is used to attack block ciphers, stream ciphers as
well as on hashing algorithms. This type of attacks relies on the differences between the
cipher texts generated by the two plain texts. It basically finds out the portion of an encryption
algorithm where is it not behaving in a random fashion and uses this drawback as a leverage
to generate the secret key.
(k)

Algebraic Attacks

This category of attacks depends on the algebraic structure of an algorithm. As most of the
block ciphers exhibit high degree of mathematical structure, an attacker exploits this notion
to expresses the cipher operations into algebraic equations and substitute some known values
into those equations in order to get the secret key.

1.7 Advanced Encryption Standard
Advanced Encryption Standard (AES) was specifically designed to replace the aging Data
Encryption Standard, Its selection procedure begun back in January 2, 1997 by National
Institute of Standards and Technology (NIST) of the United States of America [1] [2][3] when
they summoned world’s finest minds in the field of cryptography to cooperate by presenting
their ideas for a new encryption algorithm to be called as Advanced Encryption Standard and
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succeeded in its agenda with the submission of 15 algorithms as potential candidates for AES.
NIST has also intended to make all the submissions available to public for their valuable
comments and reviews. The mandatory requirements for AES candidate submissions were as
follows:


Each block of AES should encrypt 128 bit of plain text.



AES should be able to encrypt the plain text using any of the three key lengths (i.e.
128 bit, 192 bit or 256 bit).



It should be equally efficient in hardware as well as in software.
After initial assessments, five new algorithms (MARS, RC6, Twofish, Serpent, and

Rijndael) have been selected as AES finalists, following innumerable reviews and public
scrutiny, Federal Information Processing Standard (FIPS) published the draft for Advanced
Encryption Standard in February 28, 2001 and final AES was approved on November 26,
2001 as FIPS PUB 197 [2].
Advanced Encryption Standard (AES) formally known as Rijndael belongs to the
family of Block Ciphers and was proposed by Joan Daemen and Vincent Rijmen [3]. It does
not use Fiestel structure like Data Encryption Standard (DES) where 32 out of 64 bits are
encrypted in each round. Instead, AES encrypt all 128 bits of plain text in a single round,
which is the reason of its lower number of rounds as compared to DES [67]. However, in
addition to AES design criteria, actual Rijndael algorithm has the capability to encrypt 192 or
256 bits of plain text.
1.7.1 Basic AES
AES encrypts a block of 16 bytes of plain text into 16 bytes of cipher text and is designed to
use variable key sizes of 16, 24 or 32 bytes respectively, depending on user requirements.
Hence, precisely 16 * 8 = 128 bits of plain text is used as input and 16 * 8 = 128 bits of cipher
text is generated as output.

Figure 1.13 High level Block diagram of AES
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Likewise, any of 128, 192 or 256 bits of keys can be used in encryption process.
Number of rounds in AES depends upon the key size. If key size is 128/192/256 bits, then
number of rounds (Nr) are 10/12/14 respectively.
Table 1.1 Parameters of three AES variants
AES – 128

AES - 192

AES - 256

Plain Text Length

128 bits

128 bits

128 bits

Cipher Text Length

128 bits

128 bits

128 bits

Key Length

128 bits

192 bits

256 bits

Round key Length

128 bits

192 bits

256 bits

Number of Rounds

10

12

14

AES is a byte oriented encryption algorithm consisting 10/12/14 rounds, where each
round comprises four different types of transformations. These transformations collaborate to
mutate 16 bytes of State Array. A State Array is nothing but a matrix organization of bytes in
4 * 4 form. Initially, State Array contains the plain text to be encrypted, which evolves toward
becoming the cipher text with the passage of each round.
The process of encrypting each block (i.e. 16 bytes) in AES-128 variant begins with
the initiation of Round Key Generation, formally known as Key Expansion Routine, where
secret key undergoes a series of transmutations based on substitution, rotation and round
constants to generate a linear array holding 176 bytes (i.e. 11, 16 byte round keys). Similarly,
the Round Key Generation of AES-192 variant generates 208 bytes (i.e. 13, 16 byte round
keys) and 240 bytes (i.e. 15, 16 byte round keys) are generated by the Round Key Generation
of AES-256 variant.
Actual encryption initiate with round 0, also known as Input Whitening which contains
only an Add Round key operation and it consumes first 16 bytes of the round key. In case of
AES-128 variant, this is followed by 9 rounds comprising Substitute Bytes, Shift Rows, Mix
Columns and Add Round Key. Further, it is important to note that Add Round Key utilizes next
144 bytes of round key over the span of these 9 rounds, while Mix Columns is omitted from
the 10th round and Add Round Key operation uses remaining 16 bytes of round key. While
Input Whitening remains same for both AES-192 and AES-256 variants. The only difference
is in their number of internal rounds. AES-192 comprises 11 rounds and AES-256 contains
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13 rounds. Each round has further four components, same as in AES-128 variant, Substitute
Bytes, Shift Rows, Mix Columns and Add Round Key and the Mix Columns operation is omitted
from 12th and 14th round respectively. Figure 1.14 shows encryption and decryption steps of
AES.

Figure 1.14 Encryption and Decryption of AES

(i) Add Round Key
This involves a simple XOR operation between State Array of 128 bits (16 bytes) and Round
Key of 128 bits (16 bytes).
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(ii) Substitute Bytes Transformation
This includes substitution of State Array bytes according to a 16 * 16 substitution table (Sbox) having 256 different values. S-box is constructed by calculating the multiplicative
inverse of each byte ranging between 00 to FF in hexadecimal form, and is followed by an
affine transformation. This is a nonlinear byte substitution and provides strong Confusion
[48].
(iii) Shift Rows Transformation
A row wise transposition operation is applied on the bytes of State Array. First row remains
the same. Second row is cyclically shifted by one byte to the left. Third row is cyclically
shifted by two bytes to the left and Fourth row is cyclically shifted by three bytes to the left.
(iv) Mix Columns Transformation
This transformation treats the State Array column as a four term polynomial and a fixed matrix
is multiplied by each column using Galois field [1].
Shift Rows and Mix Columns provide Diffusion, while Substitute Bytes and Add Round
Key dispense Confusion in case of AES. The only nonlinear part of AES is its static S-boxes
which in turn makes AES susceptible to linear and differential cryptanalysis. S-boxes used
for “encryption” and “decryption” are depicted in Figure 1.15 and Figure 1.16 respectively.

Figure 1.15 S-box used in Encryption
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Figure 1.16 Inverse S-box used in Decryption

1.7.2 Modes of Operations
An algorithm used in conjunction with block ciphers to provide authenticity and
confidentiality is referred as a mode of operation [74]. A block cipher is capable of securely
transforming only a fixed block of plain text [4]. Consequently, a mode of operation is used
to repeatedly apply block cipher algorithm to encrypt plain texts larger than a single block
(i.e. 128 bit in case of AES).
Basically there are five different modes of operation named as: Electronic Codebook
(ECB), Cipher Block Chaining (CBC), Cipher Feedback (CFB), Output Feedback (OFB),
Counter (CTR). Out of these, two of the most popularly used modes are Electronic Codebook
and Cipher Block Chaining are explained in the upcoming subections.
(i) Electronic Codebook (ECB)
Each plain text is encrypted independently and the output of one block does not affect the
output of any other block. Usage of ECB is usually discouraged in security critical systems
because: it does not hide data patterns, resulting in the generation of identical cipher texts
from similar plain texts. However, all plain text blocks can be encrypted in parallel by using
Electronic Codebook (ECB).
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Figure 1.17 Electronic Codebook

(ii) Cipher Block Chaining (CBC)
Each plain text encryption depends upon the cipher text of the previous block with only one
exception that the output of first plain text block depends on Initial Vector (IV) which can be
generated by any of the Cryptographically Secured Pseudo Random Number Generators
(CSPRNG’s). CBC mode eliminates the disadvantage of ECB by perfectly hiding plain text
patterns resulting in the generation of non-identical cipher texts from similar plain texts,
however, it lacks parallelizable encryption.

Figure 1.18 Cipher Block Chaining
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1.8 Motivations
Cryptography is an effective way of protecting sensitive information as it is stored
media or transmitted through network communication paths. It is a method of storing and
transmitting data in a form that only intended users can read and process the information. It
is a science of protecting information by encoding it into an unreadable format and that
unreadable format is called cipher text. Any individual can transmit their data by
converting it into cipher text for security using a secret key. The process of converting
plain text into cipher text and is known as encryption.
Numerous communication channels are being vastly used for transmission of colossal
amount of classified data. Information related to application areas such as military and
business transactions are confidential or private, hence cannot be compromised at any cost.
Various cryptographic techniques are widely in use for encrypting data to be transmitted over
unsecured channels. Even though cryptographic algorithms assure security, warranting
security has become more and more challenging as innumerable communication channels are
arbitrated by attackers [48]. The number of end users utilizing unsecured communication
channels are growing exponentially with the passage of each day. Multitudinous of
experiments are being actively conducted all around the world to check the feasibility of
upcoming block ciphers against different known attacks. On the other hand, some researchers
are constantly enhancing already available block ciphers either by reducing their time, space
complexities or by making them resilient to myriad of upcoming attacks.
The research work presented is this dissertation enhances primitive AES in order
to implement parallel encryption and decryption while disguising plain text patterns with
additional properties of better Avalanche effect and completeness.

1.9 Research Objectives
Based on the motivation defined in the previous Section, the main objectives of this
dissertation are as follows:
1. To improve the primitive AES with a novel Key Generation Algorithm by utilizing
non identical encryption keys for each block.
2. To compare the performance of proposed encryption algorithm with AES using ECB
and CBC mode.

Page | 23

Introduction

1.10 Thesis Outline
A brief introduction about information security with different perspectives, type of security
attacks, security services, cryptography, cryptanalysis, primitive AES and modes of
operation has been presented in this chapter and research motivation with objectives
conclude the chapter.
Rest of the thesis is as follows:
 Chapter 2 describes the related work that has been conducted to increase the strength
of AES over the years.
 Chapter 3 discusses about the research methodology, tools used.
 Chapter 4 demonstrates the experimental results with brief descriptions.
 Chapter 5 concludes the thesis with some recommendations about the future scope.
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LITERATURE REVIEW
Over the last one decade, many researchers have come up with new techniques to enhance
the security of Advanced Encryption Standard (AES) with the help of key dependent Sboxes. A brief analysis depicting the proposed modifications are defined in subsequent
Sections.

2.1 AES Analysis
Webster and Tavares [5] explained that a cryptographic transformation exhibits the property
of completeness only if each of the cipher text bit depends on all the plain text bits. Thus, if
there exists a Boolean expression, and it represents each cipher text in the terms of plain text
bits is complete, only if it contains all of the plain text bits. They further explained that in
order to exhibit Strict avalanche criterion, the output bits should change with the probability
of one half when a single bit of plain text is altered. In addition, a second property that every
cryptographic transform should have is the pairwise independence between all of the
avalanche variables which can be calculated with the help of correlation coefficients.
Furthermore, these transforms should also possess the property of invertibility (i.e. there
should be a one to one relation between plain text and cipher text generated by the transform).
In other words, two plain texts should never map to the same cipher text.
Schneier and whiting [13] compared the performance of five AES finalists and
concluded that variable key length does not impact negatively on the execution speed of
MARS, RC6 and Serpent and the time required for the key set up in encrypting of a block
remain same irrespective of the key length. While TWOFISH performs encryption and
decryption regardless of the key length but it takes longer duration to set up large keys. On
the other hand, Rijndael requires more time for setting up longer keys and more time for
performing encryption and decryption. They further stated that the performance of all the
AES finalists dramatically changes on different type of CPU’s but, RC6 is marginally the
fastest in terms of execution speed on different variants of Pentium CPU. Moreover, all of
the candidate algorithms are marginally fast in comparison to 3DES. Additionally, they
proved that performance of all the candidate algorithms is heavily dependent on the type of
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language used for coding. Since, some algorithms are quite compiler friendly and some of
them are heavily relied on the operations (i.e. rotation) that are not present in language like
C, results in the reduction of performance. However, better performance can be achieved by
implementing each of the algorithms in assembly language.
Avila and Reillo [14] compared AES with the previous generation encryption
algorithm (i.e. DES) and concluded that AES utilizes different components for encryption
and decryption, which successfully eliminates the probability of weak and semi-weak keys
exist in DES. In addition, AES eradicates the possibility of equivalent keys as its key
expansion schedule is nonlinear. Furthermore, the performance of AES on different
microcontrollers was better than 3DES.
Fergusan et al. [15] demonstrated that AES has a very simple and straightforward
closed algebraic formula. Further, this formula is also very simple in comparison to other
block ciphers and its security solely depends on the infeasibility of finding solution of this
particular type. They have warned that any new type of algebraic attacks can emerge in the
near future which can compromise the security of AES and it is not safe to use AES in
security critical systems.
Dunkelman, and Keller [16] studied the effects of the omission of last round’s
Mix Columns on AES. They showed evidence that the omission of Mix Columns affects
the security of (reduced-round) AES. First, they considered a simple example of 1-round
AES, where they demonstrated that the omission significantly reduces the time complexity
of an attack with a single known plaintext. Then, they examined several previously known
attacks on 7-round AES-192 and showed that the omission also reduces their time
complexities. Further, they proved that there are some classes of attacks that are not
affected by the omission of Mix Columns. Moreover, attacks which do not exploit relations
between the last round sub key and other sub keys, such as the 6-round attack in [17], the
7-round attack in [18], or the related-key attack on the full AES-192 and AES-256
presented in [19], were immune to this issue. Other attacks, such as the 7-round attack
presented in [17] and the 8-round attack presented in [20], were not affected since the
adversary guesses the full last round sub key. There were also attacks that seem to be
affected, but can be “rescued” by interchanging the order of Mix Columns and Add
Round Key operations in the second to last round. In the improved attack on 7-round AESPage | 26
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128 presented in [21], the adversary could replace the second-to-last sub key with the
equivalent sub key.
Bogdanov et al. [22] introduced a new biclique attack which was able to perform
cryptanalysis on the full round AES-128, AES-192 and AES-256 variants. They also stated
that this kind of attack has never been attempted before on a block cipher and there is no
proposal to modify AES which can counter this type of attack till date. They further proved
that the complexity of their proposed cryptanalysis is very high and does not endangered the
usage of AES in practical way.
Dunkelman et al. [23] explained three new cryptanalytic techniques and used them
to get the non-marginal attack on AES-192. This reduces its time complexity because as it
does not use full codebook. So, it is considerably fast as compared to exhaustive search
techniques that have been defined previously. In addition, they have also proved that their
proposal also reduces the time complexity of other combinations of 7-round or 8-round AES192 and AES-256 variants. However, this attack still has impractical complexities. So, it does
not jeopardize the security of AES.
Shi et al. [24] briefly explained the cryptographic properties that a good S-box should
possess and then they have experimentally demonstrated that the S-box and Inverse S-box
used in AES for the purpose of encryption and decryption manifests very high avalanche
effect.
Rahnama et al. [25] introduced an addition of playfair cipher in each round of AES
to enhance confusion and diffusion. In addition, they have also incorporate Mix Columns in
the last round to enhance the strength. The playfair cipher was introduced to avoid cache
leakages because AES in not a constant time algorithm. They have successfully proved that
modified algorithm can counter timing attacks with negligible increase in the time
complexity.
Dewangan et al. [26] proposed that if plain text and the secret key are mapped to
binary code before the inception of encryption process, the avalanche effect caused due to
one bit change in the plain text or one bit change in the secret key significantly increases.
Consequently, improves the strength of AES.
Mukesh et al. [27] modified the AES algorithm with the help of arithmetic coding.
The basic idea of proposed algorithm was to compress the data using arithmetic coding
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before the actual encryption begins, which in turn, save the bandwidth and large data can be
encrypted in less time.

2.2 Modified S-box Generation Algorithms
Liu et al. [28] emphasized that algebraic expression of S-box used in Advanced Encryption
Standard is quite simple. In light of that, they have presented a modification to improve the
complexity of algebraic expression to generate a new S-box. Further, they have proved that
proposed algorithm exhibits better balance property and superior Strict avalanche criterion
(SAC) performance. This modification was also able to withstand against differential
cryptanalysis.
Gupta and Sarkar [29] presented two new techniques to generate non-linear resilient
S-boxes and proved that the correlation immunity of the resilient S-boxes is preserved under
composition with an arbitrary Boolean function. However, their techniques were not resistant
to the algebraic attacks.
Fahmy et al. [30] introduced a new technique to generate key dependent S-box
especially for AES, which can be generated from the secret key with the help of two linear
congruence parameters of ISO-C Standard and GNU-C respectively. They further tested their
algorithm for measuring randomness and found satisfactory results. But, their technique has
completely replaced original S-box with new dynamic S-box and eliminated the Inverse Sbox, which was the complete violation of AES design.
Krishnamurthy and Ramaswami [31] came up with a new idea to modify the original
structure of AES with an inclusion of one additional state named as Rotate S-box at the
beginning of each round, while decryption had only four states where Inverse Substitute
Bytes were tweaked to nullify the effect of Rotate S-box state used in encryption. They
successfully depicted that the extra time required for an extra state and tweaked Inverse
Substitute Bytes is negligible and their algorithm is immune to cryptanalysis.
Janadi and Tarah [32] stated that AES was designed to resist probabilistic attacks but
is more susceptible to algebraic attacks after the disclosure of XSL (eXtendend Sparse
Linearization) attack. So, they proposed a modification in the generation of S-boxes by
mixing each value of the static S-box with a value generated by MD5 hash function. They
have also tested their proposal using statistical tests and concluded that their algorithm do
not violate any security credentials.
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Kazlauskas and Kazlauskas [33] proposed a new algorithm which is capable of
generating a key dependent S-box to avoid linear and differential cryptanalysis due to static
S-box. They have also introduced a modification in Key Scheduling algorithm, where
substitution of bytes is omitted from the round keys generation. In addition, they have shown
that independency measure ratio of S-box generated by their algorithm is roughly identical
to model ratio for independent and individual numbers. Moreover, main advantage of their
approach is to be able to generate numerous S-boxes by changing the secret key. However,
the proposed algorithm consumes significant amount of time to generate dynamic S-boxes.
Stoinov [34] proposed a new design where four different S-boxes could be used in
the encryption process. He used both original S-box, and original Inverse S-box to generate
two additional S-boxes on the basis of taking left and right diagonals as axis of symmetry
followed by changing the location of corresponding bytes. Moreover, he has successfully
tested newly generated S-boxes for balancing, non-linearity, strict avalanche criterion, low
XOR table, diffusion order, invertibility, and concluded that all four S-boxes could be used
for encryption and their Inverse S-boxes could be used for decryption without compromising
the security. The actual downside of this design was to use pre calculated S-boxes, which do
not depend directly upon the secret key or round keys.
Gong at el. [35] proposed a new AES implementation on the basis of five lookup
tables generated from original S-box. The advantages include reduction in the code-size in
comparison to original AES and improvement in efficiency of implementation. Although,
this new design was significantly proficient on FPGA devices, yet it contradicts primitive
structure of AES and was not tested against any of the statistical tests.
Juremi et al. [36] designed a new AES like design for key dependent S-boxes using
rotation. They carefully manifested how the property of S-box rotation can be used to create
key dependent S-boxes from round keys. The cipher structure of proposed algorithm
resembles original AES and with an addition of key dependent S-box without
changing its values. Further, modified AES algorithm does not contradict the security and
design parameters of original AES, as all of the mathematical criteria were kept unchanged.
Hosseinkhani and Javadi [37] introduced a new key dependent S-box generation
algorithm which was resilient to linear and differential cryptanalysis. They have further
performed some experiments on their algorithm to deduce that it improves the security of
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original AES without modifying any on the original design criteria and is capable of
generating numerous S-boxes.
Sahoo et al. [38] proposed to utilize a different affine transformation in the creation
of static S-boxes to be used in encryption and decryption. Implementation time has been
calculated experimentally for S-box generation using standard and newly proposed affine
transformation. It has been deduced that time taken to generate the S-box is slight improved.
But, no attention has been paid to test the proposal against any of the security metrics.
Consequently, minute advantage in execution time cannot neutralize lack in cryptographic
strength.
Nadaf and Desai [39] proposed a new algorithm which was able to generate key
dependent S-boxes and was optimized to run on FPGA devices. The proposed algorithm does
not contradict any design property and is able to encrypt faster on the hardware with
resilience to linear and differential cryptanalysis.
Hussain et al. [40] presented a new technique based on affine-power-affine
transformation, which can generate S-boxes with the property of additional complexity in
nonlinear mappings. In addition, authors have tested their technique using nonlinearity
analysis, linear approximation analysis, differential approximation analysis, bit independent
criterion and strict avalanche criterion and conclude that modified technique is capable to
resist cryptanalysis.
Pradeep and Bhattacharya [41] proposed an approach to generate random session
keys from the master key (secret key) provided by the user in conjunction with dynamic Sbox generation algorithm. The proposed algorithm is immune to cryptanalysis. Further, the
purpose of using non-identical session keys is to encrypt each block using dissimilar keys to
overcome the likelihood of brute force attacks.
Das at el. [42] successfully shown that different irreducible polynomial and different
additive constants in GF(2^8) can also be employed to generate S-boxes. After conducting
some experiments and NIST statistical tests they have concluded that most of the irreducible
polynomials and additive constants were even generating better S-boxes than the original Sbox. Further, the usage of different polynomials and additive constants can be made key
dependent in order to neutralize the threat of internal trap door or cryptanalysis.
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Nejad at al. [43] generated a dynamic S-box where the combination of first byte of
each round key have been used to generate an offset. Then an exclusive OR operation has
been performed between each byte of static S-box with and the offset to create a dynamic Sbox. They have further tested the validity of proposed algorithm using avalanche effect. Even
though the proposed algorithm was consuming more time but it was also capable of
generating high avalanche effect in more cases than the original AES.
Waqas at el. [44] tried to altered the Affine matrix used in the primitive AES with
numerous other alternative affine matrices and found out that there are some good matrices
that have no repeated entries and even no fixed points. They have further tested the S-boxes
generated by good matrices by employing strict avalanche criterion, avalanche effect, bit
independence criteria and nonlinearity measurements. Further, they have proved that there
are some matrices which are capable of generating even more complex S-boxes in
comparison to the S-box used in AES.
Azzawi [45] proposed the generation of dynamic S-box by fusing the output of three
keys using an exclusive OR operation. Two out of those three keys have been generated
using a random number generator and again an exclusive OR operation is applied on the
output generated by fusion operation and the multiplicative inverse of each byte before
performing affine operation. In addition to that author has also proved that the proposed
algorithm’s avalanche effect is marginally on the higher side in comparison to original AES
and is capable of preventing cryptanalysis and brute force attacks.
Abhiram at el. [46] modified the basic structure of AES by harnessing dual round
keys, generated from the secret key. Proposed algorithm further tweaks Shift Rows by making
it key dependent with an inclusion of new transformation referred as Shift columns. One of
the two round keys are used in Substitute Bytes and Shift Columns transformation. While the
second key is employed in Shift Rows and Add Round Key transformation. Further, they have
demonstrated that the modified algorithm can easily be implemented on FPGA devices and
intensifies the complexity of brute force attack in comparison to the standard AES.
Wenceslao [47] completely revamped AES with the use of multiple S-boxes to
replace Mix Columns transformation with a novel Substitute Bytes XOR transformation. They
have further shown that the efficiency of encryption has been escalated and efficiency of
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decryption has been proliferated in comparison to basic AES. But, at the same time avalanche
effect has been plummeted to below acceptance rates for the samples differ by one bit.
Jacob et al. [48] revealed a new method to generate dynamic S-boxes based on a
codeword generated from the secret key by calculating hamming distance and hamming
weight of certain key bits with the properties of bijection, strict avalanche criterion,
correlation immunity, non-linearity and balance. They have thoroughly displayed that their
algorithm is simple, easy to implement, very difficult to guess and is immune to linear and
differential cryptanalysis.
Kazlauskas et al. [49] proposed another algorithm to generate key dependent S-box
and have successfully scrutinized their algorithm for randomness. Further experimental
results proved that cipher text sequences generated are random. Also the sequences that have
been generated were in proximity with the number of ones and zeroes in true random
sequence. Furthermore, proposed algorithm is resistant to linear and differential
cryptanalysis and is faster in terms of execution speed in comparison to the one described in
the paper by Kazlauskas and Kazlauskas [33].
The utilization of dynamic S-boxes is one of the main strength of any cipher system,
since both linear and differential cryptanalysis require the known S-boxes [33]. So,
researchers have mainly focused on the techniques to amend the static nature of S-boxes
being used in AES.

2.3 Modified Key Scheduling Algorithms
May et al. [51] proposed and analyzed an improved key schedule having the properties of
one-way ness (i.e. key was irreversible), collision resistance, minimum mutual information
and was efficient in implementation. They have further shown that 128-bit key schedule of
AES fails in bit frequency for most of the sub keys and does not satisfy avalanche test for
any of the round keys. Furthermore, proposed algorithm was capable of generating pseudo
random round key without and bit leakage.
Nikolić [52] proposed a change in the key schedule of original AES to make it
resistant to related-key differential attacks. There only difference between proposed
algorithm and original key scheduling algorithm was the usage of cyclic rotation of one byte
of the previous column every time, while primitive key scheduling algorithm use cyclic
rotation only in the case when number of rounds is the multiple of 4. Moreover, he has proved
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that the speed of proposed algorithm is same as that of the original algorithm even if the
secret is changed frequently.
Choy at el. [53] introduced two new key scheduling algorithms to tweak the original
key schedule of AES. They have found a flaw in May et al. [51] which was susceptible to
generate equivalent keys. In their first proposal, they have modified the initialization of a and
b value on a single byte instead of two bytes of the secret key and further added a constant
named as keylen (i.e. a constant dependent of length of the secret key) which was capable of
withstanding against related-cipher attacks. While, their second proposal was to improve the
implementation in hardware in comparison to algorithm given by May et al. [51] and has the
property of partial irreversibility. Additionally, these modifications make AES resistant to
related-key differential and boomerang attacks.
Isa at el. [54] reviewed existing attacks on the AES and successfully analyzed the
efficiency of recent block cipher proposals as alternatives to the key scheduling algorithm of
basic AES which can withstand known attacks. Furthermore, they have compared different
modified key schedule algorithms for AES to counter single key and related key attacks, and
concluded that security of AES is still intact as these attacks are still theoretical in nature.
Hiang and Lai [55] proposed a new key schedule to counter related key attacks and
single key attacks. They used a simple transposition of the two dimensional output array
containing each round key, where columns have been rearranged to create new rows. Further,
they proved that proposed algorithm is significantly faster than other key modification
algorithms and it also prevent the attacker from gaining free bytes of sub keys which are
necessary for an attack in order to reduce the targeted rounds.
Chen and Yen [56] described a Differential Fault Analysis attack on the key schedule
of AES with an assumption that attacker can create a single byte fault on the round key. They
further explained that this type of attack can be countered by employing three
countermeasures. First remedy is not to eliminate the code for generating round key on a
tampered proof device and use the stored round key. In other cases, where secret key requires
to be updated timely, two additional measures have been suggested. One of them is to
generate the round key only once upon updating the secret key in order to minimize the threat
of inducing a fault and the second one requires a parity checking mechanism. These
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countermeasures can eradicate the threat of Differential Fault Analysis and without
employing any modification in primitive key schedule and compromising efficiency.
Takahashi et al. [57] explained a new Differential Fault Analysis attack which can
retrieve entire 128 bits of key used in AES. They proved that it is possible to retrieve the
whole key with the help of two pair of correct and faulty cipher texts by employing brute
force search. Further, they concluded that if key scheduling algorithm is absent from the
encryption device then this attack is not feasible.
Kim and Quisquater [58] proposed an efficient Differential Fault Analysis attack on
AES-128 which is more efficient than the attack presented by Takahashi et al. [57]. It requires
only two pairs of correct and faulty cipher texts in order to calculate the secret key. Further,
if four pairs of correct and faulty cipher texts are available then proposed algorithm can
deduce secret key without performing exhaustive search. Proposed attack also requires the
key scheduling algorithm to be implemented on encryption device to induce a fault.

2.4 Chapter Summary
This chapter provides an insight into AES analysis (i.e. basic properties of the AES algorithm
and theoretical attacks that have been discovered for all the variants of AES) and also sheds
light on different modification to replace the static S-boxes that have been used in primitive
AES in order to enhance the strength of AES. Moreover, numerous modifications in the key
scheduling algorithm that can be used to neutralize the cryptographic attacks on AES are also
described in this chapter.
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METHODOLOGY AND IMPLEMENTATION
This chapter explains about the testing samples, implementation environment, methodology
and comparison metrics used to execute and to carry out performance analysis using the
original and proposed algorithm.

3.1 Samples
Random number generators have applications in gambling, statistical sampling, computer
simulation, cryptography, completely randomized design, and other areas where producing
an unpredictable result is desirable. Generally, in applications having unpredictability as the
paramount, such as in security applications, hardware generators are generally preferred over
pseudo-random algorithms, where feasible [72].
Most of the random numbers used in data science and cryptography are pseudo
random numbers. They can be generated with the help of Pseudo Random Number
Generators (PRNG) or Cryptographically Secured Pseudo Random Number Generators
(CSPRNG). These type of algorithms use some mathematical techniques to generate a
sequence of random numbers and are advantageous because of their high speed. However, a
predominant flaw in these types of randomly generated numbers is that they tend to repeat
the same sequence and are quite predictable. Innumerable modern CSPRNGs use a long
repetition period and can be used to check the quality of an Encryption algorithm or a Hash
function [73].
On the other hand, True Random Numbers generators (TRNG) use some kind of
physical phenomenon, such as random mouse movements, amount of time between pressing
different key strokes on a keyboard, decay of a radioactive source and atmospheric noise.
One of the major limitations of TRNG is their slow speed of random number generation. But,
they are nondeterministic, meaning that the sequence of random numbers generated once
cannot be produced again. So, TRNGs are preferred over PRNGs in the fields of data science
and cryptography.
The plain text samples used for testing have been generated by utilizing True Random
Number Generator using atmospheric noise [72].
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3.2 Implementation Environment
Software tools and platform used to implement original AES in conjunction with ECB and
CBC mode along with the proposed algorithm are presented in Table 3.1
Table 3.1 Tools and Platform used
IDE

Eclipse Luna

Programing language

Java

JDK Version

1.8

Operating System

Windows 10 Pro 64-bit

Analytical Tool

Microsoft Excel

Processor

Intel Core I7 3rd Gen, 2.4 Ghz

RAM

8.00 GB, 1600 Mhz

Graphics

2.00 GB, Nvidia Geforce 650M

3.3 Operational Complexity
Efficiency of an algorithm is estimated by calculating its time and space complexity. Usually
a tradeoff has to be made between space and time complexities depending on the
requirements. In order to write an efficient implementation in terms of time, some memory
or scape has to be sacrificed. In other words, a chunk of memory serves the need of buffers
which are required to hold some pre calculated values (i.e. pre calculated values of some
mathematically complex operations in encryption algorithm that require more time) are used
to successfully implements an algorithm. On the other hand, if an algorithm needs to be
efficient in terms of space then it will always require additional execution time in the absence
of pre calculated values.
Moreover, Encryption algorithms can be implemented in hardware as well as in
software. It is an important point to note that hardware implementations are bound to the
memory limitations. So, encryption and decryption usually requires some extra time in
embedded systems. However, software implementation of the same algorithms can utilize
the pre calculated values to gain some speed. Sometimes, a hybrid system can be deployed
to eradicate the disadvantages of both of the systems. Furthermore, the speed and efficiency
of an algorithm when implemented in software systems also depends on the programming
language, because primitive languages like c do not provide in build functionalities to
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perform operators like Rotation, Multiplication, Inverse and Multiplicative Inverse.
Generation of S-boxes is the most expensive and important operation involved in AES. So,
a better way to implements AES in software is to pre calculate the S-box and Inverse S-box
that are to be used in each round comprising substitute bytes as well as in key scheduling
algorithm.
Clearly the implementations time leads to false estimation. So, in order to accurately
measure the efficiency (speed) of proposed algorithm and primitive AES in conjunction with
modes of operations, Operational complexity is selected as one of the metrics. The straight
forward method of calculating Operational complexity is to manually count the type and
number of operations in an algorithm. Further procedure involves the addition of all similar
kind of operations.
Different operations used in AES include XOR, Rotation, Multiplication and Table
lookup. Let the cost of performing XOR operation be same as Rotation and are denoted
as O, further Multiplication be denoted as M and table lookup as L [53].
Additionally, the proposed AES using Block key generation algorithm and key
dependent S-boxes encompass two additional operations: Nibble Swap and SHA-256 and are
denoted by N and H respectively.

3.4 Avalanche Effect
Avalanche effect is an important characteristic for any encryption algorithm and Hashing
algorithm. This property can be observed by generating a cipher text from plain text
followed by changing one bit of that plain text to generate the second cipher text
accompanied by the number of bits changed in the outcome of two cipher texts.
Avalanche Effect = nb / tb

(1)

Where, nb = number of bits flipped in cipher text and tb = total bits of cipher text.
Total number of bits of a cipher text in case of AES are always 128. However, different
encryption algorithms generate different sizes of cipher text and the value of tb is to be
adjusted according to them while calculating Avalanche effect for them.
The purpose of avalanche effect test is to find out the number of cipher text bits
changed if input is changed by one bit. A large change in the cipher text bits indicates high
avalanche Effect. If observed avalanche effect is high, then it would be harder to perform
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analysis on cipher text while trying to come up with an attack. Avalanche effect ensures
that a minute change propagates rapidly through the different rounds of an encryption
algorithm or a hashing algorithm.

3.5 Strict Avalanche Criterion
Strict avalanche criterion was first introduced by Webster and Tavares in 1986 and is based
on the concepts of completeness and avalanche effect [4]. Higher-order generalizations of
SAC involve multiple input bits. Boolean functions which satisfy the highest order SAC are
always bent functions, also called maximally nonlinear functions, also called "perfect
nonlinear" functions [59].
An algorithm exhibits Strict avalanche criterion (SAC), when one bit is altered in the
plain text changes each of the cipher text bits with probability of one half. In simple words,
if one bit changes in the input results in at least 50% changes in the output bits, then there is
Strict avalanche criteria [48]. Further, any block cipher manifesting Strict avalanche criterion
with high frequency is said to be more secure.

3.6 Methodology
The process of calculating Avalanche effect and Strict Avalanche Criterion used in this
dissertation requires a set of components and are defined as True Random Number
Generator, Plain Text Set Generator, Block Key Generation algorithm, AES with Key
Dependent S-box, Avalanche effect calculator and Strict avalanche criterion calculator. A
concise explanation of all of the above mentioned components is as follows:
(i) True Random Number Generator
Initially, a True Random Number Generator is utilized to generate the plain text samples
which employs environmental noise as briefed in Section 3.1.
(ii) Plain Text Set Generator
Output generated in previous step is followed by Plain text set generator, where two plain
text samples are created from the original sample with the difference of 1 bit.
The whole process of selecting a candidate byte for the purpose of creating a set of
two plain texts differ by one bit is implemented using a random method provided by JAVA
(i.e. random method returns a random index between 1 to 16 and this index value is used to
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select the byte from plain text to be altered). Plain Text Set Generator always changes the
right nibble of a selected byte to 0 in the first plain text and to 1 in the second plain text. For
instance, if the original plain text block generated by True Random Number Generator is: 09
15 c4 46 f9 82 7f f0 14 b5 25 19 31 27 03 69. Then the first plain text block would be: 09
15 c4 46 f9 82 7f f0 14 b5 25 19 31 27 03 60 and the second plain text block would be: 09
15 c4 46 f9 82 7f f0 14 b5 25 19 31 27 03 61. It is very clear from the example that 16th byte
of the plain text was selected as the candidate byte.
(iii) Block Key Generation Algorithm
Further procedure involves the generation of a block key from the secret key by employing
a novel Block key generation algorithm. In depth detail about this algorithm is explained in
the upcoming Section 3.7.
(iv) AES with key dependent S-box Generation
In the subsequent step, a modified Advanced Encryption Algorithm (i.e. AES with key
dependent S-boxes) encrypt both of the plain text blocks to generate two cipher texts. Many
authors have proposed numerous AES implementations to generate key dependent S-box.
But, the key dependent AES that is utilized in this work was proposed by Juremi [36] and is
one of the fastest dynamic S-box generation algorithms. The basic reason for its speed is the
usage of only a rotation operation on the static S-box which does not incur high cost in terms
of execution speed.
The cipher texts generated in this step act as the input for Avalanche Effect Calculator
and Strict Avalanche Criterion Calculator.
(v) Avalanche Effect Calculator
Avalanche effect can be calculated by finding the difference between number of bits in the
two cipher texts if one of the plain text bits is altered. Avalanche effect is calculated by
employing the formula defined in the Section 3.4 on all the sets of plain text.
(vi) Strict Avalanche Criterion Calculator
Strict avalanche criterion is based on the principal of completeness and this is satisfied upon
the successful observation of 50% change in cipher text bits when one bit of plain text is
complimented.

Page | 39

Methodology and Implementation

Figure 3.1 Experimental Methodology

In addition, Operational complexity can be calculated as described in Section 3.3 and
the resultant bar charts presented in Sections 4.2 and Section 4.3 depicting Avalanche effect
and Strict Avalanche Criterion can be created using Microsoft excel.

3.7 Proposed Algorithm
Primitive Advanced Encryption Standard (AES) briefed in the Chapter 1 uses static S-boxes
in each round and a user defined secret key to encrypt each block of plain text.
AES is a 128 bit encryption algorithm (i.e. length of plain text and cipher text is always
128 bits). So, if the length of a plain text is 256 bits, then it is divided into two 128 bit blocks.
Each of them is encrypted using the same secret key and any of the modes of operation.
Encryption and decryption using Block key generation algorithm is shown in Figure 3.2.
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Figure 3.2 Encryption using Block Key Generation Algorithm with Dynamic S-boxes

This newly proposed approach uses an innovative Block key generation algorithm
with an addition of dynamic S-box generation algorithm. This new design can be applied to
AES-128 variant, where secret key is 128 bits long. All of the Block keys are generated prior
to the inception of Advanced Encryption Standard (AES), this property makes it possible to
encrypt each block of plain text in parallel and hide plain text patterns. Furthermore, the
proposed Block key generation algorithm and key dependent S-box generation algorithm are
described in the following Subsections.
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3.7.1

Block Key Generation Algorithm (BKG)

Block key generation algorithm (BKG) generates non identical Block keys from the user
provided secret key to encrypt every block of plain text.

Figure 3.3 Block Key Generation Algorithm

The process of block key generation comprises four steps namely Permutation
Function, XOR, SHA-256 and Trimmed Output Creator which collaborate to generate 128 bit
block key.
(i) Permutation Function
This function takes 16 bytes (128 bits) of input. Firstly, it divides the input into two 8 bytes
(64 bits) left and right halves as shown in Figure 3.4.
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Figure 3.4 Permutation Function

Then, left half is cyclically rotated by 4 bytes to the left and Nibble swap operation (i.e. a4
becomes 4a) is performed on each byte of right half. In the next step, the Nibble swapped
right block becomes new left block and XOR operation is performed between Nibble swapped
right block and cyclically rotated left block to create the new right block.
(ii) XOR
It is a simple exclusive OR operation between secret key and output generated by Permutation
Function.
(iii) SHA-256
Secured hash algorithm is used to generate the hash of output generated in the previous step
by XOR operation. Hashing is a one-way function where it is computationally not feasible to
get back to the original message from the message digest [7].
(iv) Trimmed Output Creator
This is used to make the output generated by Secured hash algorithm (SHA-256) to 128 bits
so that it can act as the Block key for a given block. Firstly, the output of SHA-256 is divided
into two 128 bit left and right parts, then a simple exclusive OR operation is applied to unify
both parts as 128 bit output. Trimmed output Creator can also be modified to generate 192 bit
and 256 bit output to be used in AES-192 and AES-256 variants respectively.
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3.7.2

Key Dependent S-box Generation

Advanced Encryption standard uses static S-box for encryption generated by calculating
multiple Inverse of each byte ranging between 00 to FF in hexadecimal form, and is followed
by an affine transformation. While S-box used in decryption is inverse of that used in
decryption. Encryption process starts with the transformation known as Add Round Key of
round 0 where secret key is used for Input Whitening. Besides that, this secret key is also used
to generate round keys by employing key scheduling algorithm, prior to the execution of AES
and generated round keys are further used in Round 1 to Round 10.
On the other hand, in key dependent S-box generation, dynamic S-box is generated
for each round by utilizing circular rotation of static S-box. Rotation is based on the round
key and maps each byte of intermediate State Array into another byte trough S-box table
lookup [30].
A total of 10 rotated S-boxes are used to encrypt 128 bits of plain text block while
using a 128 bits key. These S-boxes are generated from round keys derived from secret key
and by applying Round key generation algorithm prior to the block encryption. There are three
simple steps to calculate dynamic S-box [35]:


Get the Nr (round key)



Apply XOR operation on every byte of round key.
K1+K2+K3+K4+K5+K6+K7+K8+K9+K10+K11+K12+K13+K14+K15+K16
Where, K1 to K16 are the bytes of round key.



Resultant value is used for left circular rotation of static S-box (User can also choose
to use right circular rotation to generate key dependent S-box).
Let us suppose that round key value for a particular round in hexadecimal form is: c9

40 32 2b f2 43 cc e9 8b 29 0e a6 14 17 6c 3d.
After applying exclusive OR operation on the round key, resultant value that have
been generated is 5c in hexadecimal form or 92 in decimal form. Now, this decimal value is
used to cyclically rotate the static S-box to left by 92 bytes. The inverse S-box can be easily
created by subtracting or applying exclusive OR operation (i.e. addition, subtraction and
exclusive OR generates the same output at a but level) between recently generated value (i.e.
92) with all of the static elements of Inverse S-box. The S-box shown in Figure 1.23 is
generated after 92 bytes of cyclic rotations of static S-box to the left.
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Figure 3.5 Dynamic S-box dependent on Round Key

3.8

Chapter Summary

This chapter provides information about the testing samples and applications used for
carrying out the experimentation along with the explanation of proposed algorithm. It also
focuses on Operational complexity, Avalanche effect and Strict avalanche criterion utilized
for generating results.
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EXPERIMENTAL RESULTS AND ANALYSIS
This chapter describes the procedure to thoroughly calculate Operational complexity along
with that it also presents the results produced by testing Avalanche effect and Strict avalanche
criterion on proposed algorithm and primitive AES with ECB and CBC mode.

4.1 Operational Complexity Calculation
AES-128 requires 10 round keys to be generated from secret key. Each Round Key
Generation includes 1 rotation (1O), 4 table lookups (4L) and 20 XOR (20O) operations. So,
Operational complexity for generating one round key is: 21O, 4L. Consequently, 10 round
keys will consume 210O, 40L operations [54].
Moreover, each rounds of primitive AES comprises 16 table lookups (16L) in
Substitute Bytes, 6 rotations (6O) in Shift Rows, 4 * 4 = 16 multiplications (16M) with 4 * 3
= 12 XORs (12O) in Mix Columns and 16 XORs in Add Round Key transformations. Thus,
Operational complexity of each round is 34O, 16M and 16L [53]. Hence, 10 rounds of
encryption including initial Input Whitening round utilize 344O, 144M and 160L. Another
key point to remember while calculating Operational complexity is that Mix columns
transformation is omitted from 10th round. Thus, Operation complexity of each block of plain
text encryption using AES in ECB mode is calculated by adding Operational complexity of
Key Generation algorithm and Operational complexity of AES encryption. After successful
addition total Operational complexity of AES in ECB mode is: 554O, 144M, 200L.
On the other hand, CBC mode includes a XOR operation between Initial Vector (IV)
and first plain text block before the inception of encryption algorithm. In addition,
subsequent blocks consume cipher text generated by previous block to perform XOR
operation with plain text block. So, CBC mode requires 16 additional XOR operations (16O)
in comparison to ECB mode. Consequently, operation complexity of each block of plain text
encryption using AES in CBC mode is calculated by adding Operational complexity of AES
in ECB mode and Operational complexity of performing 16 supplementary XOR operations.
After successful addition, total Operational complexity of AES in CBC mode is: 574O +
16O, 144M, 200L.
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Whereas, BKG involves 4 Rotations (4O), 8 Nibble swaps (8N), 8 XOR (8O)
operations in Permutation Function, 16 XOR (16O) operations to merge secret key and the
output of Permutation Function, 1 hashing (1H) operation to generate SHA-256 digest and
16 XOR (16O) operations in Trimmed Output Generator. This implies that BKG requires
additional 44O, 8N and 1H operations in comparison to ECB mode. Therefore, operation
complexity of each block of plain text encryption using AES with BKG is calculated by
adding Operational complexity of AES in ECB mode and Operational complexity of BKG.
After successful addition total Operational complexity of AES with BKG is: 598O, 144M,
200L, 8N, 1H.
Table 4.1 Operational Complexities comparison without key dependent S-boxes
Operational Complexity Parameters
Algorithm
O

M

L

N

H

AES with
ECB Mode

554

144

200

0

0

AES with
CBC Mode

570

144

200

0

0

AES with
BKG

598

144

200

8

1

Key dependent S-box generation involves 15 XOR (15O) operations on each round
key for the purpose of generating a rotation value. In addition, this rotation value is used to
cyclically rotate the static S-box in each round (i.e. Key dependent S-box rotations). So, 10
rounds of encryption require 150 XOR (150O) operations and 10 round key dependent S-box
rotations. Moreover, Operation complexity of each block of plain text encryption using
dynamic AES with ECB mode, CBC mode and BKG is calculated with further addition of
Operational complexity of key dependent S-box generation.
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Table 4.2 Operational Complexities with key dependent S-boxes

Operational Complexity Parameters
Algorithm

AES with
ECB Mode
and Key
Dependent Sbox
AES with
CBC Mode
and Key
Dependent Sbox
AES with
BKG and Key
Dependent Sbox

O

M

L

N

H

704 + 10
Round key
dependent Sbox rotations

144

200

0

0

720 + 10
Round key
dependent Sbox rotations

144

200

0

0

748 + 10
Round key
dependent Sbox rotations

144

200

8

1

It is very clear from the Table 4.1 and Table 4.2 that the in both cases where primitive
AES is used and AES with key dependent S-box is used, Operational complexity of AES
using Block key generation algorithm is slightly on the higher side in comparison to AES
when used with ECB and CBC mode.
Even though, all six implementations of AES depicted in the Table 4.1 and Table 4.2
utilize the same number of Multiplication and Table lookup operations, yet, proposed
algorithm uses eight additional Nibble Swap and one SHA-256 operation. In addition, the
cyclical shifting of the static S-box consumes significant amount of Rotation operations.
These operations purely depend on the offset generated by applying an exclusive OR
operation on 16 bytes of the round key. Further variation in the number of XOR operations
depend upon the usage of a particular mode of operation or Block key generation algorithm.

4.2 Avalanche Effect Test
Testing is performed on a set containing two plain texts differ by 1 bit and by keeping the
secret key constant. Total 8 sets of samples have been used for the purpose of calculating
Avalanche effect and have plain texts ranging between 250 to 2000 to be used as input in all
of the six variants of AES.
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AES using ECB Mode and AES using Block Key
Generation Algorithm
2000
1750
1500
1250
1000
750
500
250
0
1

2

3

4

5

6

7

8

Total Samples
Number of times both algorithms have given Same Avalanche
Number of times AES using ECB Mode has given better Avalanche Effect
Number of times AES using BKG algorithm has given better Avalanche Effect

Figure 4.1 Avalanche Effect Comparison (ECB and BKG)

AES using ECB Mode and AES using Block Key
Generation Algorithm with Dynamic S-BOX
2000
1750
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1250
1000
750
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0
1

2

3

4

5

6

7

8

Total Samples

Number of times both algorithms have given Same Avalanche
Number of times AES using ECB Mode has given better Avalanche Effect

Number of times BKG Algorith with Dynamic S - Box has given better
Avalanche Effect

Figure 4.2 Avalanche Effect Comparison (ECB and BKG with Dynamic S-box)

Figure 4.1 and Figure 4.2 depicts the Avalanche effect comparisons between AES
using ECB mode and Block key generation algorithm with or without dynamic S-box. The
bar chart clearly shows that proposed algorithm outperforms primitive AES using ECB mode
in terms of Avalanche effect.
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AES using ECB Mode with Dynamic S-BOX and
AES using Block Key Generation Algorithm
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Number of times both algorithms have given Same Avalanche
Number of times AES using ECB Mode with Dynamic S - Box has given
better Avalanche Effect
Number of times AES using BKG algorithm has given better Avalanche Effect

Figure 4.3 Avalanche Effect Comparison (ECB with Dynamic S-box and BKG)

AES using ECB Mode with Dynamic S-BOX and
AES using Block Key Generation Algorithm
with Dynamic S-BOX
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Number of times both algorithms have given Same Avalanche
Number of times ECB Mode with Dynamic S - Box has given better Avalanche
Effect
Number of times BKG Algorith with Dynamic S - Box has given better Avalanche
Effect

Figure 4.4 Avalanche Effect Comparison (ECB with Dynamic S-box and BKG with Dynamic S-box)

Figure 4.3 and Figure 4.4 depicts the Avalanche effect comparisons between AES
using ECB mode with dynamic S-box and Block key generation algorithm with or without
dynamic S-box. The bar chart clearly shows that proposed algorithm outperforms primitive
AES with dynamic S-box using ECB mode in terms of Avalanche effect.
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AES using CBC Mode and AES using Block Key
Generation Algorithm
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Figure 4.5 Avalanche Effect Comparison (CBC and BKG)

AES using CBC Mode and AES using Block Key
Generation Algorithm with Dynamic S-BOX
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Number of times BKG algorithm with Dynamic S - Box has given better
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Figure 4.6 Avalanche Effect Comparison (CBC and BKG with Dynamic S-box)

Figure 4.5 and Figure 4.6 depicts the Avalanche effect comparisons between AES
using CBC mode and Block key generation algorithm with or without dynamic S-box. The
bar chart clearly shows that proposed algorithm outperforms primitive AES using CBC mode
in terms of Avalanche effect.
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AES using CBC Mode with Dynamic S-BOX and
AES using Block Key Generation Algorithm
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Figure 4.7 Avalanche Effect Comparison (CBC with Dynamic S-box and BKG)

AES using CBC Mode with Dynamic S-BOX and
AES using Block Key Generation Algorithm
with Dynamic S-BOX
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Number of times BKG algorithm with Dynamic S - Box has given better Avalanche
Effect

Figure 4.8 Avalanche Effect Comparison (CBC with Dynamic S-box and BKG with Dynamic S-box)

Figure 4.7 and Figure 4.8 depicts the Avalanche effect comparisons between AES
using CBC mode with dynamic S-box and Block key generation algorithm with or without
dynamic S-box. The bar chart clearly shows that proposed algorithm outperforms primitive
AES using CBC mode and dynamic S-box in terms of Avalanche effect.
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4.3 Strict Avalanche Criterion Calculation
Testing is performed on a set containing two plain texts differ by 1 bit and by keeping the
secret key constant.

AES using ECB Mode and AES using Block Key
Generation Algorithm
2000
1750
1500
1250
1000
750
500
250
0
1

2

3

4

5

6

7

8

Total Samples
Number of times AES using ECB Mode satisfies Strict Avalance Criterion
Number of times AES using BKG algorithm satisfies Strict Avalance Criterion

Figure 4.9 Strict Avalanche Criterion Comparison (ECB and BKG)

AES using ECB Mode and AES using Block Key
Generation Algorithm with Dynamic S-BOX
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Figure 4.10 Strict Avalanche Criterion Comparison (ECB and BKG with Dynamic S-box)

Figure 4.9 and Figure 4.10 depicts the Strict avalanche criterion comparisons between
AES using ECB mode and Block key generation algorithm with or without dynamic S-box.
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The bar chart clearly shows that proposed algorithm outperforms primitive AES using ECB
mode in terms of Strict avalanche criterion.
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Figure 4.11 Strict Avalanche Criterion Comparison (ECB with Dynamic S-box and BKG)
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Figure 4.12 Strict Avalanche Criterion Comparison (ECB with Dynamic S-box and BKG with Dynamic
S-box)

Figure 4.11 and Figure 4.12 depicts the Strict avalanche criterion comparisons
between AES using ECB mode with dynamic S-box and Block key generation algorithm with
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or without dynamic S-box. The bar chart clearly shows that proposed algorithm outperforms
primitive AES using ECB mode and dynamic S-box in terms of Strict avalanche criterion.
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Figure 4.13 Strict Avalanche Criterion Comparison (CBC and BKG)
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Figure 4.14 Strict Avalanche Criterion Comparison (CBC and BKG with Dynamic S-box)

Figure 4.13 and Figure 4.14 depicts the Strict avalanche criterion comparisons
between AES using CBC mode and Block key generation algorithm with or without dynamic
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S-box. The bar chart clearly shows that proposed algorithm outperforms primitive AES in
CBC mode in terms of Strict avalanche criterion.
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Figure 4.15 Strict Avalanche Criterion Comparison (CBC with Dynamic S-box and BKG)
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Figure 4.16 Strict Avalanche Criterion Comparison (CBC with Dynamic S-box and BKG with
Dynamic S-box)

Figure 4.15 and Figure 4.16 depicts the Strict avalanche criterion comparisons
between AES using CBC mode with dynamic S-box algorithm and Block key generation
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algorithm with or without dynamic S-box. The bar chart clearly shows that proposed
algorithm outperforms primitive AES using CBC mode and dynamic S-box in terms of Strict
avalanche criterion.

4.4 Results Summary
From the web browsers to cloud servers and chat applications to email services, AES is one
of the most common encryption algorithm that is being vastly used to protect confidential
information. AES has never been practically cracked because of its strong diffusion and
confusion properties. In spite of that, its widespread usage has constantly motivated many
researchers to further enhance it in order to reduce its time complexity and make it more
secure by rectifying the flaws which can lead to an attack.
The proposed algorithm presented in this thesis report is tested by comparing its
Operation complexity, Avalanche effect and Strict avalanche criterion. Operational
complexity of AES when used in conjunction with Block key generation algorithm and key
dependent S-boxes is slightly high in comparison to AES when used in association with ECB
or CBC mode. Despite of that, parallel implementation of the proposed algorithm
significantly reduces the execution time while performing encryption and decryption.
Furthermore, Avalanche effect comparisons depicted in Figures 4.1 to Figure 4.8 and
Strict avalanche criterion comparisons shown in Figures 4.9 to Figure 4.16 successfully render
that proposed algorithm is capable of generating high Avalanche effect and exhibits Strict
avalanche criterion in more instances as compared to original AES when used with ECB and
CBC Mode on randomly generated samples.
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CONCLUSIONS AND FUTURE WORK
AES is being used widely to secure the confidential information from over a decade, since
its inception in 2001 [2]. Even though, no attack has been able to practically break all 10
round of AES but it is still prone to myriad of upcoming attacks because of its simple key
schedule and static S-boxes. Researchers have demonstrated that the simplicity of key
schedule makes AES prone to related key attacks [51] [52] and Boomerang attacks [53].
Further, AES is susceptible to algebraic attacks, and it is theoretically possible to break 7
rounds of AES with a collision attack [18]. Moreover, a meet in the middle attack has been
proposed with the capability of theoretically breaking an AES comprising 8 rounds [20].

5.1 Conclusions
This work improves the primitive AES with modes of operation in consideration. Improved
AES utilizes a novel Block key generation algorithm in conjunction with key dependent Sbox generation algorithm. Furthermore, each round of proposed algorithm uses an entirely
different S-box. This translates that a single block of AES uses 10 dynamic S-boxes as it
comprises 10 encryption rounds. In addition, each block is encrypted using non-identical
block keys, this leads to the usage of completely different S-boxes in each block of
encryption. (i.e. if there are 10 blocks of plain texts to be encrypted, then a total of 100
different S-boxes will be employed).
Based on the results in the previous chapter, we conclude the following:


Proposed algorithm eradicates the disadvantages of both ECB and CBC modes and
is able to encrypt perfectly hiding the plain text patterns without compromising
parallelism.



Operational complexity of proposed algorithm is slightly high in comparison to
original AES when used with ECB and CBC modes.



Inclusion of Block key generation algorithm enhances the Avalanche effect and Strict
avalanche criterion on randomly generated plain text samples in comparison to
primitive AES when used in conjunction with ECB or CBC mode.



The addition of dynamic S-boxes eliminates any possibility of cryptanalysis.
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5.2 Future Work
Some challenges that were identified while carrying out this thesis work have been
considered for the future work and are presented below:


Some enhancements could be introduced in the Block key generation algorithm to
reduce its time complexity.



With some petty modifications in Trimmed Output Creator, proposed algorithm can
also be used in AES-192 and AES-256 bit variants.



Block key generation algorithm can also be used in the applications where
communication takes place in the form of sessions. Each non-identical block key can
be used as a session key for the purpose of encryption.



Proposed algorithm can also be used in synchrony with any of the modern block
ciphers.
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