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ABSTRACT
Internet was designed to serve the basic requirement of data transfer between computing
systems. The security perspectives were therefore overlooked due to which the Internet
remains vulnerable to a variety of attacks. Among all the possible attacks, Distributed
Denial of Service (DDoS) attack is one of the prominent threats to the Internet, which
targets the availability of the online services to the intended users. DDoS attacks have
significantly influenced the online communities that financially rely on the continuous
availability of their services to the users. These attacks do so by flooding large amounts
of unsolicited packets toward the target. The ease of accessing and operating the tools
for executing such attacks has made attack incidents ubiquitous these days. Although
the majority of DDoS attacks are much smaller in amplitude, recent years have seen
some high-intensity attacks as well. This confirms the presence of a gigantic number of
bots distributed over the globe that can completely thwart the Internet functioning at
any moment.
The basic technique for organizing these attacks has evolved from traditional
inadvertent flooding to a much bigger, faster and sophisticated DDoS attack.
Application-layer DDoS attacks are soaring as a modern form of denial of service
attacks. The strength of an application layer DDoS attack lies in exploiting various
configuration and functional vulnerabilities of the application layer services and
protocols. According to a report by Arbor Networks (Worldwide Infrastructure Security
Report) published in Q1 of the year 2017, 80% of their respondents reported
experiencing application layer DDoS attacks targeting DNS and HTTP services. Web
services, which are one of the most prominent forms of web presence exercised by the
businesses to connect to their possible client base, are commonly targeted by HTTPGET flood attacks. HTTP-GET flood attack is typically referred as Application Layer
DDoS attack due to the fact that it challenges almost all the web servers hosting HTTP
v

services (running at the application layer) on the internet. The state-of-the-art literature
provides many security mechanisms that are designed to handle such attacks. However,
attackers constantly explore unique approaches for orchestrating covert HTTP-GET
flood attacks. The detection of such attacks requires user level monitoring due to a high
resemblance among the browsing behaviors of legitimate users and sophisticated
modern-day bots.
In an attempt to evade attack detection, the attacker attempts to closely mimic the
behavior of human users. The attacker varies its attacking strategies based on rate,
access pattern, etc. to launch an HTTP-GET flood DDoS attack. Various HTTP-GET
flood DDoS attack strategies have been examined in the literature. During our literature
review, we observed that state-of-the-art literature focuses on the detection of a few
attack strategies from a broad set of different GET flood attack strategies. As a result,
our research work provides a scalable and efficient solution for detecting a higher
number of GET flood attack strategies.
This dissertation addresses and proposes a detection framework to detect attack bots
responsible for orchestrating a large number of different GET flood attack strategies.
Our detection framework is supported by four explicitly designed features that exploit
the browsing behaviors to discriminate between the legitimate users and the attack bots.
The proposed features can distinguish GET flood attack sources during both the normal
and flash background traffic. Our work distinguishes itself from previous works by
providing a comprehensive solution for the detection of 12 different strategies used by
attackers to launch GET flood attacks. The research work done in this dissertation is
presented in four parts.
The first part of this thesis provides a thorough examination of the state-of-the-art
literature associated with the detection of HTTP-GET flood DDoS attacks, which
captures various aspects such as detection attributes, web logs, software tools and
underlying modeling methods. A total of 63 works (primary studies) published before
the year 2016 were selected from six different electronic databases following a careful
scrutinizing process with an aim to gain insights into the current research on the
detection of these attacks. A comprehensive taxonomy of various strategies to launch
GET flood DDoS attacks is proposed to support the understanding of different practices
used by the attackers to launch such attacks. This will eventually aid the research
vi

community in systematically targeting different attack strategies to devise solutions
capable of efficiently tackling the attacks.
In the second part of this thesis, the impact of various types of GET flood attacks on the
performance of a web server using benchmark metrics is empirically analyzed. A
number of simulation scenarios are designed corresponding to different intensities and
server parameters (request processing rate and queue length) to study the effect of an
ongoing attack on different configurations of web servers. The existing impact analysis
studies rely on UDP traffic to target the network and transport layer resources of a
server. However, the attack impact analysis performed in this thesis generates GET
flood attacks over TCP using well-known HTTP traffic distributions to target server’s
application layer request buffer.
An efficient detection of GET flood attacks requires characterization of legitimate and
GET flood attack traffic at individual user levels at the server end. To facilitate such
user level traffic inspection, the third part of this thesis proposes a feature set comprising
four detection features. These four features take advantage of one or more browsingassociated behaviors of legitimate users and attacking bots to provide a detection
solution that is capable of identifying bots during normal and flash background traffic.
To the best of our knowledge, there are no benchmark web logs that contain the traces
of HTTP-GET flood attacks. Therefore, as a part of this research work, multiple
emulation scenarios are built on a carefully designed experimental setup to fabricate
attacks traffic traces pertaining to different GET flood attack strategies. The original
server database structure is reproduced on the emulated server system to enhance the
legitimacy of these traffic traces. Traffic for various types of GET flood attack is then
mimicked by tuning the bot parameters in a set of well-known traffic generator software
tools.
In the third part of this thesis, the performance of the proposed features is measured
using two different detection systems relying on crisp and fuzzy thresholds respectively.
Initially, we use F1-score to compute the crisp threshold values corresponding to each
web log. These crisp threshold values are fed to the first detection system that relies on
a logical disjunction of the feature values. Further, the second detection system built
over a fuzzy control module is presented. This module translates the crisp input feature
values of individual users to make scheduling decisions based on pre-defined inference
vii

rules. The efficiency of both the systems is examined using two performance evaluation
parameters along with the detection and false positive rates.
In the final part of the thesis, the web logs of fabricated attacks are processed to prepare
four classifier-training data sets. These data sets are used to train and build 24 detection
models pertaining to 6 different machine learning classifiers. These detection models
are evaluated and compared using multiple performance evaluation parameters to
determine the most suitable classifier for the context. The performance results of the
proposed detection framework suggest improvements over the other existing works in
terms of the number of attack strategies detected. Further, detection rate values of
97.46% and 99.1% are achieved using the Support Vector Machine classifier for normal
and flash background traffic respectively.
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CHAPTER 1 Introduction

Introduction

The Internet has seen tremendous growth, starting with a small scale project back in the
late 1960s to a completely developed interconnection of networks around the world. In
just a few decades of its birth, it has had a radical impression on vast population. A rapid
drift in the advancement of technology in recent years has led to its increased usage in
multiple domains. The Internet is essentially built on a collection of protocols merged
into a layered stack known as TCP/IP, designed to allow communication among
networking compatible electronic devices. It has allowed people to communicate and
easily share information with each other regardless of their geographical locations. The
ease in reaching the potential customers has led to the emergence of a multitude of
online services. Many industries/organizations are capitalizing on the extent of Internet
to provide their clients with a number of online services. These web services include
banking, education, entertainment, electronic mailing, Voice Over IP, etc. Most of these
services make use of one or more application layer (top most layer of TCP/IP) protocols
like HTTP, HTTPS, SMTP, DNS, VOIP, etc.

1.1

Denial of Service Attacks

Internet was originally designed to serve the basic requirement of data transfer between
systems with a very little focus toward the underlying security concerns. Hence, it
remains vulnerable to a variety of attacks either direct or indirect, posing a threat to both
the service providers and their users. Among many possible attacks, Denial of Service
(DoS) attack is one of the eminent threats to the online community. As the name
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suggests, these attacks are launched with an intention to forbid service access to the
legitimate users, in contrast to some traditional network attacks where the intention is
to steal and misuse the confidential data. A commonly exercised approach to
accomplish this is to flood the target with a large number of unsolicited packets
(Mirkovic and Reiher, 2004).

1.2

Distributed Denial of Service Attacks

To further intensify the attack, an improved attack model Distributed Denial of Service
(DDoS) was introduced wherein a large number of geographically distributed bots
(compromised systems) are simultaneously triggered by the attacker to produce an
irrepressible traffic stream. Typically, a DDoS attack starts with an attacker initially
forming a network of compromised systems known as a botnet. This network is
controlled by the attacker hidden behind several layers of bots known as stepping
stones, with the intent to conceal its identity. The attacker initiates the attack process by
sending commands to these compromised systems. After receiving the commands, these
systems launch the actual attack flow toward the victim in an attempt to overload its
bandwidth or other resources. During an attack, the victims’ services become
unavailable until the attack is either terminated or effectively mitigated. These attacks
might sustain for a few seconds or even days, leading to huge financial losses to the
service providers. The motives behind such types of attacks are generally linked to
business competitions, financial gains and hacktivism (Kumar et al., 2007).
DDoS attacks undoubtedly pose a severe threat to the Internet, aiming to disrupt its
conventional working. Various resources running on the Internet, when under the
influence of such attacks, are not able to deliver their services effectively. The
compromised systems involved in a DDoS attack are called attacking nodes. These
attacking nodes choke up a victim node’s resources, in turn, strangulating its access by
legitimate users. DDoS attacks primarily affect these legitimate users by counteracting
victim’s capability to respond properly. A DDoS attack can make the victim’s resources
unusable for some time or even cause a permanent cessation by sending a substantial
amount of packets, depleting the victim’s network bandwidth and/or processing power
(Mirkovic and Reiher, 2004). Figure 1.1 represents the architecture of a traditional
DDoS attack where an attacker first subverts a number of vulnerable systems known as
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Figure 1.1 DDoS attack architecture depicting control and attack flows

handlers present on the Internet.
These handlers are responsible for forwarding commands from the attacker to a large
number of compromised systems known as zombies. Zombies further initiate the actual
flow of attack packets. Handlers provide a sheltering layer to the real attacker by
prohibiting a direct trace to it (Specht and Lee, 2004). The control flow coordinated by
the attacker and assisted by one or more handlers decides the nature and time of an
attack flow generated by zombies as shown in Figure 1.1. There are a number of freely
available attack tools on the Internet that can easily be deployed by an amateur user for
launching an attack. The methods used by the attackers for conducting an attack are
becoming complex and consequently making its mitigation more challenging. The
largest DDoS attack witnessed in the year 2017 retained maximum amplitude of
800Gbps that is roughly 60% growth over the largest attack in the year 2015
(“Worldwide Infrastructure Security Report No. XII,” 2017).
DDoS attacks are possible due to the vulnerable architecture of TCP/IP protocol suite
in which a packet is routed without verifying its source address (Bellovin, 1989). The
source address field in attack packets is generally spoofed, which complicates tracing
the origin of packets. The stateless nature of Internet makes it nearly impractical to
identify the actual origin of the attack. Currently, there is no single efficient mechanism
to defend against DDoS attacks. The best possible defense against DDoS attacks not

4
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Figure 1.2 DDoS attacks at different layers of network stack

only lies in preventive measures but also in identifying the actual origin of the attack to
block further attacks and assist the mitigation process. Figure 1.2 represents some
common denial of service attacks on these different levels.
1.2.1

Classification of DDoS Attacks

Typically, a DDoS attack falls into one of the three categories: volume-based attacks,
protocol attacks and application layer attacks (“DDoS attack types & mitigation
methods,” 2014). Volume-based attacks, also known as flooding attacks, direct a large
amount of unsolicited traffic toward the victim resulting in the exhaustion of
infrastructure-level bandwidth of the victim. Attacks like ICMP flood, UDP flood, etc.
fall under this category. Attacks exploiting the vulnerabilities of various protocols
present at the network layer are categorized under protocol attacks. These include SYN
flood, Smurf DDoS attack, etc. Finally, the attacks that abuse the configurations and
functionalities of various application layer protocols and services are classified as
application layer attacks. These include Slowloris, HTTP-GET flood, etc. Every single
one of the above-discussed attacks is directed toward a particular level of Internet’s
network stack.
1.2.2

DDoS Attack Incidents

DDoS attacks nowadays are predominantly launched by organized groups of hackers.
Furthermore, such cases have been witnessed where a decentralized group of hacktivists
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Figure 1.3 Recent DDoS attack incidents in the year 2016

launched a series of DDoS attacks to show protest against an action taken by
government or companies. Operation Payback, Operation Ababil and Operation
Avenge Assange are some well-known examples of such emerging threats by
hacktivists. The timeline given in Figure 1.3 shows some recent DDoS attacks that
struck various organizations around the globe in the year 2016 (“Infosecurity news,”
2016). It is evident from Figure 1.3 that both the attack frequency and amplitude are
rising at an alarming rate. Furthermore, the threat of DDoS attacks has extended to mesh
networks (Arora et al., 2010), sensor networks (Katiyar et al., 2010), ad-hoc networks
(Deng et al., 2002; Batish et al., 2015) and other well-known network architectures.
1.2.3

DDoS Attack and Defense Phases

During a DDoS attack, the routing paths toward the victim get affected resulting in
service degradation to overall users on the Internet (Gupta et al., 2008). This makes it
essential for the victim as well as ISPs to detect and filter attack traffic at the earliest.
The overall DDoS attack process is divided into three phases as shown in Figure 1.4.
The detail of each phase is discussed below:
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Figure 1.4 Different attack and security phases

(i)

Phase 1 - Target acquisition: The attack target is first determined by the
attacker depending on a number of reasons like political or financial gains,
personal enmity, revenge, cyber warfare, etc. Subsequent attack phases rely on
security details and other information of the target gathered by the attacker.

(ii)

Phase 2 - Groundwork: The attacker initiates vulnerability scanning across the
Internet to determine all the unsecured systems. These systems are then
compromised using different kinds of security breaches by the attacker. These
compromised machines (also called as bots or zombies) form a large network
known as a botnet. Attacker directs these bots through successive layers of
compromised machines known as stepping stones with the aim to hide its
identity.

(iii)

Phase 3 - Attack: The commands to initiate an attack are disseminated to botnet
using different network channels. The bots then flood the victim with a burst
of traffic causing a partial halt of the victim’s services to the legitimate users.
The attack continues up to the time directed by the attacker or till it has been
effectively mitigated by the victim.

It is rather not possible to confine the intricacy of DDoS attacks. However, all possible
measures are continuously being taken so as to prevent it from affecting the Internet.
DDoS defense system as a whole comprises of three phases: prevention and preemption,
detection and filtering and traceback and identification as shown in Figure 1.4.
The first phase mainly deals with diminishing the probability of attack occurrence by
either strengthening the security of various systems through patches, upgrades, etc. or
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continuously monitoring network traffic predominantly for avoiding any system being
misused by the attacker. Then again it is impossible to avoid damage of such kind as
the Internet is filled with numerous vulnerable systems that instead of decreasing are on
the rise with new users joining the Internet each day. When the actual attack is initiated,
it is important to mitigate the attack effect in the least possible time. The efficiency of
this phase depends on the ability of the detection scheme to filter out attack packets
from legitimate ones.
The third phase, i.e. identification of attack source and attack path is also carried in the
course of an attack. This process is referred to as IP traceback. However, traceback may
continue even after the termination of attack. IP traceback and post-attack analysis of
traffic logs then help in reducing the possibility of future attacks by revealing
compromised systems and sometimes the real attacker.

1.3

Motivation

We began our research work with a systematic exploration of state-of-the-art IP
traceback literature. IP traceback has been an important component of defense
mechanisms against DDoS attacks. However, the number of publications defining IP
traceback schemes has been consistently decreasing since the year 2005 (Singh et al.,
2016). This trend of decreasing IP traceback literature is surely not encouraging and
could be linked to the growing interest of attackers in “application layer” DDoS attacks.
Many industries and organizations are capitalizing on the power of the internet to
provide their customers with an abundance of online services. These web services
include banking, education, entertainment, electronic mailing, voice over IP, etc. Most
of these services make use of one or more application layer (top-most layer of network
stack) protocols like HTTP, SMTP, DNS, NTP, etc. In view of this fact, the attackers
have advanced to a higher level of sophistication by relocating their attack targets to the
application layer. Such attacks, inherent to their characteristics, are generally termed as
application layer DDoS attacks. According to a report by Arbor Networks (“Worldwide
Infrastructure Security Report No. XII,” 2017) published in Q1 of the year 2017, 80
percent of their respondents have reported seeing application layer DDoS attacks
targeting DNS and HTTP services. Moreover, HTTP has been the top targeted
application layer service.
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An application layer DDoS attack is more or less concentrated on the unique
vulnerabilities of application layer protocols. The vulnerabilities may relate to
application functions, configurations, features, etc. The attacker initially disguises as a
legitimate user and acquires access to the victim’s resources, with an aim to furtively
assault the running services. There are many different methods exercised by the
attackers for exploiting the vulnerabilities present at the application layer. One of those
methods is HTTP-GET flood attacks which, according to a report by Akamai (Q2 2015
state of the internet - security report, 2015), were very much prevalent among attackers’
communities in the last quarter of the year 2014. It functions by letting the army of bots
to throng the server with GET requests in order to overwork the latter’s resources. A
major strength of these attacks is their ability to evade network and transport layer
security mechanisms. In the absence of a suitable protection mechanism, almost every
web server present on the Internet is exposed to such attacks. These attacks exhibit
stealthy behavior in terms that (i) a proper channel is established (valid TCP connection)
instead of reckless traffic flooding, and (ii) attacker attempts to impersonate legitimate
browsing activities. It was observed during our literature review of detection works
against GET flood attack strategies that an attacker practices a number of different
strategies to improvise GET flood attacks. The existing studies provide defense for only
a few such GET flood attack strategies. Therefore, it is necessary to frame a
comprehensive and efficient detection system that is capable of securing a web server
against the majority of such attack strategies.

1.4

Problem Scope, Statement and Objectives

GET flood attacks, commonly known as application layer DDoS attacks, pose a serious
threat to the availability of online web services, and challenge various state-of-the-art
detection techniques due to a high resemblance among the browsing behaviors of
legitimate users and sophisticated modern-day bots. To exacerbate the situation,
attackers are constantly exploring unique strategies for orchestrating covert GET flood
attacks. There is a need to devise a comprehensive detection mechanism that monitors
user level activities with an aim to efficiently detect the majority of such attack
strategies.
Many businesses and organizations provide a variety of online services, the larger part
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of which is dependent on the continuous operation of HTTP. For that reason, the term
“application layer DDoS attacks” generally refers to the HTTP-GET flood attacks that
capitalize on client-server interaction mechanism (Lee et al., 2011; Srivatsa et al., 2008;
Xie and Yu, 2009a; Zhou et al., 2014). The scope of this research work is limited to
accurate identification of the bots that are responsible for orchestrating HTTP-GET
flood attacks. The main research objectives of this work are:
I.

To study the impact of application-layer DDoS attacks on web services using
benchmarked metrics.

II.

To design application-layer DDoS attack detection metrics that can
characterize the behavior of legitimate users.

III.

To calibrate the threshold values of the proposed detection metrics.

IV.

To validate the proposed detection metrics through evaluation against
benchmarked web logs.

V.

To propose a novel mitigation framework for defeating application-layer
DDoS attacks against web services.

VI.

To design a set of simulation scenarios for testing the proposed mitigation
framework against application-layer DDoS attacks.

VII.

To validate the proposed mitigation framework using synthetic and publicly
available real web logs.

1.5

Significant Contributions

The major contributions of this research work are as follows:
(i)

Contribution 1: A thorough examination of the state-of-the-art literature
associated with the detection of HTTP-GET flood DDoS attacks is conducted
to capture various aspects such as detection attributes, web logs, software tools
and underlying modeling methods (Singh et al., 2017). A total of 63 primary
studies published before the year 2016 were selected from six different
electronic databases following a careful scrutinizing process. The purpose of
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our literature review is to gain insights into the current research on the
detection of these attacks by a comprehensive analysis of the selected primary
studies. Various challenges that need to be addressed are explored in order to
acquaint readers with recommendations for possible future research directions.

(ii)

Contribution 2: A comprehensive taxonomy of various attack strategies is
proposed to support the understanding of different practices used by the
attackers to launch GET flood DDoS attacks. This will eventually aid the
research community to systematically target and devise solutions capable of
efficiently tackling these attacks.

(iii)

Contribution 3: The impact of different types of GET flood attacks is
empirically analyzed on the performance of a web server using benchmark
metrics. A number of simulation scenarios are designed corresponding to
different intensities and server parameters (request processing rate and queue
length) to study the effect of an ongoing attack on different levels of web
servers. The bots generate GET flood attack traffic over TCP using wellknown HTTP traffic distributions to target server’s application layer request
buffer unlike previous impact analysis works, which rely on UDP traffic to
target the network and transport layer resources of a server.

(iv)

Contribution 4: To the best of our knowledge, there are no benchmark web
logs that contain the traces of HTTP-GET flood attacks. Therefore, as a part of
this research work, multiple emulation scenarios are built on a carefully
designed experimental setup to fabricate attack traffic traces pertaining to
different GET flood attack strategies. The legitimacy of these attack traffic
traces is enhanced by reproducing the original server file structure on our
emulated server system. Various types of GET flood attack traffics are then
mimicked by tuning the bot parameters using a set of popular software tools.

(v)

Contribution 5: An efficient detection of GET flood attacks requires individual
user level characterization of legitimate and GET flood attack traffic at the
server end. In order to facilitate such user level traffic inspection, a feature set
comprising four features is proposed. These four features take advantage of
one or more browsing associated behaviors of legitimate users and attacking
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bots to provide detection solution capable of identifying bots during normal
and flash background traffic. This will permit the network administrators to
carry out necessary filtering by blocking the identified spurious users (bots).
(vi)

Contribution 6: Our work distinguishes itself from other works by providing a
comprehensive solution for the detection of bots orchestrating 12 GET flood
attack strategies. The proposed detection model is evaluated through an
extensive performance comparison of the selected set of machine learning
classifiers using the fabricated training data sets. The results obtained evidently
indicate high detection rate (97.46%) and minimal false alarms (3.25%) with
detection models trained using the Support Vector Machine (SVM) classifier.

1.6

Organization of the Thesis

Chapter 1 introduces the concept of denial of service attacks and presents the motivation
behind selecting detection of HTTP-GET flood attacks as our primary research field.
The problem statement, scope and main objectives of our research work are also given
in this chapter. The rest of the thesis is organized as under:
(i)

Chapter 2: This chapter provides a comprehensive analysis of the state-of-theart literature on the detection of HTTP-GET flood attacks. A systematic
literature survey process is followed in order to provide an in-depth review of
various facets of the identified primary studies. Further, the literature is
chronological presented. A discussion on various research gaps concludes the
chapter.

(ii)

Chapter 3: In this chapter, we provide a deep insight into HTTP-GET flood
attacks along with rationalization of a typical web server susceptibility toward
such attacks. An attacker may try to disguise the target server by orchestrating
complex GET flood attack strategies using a variety of parameters such as
target URLs, request rates, etc. This chapter proposes a taxonomy of such GET
flood attack strategies and discusses each strategy individually.

(iii)

Chapter 4: The impact analysis of various GET flood DDoS attack strategies
against the web server is reported using benchmark performance metrics such
as percentage of failed transactions, average latency, etc (Objective I). The
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client and server parameters, and topology associated with the underlying
simulation testbed is also discussed in this chapter.

(iv)

Chapter 5: This chapter explores various behavioral characteristics of
legitimate users and attacking bots extracted from their browsing activities
(Objective II). We introduce four specifically designed features with the
knowledge of these browsing characteristics to detect GET flood attacks. This
chapter includes descriptions of the benchmark web logs used in our research
work and details of the preliminary analysis necessary for defining various
detection features.

(v)

Chapter 6: To the best of our knowledge, there are no benchmark web logs
that contain traffic traces of GET flood attacks. In this part of the thesis, we
design an experimental setup comprising three machines to fabricate access
logs pertaining to six different GET flood attack strategies. The proposed
features are then used to differentiate between legitimate users and attacking
bots. Initially, the feature values are calibrated to define boundaries that
distinguish legitimate users from attack bots (Objective III). Following this,
the combined detection efficiency of the four features in identifying the bots is
computed (Objective IV). A thorough analysis and discussion of the results
obtained from our experiment are then presented.

(vi)

Chapter 7: During the initial course of this research work, the detection is
evaluated against 6 fabricated GET flood attack strategies. In this chapter, we
extended the detection scope of our features to 12 different attack strategies
(Objective V) that are fabricated on a hybrid testbed known as DDoSTB (Behal
and Kumar, 2016). The detection parameters are improved by applying a set
of supervised machine learning classification algorithms on the designed
feature set (Objective VI). The fabricated access logs are processed for the
feature set values to build multiple data sets, which are then used for training
and testing of 6 classifier models (Objective VII).

(vii) Chapter 8: The thesis work is concluded by summarizing the major research
contributions and observations. Further, we explore the potential directions in
which this research work can be extended in future.

CHAPTER 2 Literature Review

Literature Review

Application layer DDoS attacks are one of the most sophisticated attacks that hold the
capability to effortlessly breach many modern-day security setups. One such application
layer attack form, HTTP-GET flood, transcends over many others in exploiting the
widely-implemented HTTP based web services. This attack form relies on producing
attack traffic similar to that of the legitimate flows. Therefore, it is vital to identify
attacking adversaries (bots) by inspecting at the individual user levels. The prime focus
of our literature review is state-of-the-art HTTP DDoS defense mechanisms.
Application layer DDoS attacks have empowered conventional flooding based DDoS
with more subtle attacking methods that pose an ever-increasing challenge to the
availability of online services. These attacks hold the potential to cause similar
damaging effects as their lower layer counterparts using relatively fewer attacking
assets. A common practice followed among attackers is to target the most dominant
protocol of the application layer i.e. HTTP. HTTP-GET flood DDoS attacks have
allured many attackers due to their resemblance with the legitimate traffic. With the
advent of new and improved attack programs, the identification of such attacks always
seems convoluted. A swift rise in the frequency of these attacks has led to a favorable
shift in the interest among researchers. Over the recent years, a significant research
contribution has been dedicated toward devising new techniques for countering HTTPGET flood DDoS attacks. A survey of such research contributions following a welldefined systematic process is reported in this chapter. The systematic approach for
literature review aids in gaining insights into the current research on the detection of
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these attacks by comprehensively analyzing the selected primary studies (Kitchenham
and Charters, 2007). A total of 63 primary studies (PRs) published before August 2015
were selected from 6 different electronic databases following a careful scrutinizing
process. These PRs are assessed to extract their underlying modeling methods,
experimented web logs and detected attack strategies. Further, the challenges faced by
the researchers while devising detection mechanisms for GET flood attacks are also
summarized to conclude this chapter.

2.1

Systematic Survey

The system of methods followed by systematic literature surveys assists in gaining an
extensive understanding of the problem at hand. Emanated from the field of medicine,
systematic surveying is considered to be a reliable research method (Kitchenham and
Charters, 2007). It provides an effective means to gather and apprehend the literature
pertaining to the problem definition. It is deemed as an efficient method to recognize
any research gaps and identify avenues for future research work.
The specifications proposed by Kitchenham et al. (2002) for conducting systematic
reviews are followed to perform an exhaustive survey of the available literature related
to the detection of HTTP-GET flood DDoS attacks. The foremost step of a systematic
survey is to define research scope based on which the search string is formulated. This
search string is then used to conduct a comprehensive literature search. The validity of
the survey protocol is verified by conducting a pilot study before getting down to the
actual protocol execution. Various steps involved in conducting the systematic survey
are detailed in this chapter. In the following sub-sections, the details of the systematic
survey protocol phases related to search strategy, pilot study, inclusion/exclusion
criteria, reference checking, quality assessment, data extraction and categorization
method are explored.
2.1.1

Search Strategy

A systematic survey is initiated with a search of electronic libraries to collect the
relevant literature. Being a crucial point of the survey process, formulating an effective
search strategy is considered as a critical pre-requisite. In order to the gather relevant
literature, an automatic search was performed in two different phases. Search Phase 1
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comprised an examination of five digital libraries namely ACM Digital Library, IEEE
Xplore, ScienceDirect, Springer and Wiley. Search Phase 2 was assisted by scholarly
search engine Google Scholar. The inclusion of Google Scholar as a source aided in
building a stronger base of primary studies and avoided missing any relevant studies.
The search was restricted to the article title, abstract and meta-data in ACM Digital
Library, IEEE Xplore, ScienceDirect and Wiley. Due to the absence of such
customization options, the execution of the search query on Springer and Google
Scholar yielded 2041 results. Stemming of search keywords was supported by all
electronic databases that helped in finalizing a shorter search query. The generic search
string that was used with little modifications suiting different libraries is:
((application layer OR layer 7) AND (dos OR ddos OR denial of service)) OR
(GET * flood) OR ((HTTP * flood) AND attack)
The results obtained by executing this search query in selected digital libraries were
narrowed down to the relevant fields wherever possible by using ‘filtering’ options.
Figure 2.1 represents the execution flow of the survey process along with the number
of studies resulting at each stage.
2.1.1.1 Pilot Study
A pilot study was performed before conducting the actual process of data collection to
refine the search method. A total of 20 articles were selected for this purpose from a set
of previously known relevant articles stored in our database. These comprised 10 most
cited and 10 most relevant articles (published between the year 2013 and 2015). A pilot
search was then carried out on IEEE Xplore targeting the studies published between the
year 2013 and 2015. The resulting entries were passed through the subsequent stages of
the survey protocol as shown in Figure 2.1. The articles resulting from this process were
then compared with the 20 selected articles. 14 out of all 20 nominated articles (70
percent) were found to be consistent with the pilot search results, which validates our
search string and the survey process.
2.1.1.2 Study Selection Criteria
In the study selection process, inclusion and exclusion criteria were applied to filter out
any insignificant articles. The studies that were either identical to any existing studies
or extended as new and mature studies published elsewhere were excluded from the

Figure 2.1 Flow illustration of the systematic survey process
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Table 2.1 Source-wise distribution of PRs at various survey stages
Source
ACM Digital Library
IEEE Xplore
ScienceDirect
Springer
Wiley
Google Scholar
Reference Checking
Total

Stage 1

Stage 2

Stage 3

Stage 4

Stage 5

Stage 6

249
90
550
1041
33
1000
2963

173
90
537
962
33
763
33
2591

61
60
76
141
5
227
22
592

22
49
17
25
1
106
19
239

12
38
9
11
1
19
8
98

7
21
7
9
1
10
8
63

survey. Only the articles that were published as extended versions of their respective
previous works were selected. The studies with ambiguous exclusion decisions were
retained for analysis in subsequent stages. Search Phase 1 returned 1963 entries. Google
Scholar fetched 1000 entries in Search Phase 2, making it a total of 2963 studies in
Stage 1. In Stage 2, 405 duplicate entries were removed from the list of total entries
obtained from Stage 1. This was followed by the elimination of results based on their
titles (excluded 1988 studies), abstracts (excluded 350 studies) and full texts (excluded
130 studies) respectively in subsequent stages. Finally, a total of 90 studies were
extracted after Stage 5. Table 2.1 shows the count of results obtained from the selected
digital sources at different stages of the search and filtering process. The inclusion and
exclusion criteria used in the selection process are defined below.
The inclusion criteria checklist is as follows:


all studies that provide a novel approach for detection or mitigation of
HTTP-GET flood DDoS attacks.



studies that deal with differentiating a flash event from HTTP-GET flood
DDoS attacks (flash crowd attack).



studies that, along with the detection of any other attacks, have also
considered detecting HTTP floods.



studies that are closely related but vary in one or more important
parameters were included as individual primary studies.

The exclusion criteria checklist is as follows:


studies not in the English language.



works that do not deal with HTTP flood based DDoS attacks.
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works that have been extended and published as a new article elsewhere.



tutorials, editorials, covers, news, interviews, surveys, simulation studies
and summaries of workshops and symposiums.



works not outlining the adequate amount of information.



studies dedicated to lower layer low-rate attacks.

2.1.1.3 Reference Checking
The references of 90 studies obtained from Stage 5 were also examined to avoid
omitting any relevant work. The resulted list of 33 studies was passed back to Stage 3
for relevance assessment based on title and abstract. The studies not complying with
study selection criteria were removed. After the full-text analysis using inclusion and
exclusion criteria, 11 studies were removed. Finally, a total of 8 studies were obtained
through reference checking.
2.1.1.4 Quality Assessment
A quality assessment check was performed in Stage 6 to extract only the high quality
works out of 98 studies passing Stage 5. A set of predefined quality checkpoints were
used to assess the quality of each study. The quality assessment of each study was
conducted by assigning every checkpoint with a score value after carefully analyzing
the relevant credentials of that particular study. The average of these score values was
then calculated. A study that scored higher than 0.5 was included in the final list. 55
studies from the original list and 8 studies from the list obtained through reference
checking qualified for inclusion in the final list of 63 primary studies. 35 other studies
were eliminated in this phase. The quality checklist comprises following checkpoints:


Are the results of practical significance?



Is the approach followed novel?



Does the research paper highlight implementation details?



Is the method used to evaluate the work appropriate?



Is the content adequate to support the research?



Are the results explicitly stated?



Are conclusions drawn appropriately?



Does the work utilize any traffic traces for evaluating the proposed
technique?
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Data Extraction

The required data was extracted after reviewing the complete article text. A predesigned data extraction form was initially filled with the detailed information extracted
from every study. The following sub-sections discuss various aspects of detection
studies based on the extracted data.
2.1.2.1 Detection Approaches
The operational structure of a defense technique can be represented as a generalized
framework illustrated in Figure 2.2. This framework comprises three main modules
namely monitoring, detection and filtering. A user is responsible for continuously
sending requests to the server. The monitoring module deployed on the server regularly
captures the incoming traffic semantics at two levels of abstraction: user level and
traffic-level. The detection module identifies the presence of an attack based on these
monitored attributes. The detection is assisted by various mathematical models that
work on real-time and historical web logs of a server. Subsequent to successful attack
detection, the attack traffic needs to be filtered in order to minimize its impact on the
legitimate users. The filtering module can work at three levels: packet-level, user level
and session-level. The filtering module also regulates the admission control policies of
the incoming traffic.
Machine learning, information theory and statistical models are the three leading
methods that form the basis of the majority of present-day detection techniques. Markov
models and clustering are considered a part of machine learning method. As the
implementation of a significant number of detection techniques considers either Markov
models or clustering, these two qualified as individual categories. Apart from these two
methods, all other machine learning based techniques are classified separately. There
are a number of studies that do not fall under any of the above-defined classes of
methods. Such studies are classified under ‘Others’. Some important approaches
followed by various detection techniques are discussed below.
(i)

Admission Control: Various admission control policies regulate access to the
server. During the initial phase of connection establishment, the server itself
regulates the access or depends on a user action; based on which the final
access is granted. There are two main categories under this approach:

20

2.1 Systematic Survey

Figure 2.2 A generalized defense framework for HTTP-GET flood DDoS attacks



Active Queue Management (AQM): Active monitoring and regulation of
the queue size and its contents are continuously performed. When
required to decrease the load on the server, contents of the queue are
dynamically dropped based on various factors. During an attack, a queue
is expected to witness more attack requests than legitimate requests.



Challenge: The defense technique mandates a user to perform an action
based on which accesses to the resources are granted. This approach
requires the user to react to an event. Such techniques mainly rely on
CAPTCHAs (Completely Automated Public Turing test to tell
Computers and Humans Apart), AYAHs (Are You a Human), etc. Other
techniques may test JavaScript or cookie handling capabilities among
users.

(ii)

Normal Access Behavior: The differences in the access patterns of users and
bots are the key to devise detection techniques following this approach. The
behavior of malicious bots differs from the legitimate users. The detection
techniques cultivate on this difference to identify bots among all users. The
two main types under this approach are score and popularity.

The studies that do not belong to any of these two categories are classified as ‘Others’.
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Score: Every user is assigned a particular quantifiable value, commonly
termed as a score or currency, based on its access behavior. This value
represents the credibility of a user being legitimate. The value assigned
to each user is used by the request scheduler to regulate the incoming
traffic when the server is under attack.



Popularity: At a particular time, there exists a set of web pages that is
popular among the server’s user base. That is, the users are more
interested in visiting these web pages. The legitimate users are supposed
to request the active web pages or objects as compared to bots that
usually deviate from this behavior. These trends of web page accesses
by the users are used for the detection of HTTP-GET flood DDoS
attacks.

Table 2.2 summarizes the classification of primary studies based on the underneath
modeling methods and approaches along with the standard algorithms (if any) that have
been implemented in those studies. A detection technique could fall under more than
one category based on its inherent functionality. The challenge-based techniques have
a valuable practical application but failed to grab the researchers’ focus due to their
inimical nature. However, the majority of modern day real-world web servers can be
seen implementing CAPTCHA based solutions.
Machine learning methods have been used to model user’s behavioral patterns in a
number of primary studies. Depending on the type of website, users have different
access patterns that can be captured using various mathematical models. Markov
models have been employed in a number of studies to capture anomalous access
behaviors. Normal access behavior approach has been used in a majority of primary
studies since it can be applied to domains with distinct user behaviors. The detection
techniques responsible for distinguishing a flash event from an HTTP-GET flood DDoS
attack fall short of identifying individual abnormal users.
2.1.2.2 Web Logs
The traffic traces employed for evaluating a defense technique play a significant role in
establishing performance standards. These standards can then be used by the other
researchers working in the field to compare their proposed techniques with the existing

Table 2.2 Various detection approaches and their respective algorithms

(Yu et al., 2007)
(Xie and Shunzheng, 2005)
(Xie and Yu, 2009a)
(Wang et al., 2010)
(Saleh and Manaf, 2015)
(Dantas et al., 2014)
(Choi et al., 2012)
(Limkar and Jha, 2012)
(Lu and Yu, 2006)
(Xie et al., 2011)

✓
✓
✓

✓

✓
✓
✓

-

✓
✓

✓

✓
✓
✓
✓

✓
✓
✓

✓

✓
✓
✓
✓

✓
✓
✓

✓
✓
✓

✓
✓

Algorithm(s)

K-means Clustering
Hidden semi Markov Model
Hidden semi Markov Model
Relative Entropy
Flexible Advanced Entropy
Euclidean Distance
Probabilistic Hidden Markov Model
Hidden semi Markov Model
Sparse Vector Decomposition and
Rhythm Matching,
L-Kmeans Clustering
Dempster–Shafer Theory
Hierarchical Clustering
-

✓
✓

✓
✓

✓

Others

Statistics

Information
Theory

Other ML
Techniques

Clustering
✓

(Liao et al., 2015)
(Zhang et al., 2012)
(Ye et al., 2012)
(Kandula et al., 2005)
(Ahn et al., 2003)
(Beitollahi and Deconinck,
2013)
(Tang, 2012)

Others

Popularity

Score

AQM

PRs

Challenge

Admission
Control

Modeling Method

Normal
Access
Behavior

Markov models

Approach

Nonparametric CUSUM algorithm
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(Walfish et al., 2006)

✓

(Thapngam et al., 2012a)

✓

✓

✓

✓

✓

✓
✓
✓
✓
✓

✓
✓
✓

✓

✓

(Chwalinski et al., 2013a)

✓

✓

(Chwalinski et al., 2013b)

✓

✓

(Kumar and Selvakumar,
2012)
(Das et al., 2011)

✓

(Chwalinski et al., 2013)

✓

✓
✓
✓

✓

✓
✓

✓

Algorithm(s)

✓

Linear Discriminant Analysis,
Pearson’s Correlation
Coefficient, Shannon’s Entropy
Kullback Leibler Metric, Residue
Factor Metric
-

✓

-

✓

✓

✓

Others

Statistics

Information
Theory

Other ML
Techniques

✓

✓

(Ranjan et al., 2006)
(Yen and Lee, 2005)
(Liu and Chang, 2011)
(Maciá-Fernández et al.,
2010)
(Suen et al., 2010)
(Giralte et al., 2013)
(Xie et al., 2013a)
(Zhou et al., 2014)

Clustering

Others

Popularity

Score

AQM

PRs

Challenge

Admission
Control

Modeling Method

Normal
Access
Behavior

Markov models

Approach

Wavelets Analysis
Hidden semi Markov Model
Entropy-based Clustering, Jensen
Shannon Divergence
Entropy-based Clustering, Bayes
Factor
Adaptive Neuro-Fuzzy Inference
System
Pattern Disagreement
Entropy-based Clustering,
Mahalanobis Distance

Table 2.2 (continued) Various detection approaches and their respective algorithms

✓

✓

✓

(Xu et al., 2014)

✓

✓

(Yu et al., 2012b)
(Thapngam et al., 2012b)

✓
✓

✓
✓

(Stevanovic et al., 2012)

✓

✓

(Liao et al., 2014)

✓

✓

(Yu et al., 2013)
(Wang et al., 2014)
(Kim et al., 2012)

✓

✓

✓

✓
✓

✓

(Yu et al., 2008)

✓

(Di et al., 2013)

✓
✓

(Huang et al., 2014)
(Yu et al., 2010)
(Srivatsa et al., 2008)

Others

✓

✓

(Stevanovic et al., 2013)

Statistics

Information
Theory

Other ML
Techniques

Clustering

✓

(Yatagai et al., 2007)

(Gavrilis et al., 2006)

Others

Popularity

Score

AQM

PRs

Challenge

Admission
Control

Modeling Method

Normal
Access
Behavior

Markov models

Approach

✓
✓
✓

✓
✓

✓
✓
✓

Algorithm(s)

Self-Organizing Maps, Modified
ART-2
Random walk model, Jacobi
coefficient
Flow Correlation Coefficient
Pearson’s Correlation Coefficient
C4.5, RIPPER, KNN, Bayesian,
Bayesian Network, State
Vector Machine, Neural Networks
Naive Bayes, RBF network, C4.5.
10-fold
Fine Correntropy
Reversible EWMA
Hashing and collisions
Relative Entropy, Kullback-Leibler
Distance
Principal Component Analysis
K-means Clustering, Hidden semi
Markov Model
-
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(Oikonomou and Mirkovic,
2009)

✓

✓

✓

(Ni et al., 2013)

-

✓

Naive Bayes, K-Nearest Neighbor

✓

✓

✓

✓

Enhanced SVM with String Kernels
Adaptive Autoregressive, Kalman
Filter, Support Vector
Machine
Hidden semi Markov Model
K-means Clustering
Markov Games
Support Vector Machine
-

✓

✓

✓

✓

✓
✓

✓
✓
✓

✓

✓

Hidden semi Markov Model,
Principal Component
Analysis, Independent Component
Analysis
Data Streams with Concept Drift

✓

✓

-

✓

✓

Algorithm(s)

✓

✓

✓

(Abliz and Znati, 2012)
(Stevanovic and Vlajic,
2014)
(Du and Nakao, 2010)
(Umarani and Sharmila,
2014)
(Ramamoorthi et al., 2011)

Others

Statistics

Information
Theory

Other ML
Techniques

Clustering

✓

(Xie and Yu, 2009b)

(Xie et al., 2013b)
(Djalaliev et al., 2008)
(Lee et al., 2011)
(Emami-Taba et al., 2015)
(Choi et al., 2011)
(Doron and Wool, 2011)
(Stavrou et al., 2005)

Others

Popularity

Score

AQM

PRs

Challenge

Admission
Control

Modeling Method

Normal
Access
Behavior

Markov models

Approach

✓
✓
✓
✓
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techniques in the literature. A large collection of publicly available web logs is
commonly used as traffic sources in the evaluation process of various detection
techniques. These web logs can further be amalgamated with traffic traces generated by
different tools to design multiple validation scenarios. The web logs that have been used
in the selected primary studies can be classified into three main categories namely
academic, commercial and benchmark.
(i)

Benchmark: The web logs that are freely available online for a collective use
are referred to as benchmark web logs. The researchers from around the world
can easily download these web logs to evaluate and compare their proposed
techniques. Due to the lack of real-world HTTP-GET flood DDoS attack traffic
traces, the benchmark web logs used as a source of background traffic are
generally mixed with the traffic generated using various traffic generator
software tools in order to evaluate a detection approach.

(ii)

Academic: These web logs include web access logs of university, institution
and department level websites. Such web logs cannot be directly downloaded
as they are not publicly available on the Internet. A number of studies (Lu and
Yu, 2006; Stevanovic et al., 2013, 2012; Wang et al., 2014; Wang et al., 2010;
Xie and Yu, 2009a; Xie et al., 2013b) have utilized academic web logs. The
traffic traces that are completely synthesized using various traffic generating
tools, are not classified under this category.

(iii)

Commercial: The web logs of various third-party commercial websites are
considered as commercial web logs. These web logs also include web logs that
are obtained by academicians and researchers from various Internet Service
Providers (ISPs). Such web logs are not freely available for individual use. The
traffic traces used in the studies (Choi et al., 2012; Chwalinski et al., 2013;
Giralte et al., 2013; Xie et al., 2013a; Zhou et al., 2014) can be regarded as
commercial web logs.

Table 2.3 enlists benchmark web logs along with the primary studies that have utilized
those web logs. Here, only the benchmark web logs are listed, as academic and
commercial web logs are not publicly available. There were 28 studies with missing or
insufficient information about the used web logs. Out of the remaining, 17 studies used
benchmark web logs as traffic sources for evaluating their work. FIFA World Cup and
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Table 2.3 Benchmark web logs explored in PRs
Web Logs

#PRs

CAIDA conficker
CAIDA DDoS

1
1

Clarknet

6

EPA WWW server

1

FIFA World Cup

8

LBNL trace archive
MSNBC.com

2
1

Mstream

3

NASA web server

4

UCI KDD cup
UNINA traffic traces
USC ISI web server

2
1
1

Related Literature
(Kumar and Selvakumar, 2012)
(Kumar and Selvakumar, 2012)
(Beitollahi and Deconinck, 2013; Chwalinski et al.,
2013a, 2013b; Liao et al., 2015, 2014; Suen et al.,
2010)
(Ye et al., 2012)
(Huang et al., 2014; Oikonomou and Mirkovic,
2009; Thapngam et al., 2012a, 2012b; Umarani and
Sharmila, 2014; Xie and Shunzheng, 2005; Xie and
Yu, 2009b; Yu et al., 2012b)
(Das et al., 2011; Oikonomou and Mirkovic, 2009)
(Chwalinski et al., 2013)
(Thapngam et al., 2012a, 2012b; Yu et al., 2012b)
(Chwalinski et al., 2013a, 2013b; Oikonomou and
Mirkovic, 2009; Suen et al., 2010)
(Kumar and Selvakumar, 2012; Das et al., 2011)
(Kumar and Selvakumar, 2012)
(Oikonomou and Mirkovic, 2009)

Clarknet (“Traces In The Internet Traffic Archive,” 2008) have been used in the
majority of studies. The distribution of primary studies against the above-mentioned
web log categories is shown in Figure 2.3. The study by Choi et al. (2012) is accounted
for both academic and commercial categories as it utilized web logs pertaining to both
these categories.

2.2

Literature Summary

This section outlines the previous research work reported in the area of GET flood
DDoS attack detection and mitigation in chronological order.
Jung et al. (2002) offered an enhancement to Content Distribution Networks (CDNs)
with a view to distinguish a DDoS attack from a flash event. The authors identified two
key properties associated with a flash event: (i) there is an increase in number of clients
in flash event as compared to DDoS attack where the traffic is generated from a small
set of IP clusters; (ii) largely the old set of IP clusters are responsible for traffic
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Commercial
#PR = 9

No Web log
#PR = 28

Benchmark
#PR = 17

Academic
#PR = 10

Figure 2.3 Categories of web logs used in selected PRs

generation in the case of flash events whereas new IP clusters are formed during DDoS
attacks. However, these properties do not necessarily always differentiate an attack and
flash event.
Ahn et al. (2003) and Kandula et al. (2005) proposed graphical puzzle based bots
detection schemes in the year 2003 and 2005 respectively. The clients have to solve
CAPTCHA before allowing any resource access. These types of defense schemes are
considered to be annoying for a regular user. Further, the presence of web proxies poses
a major challenge to these schemes. Yen and Lee (2005) proposed a statistical based
approach in which the server maintains the user’s recent request history. The proposed
system is divided into three phases. Initially, a user is considered as suspicious based
on the frequency of repetitions in its request pattern. Then, the requested objects are
identified based on which the attackers are distinguished from the legitimate users. The
system assumes that the attacker is more likely to repeat its request pattern which does
not hold much with new stealthy bots being designed nowadays.
Ranjan et al. (2006) proposed a counter mechanism based on the deviations of a user
session characteristics from the legitimate behavior. A suspicion value is assigned to
each user session proportional to the deviation in terms of session arrival, request arrival
and workload characteristics. The scheduler then decides how to serve users based on
their suspicion measures. As attacker can easily mimic the underlying statistical
behavior, the proposed system can easily be evaded.
Yatagai et al. (2007) implemented an application-layer DDoS attack detection scheme
based on the user’s web page request sequence. IP addresses of users are identified
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which exhibit similar browsing patterns. Another parameter considered by the detection
scheme is the viewing time of each page that is expected to correlate with the
information present on a web page. However, the proposed detection parameters are not
enough to characterize the normal user behavior as a bot can easily mimic these
behaviors. Yu et al. (2007) proposed a mechanism that integrates detection and
encouragement scheme into a Defense and Offense Wall (DOW) model. The detection
module relies on mean request workload and mean request interval to detect the
application-layer DDoS attacks. The detection system is based on K-means clustering
algorithm to detect anomalous connections that are dropped by the server after
characterization. The encouragement system requests the users to increase their session
rate which increases the probability of their requests being served by the web server.
The defense mechanism proposed is too resource consuming which limits its
applicability.
Srivatsa et al. (2008) integrated admission and congestion control mechanisms to
defend against application-layer DDoS attack. They used JavaScript on the user’s
browser to embed a 16-bit value known as an authenticator in the port number field of
TCP header. Based on this value, the attack packets are filtered at the network layer of
the victim. Different users are given different bandwidths in terms of the priority level
assigned based on their request rates. The challenging server deployed to authenticate
the requests can become the attack victim itself.
Xie et al. (2009a) proposed an approach to model the sequence order of legitimate page
requests and characterize the legitimate and suspicious browsing behavior based on
Hidden semi-Markov Model (HsMM). The deviation of entropy from the defined
threshold limits identifies the presence of bots. The authors assumed that the bots do
not follow the hyperlinks present on a web page, instead they use URLs to access new
web pages. This assumption may not hold in the case of stealthy bots as they can easily
follow hyperlinks. Moreover, the proposed algorithm demands a substantial amount of
computational resources for real time attack detection. Oikonomou et al. (2009)
proposed a method to characterize user’s legitimate behavior based on request dynamics
like request inter-arrival time, etc. and content access priority like request sequence, etc.
The deviation of current user session from predefined legitimate behavior characterizes
it as an attack. The authors also used various human deception techniques like invisible
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forms, tiny hotspots, invisible text, layering and invisible images to identify possible
bots. However, the presence of web proxies and caches limit the use of request
dynamics employed by the proposed scheme for efficient traffic characterization. Yu et
al. (2010) proposed a trust based system to prioritize the requests received by the server.
Depending on the user’s connection history, four different trust values are assigned to
the user; long-term trust, short-term trust, misusing trust and negative trust. These
values collectively known as a license are stored on the client side in the form of
cookies. The trust based scheduler then decides to accept or reject the connection based
on the license provided by the user.
Wen et al. (2010) proposed an architectural extension to distinguish surge from
recursive and repeated application-layer DDoS attacks based on the entropy of
incoming source and target web pages. The system initially looks for an anomaly based
on the normal behavior modeled using static autoregressive model and Kalman filter.
To reduce the computational overhead, the attack characterization module is triggered
only in case of an anomaly identified by the front end sensor. However, this makes the
system susceptible to slowly increasing DDoS attacks. Du et al. (2010) proposed a
credit based attack detection system called OverCourt. Every user is assigned a credit
value based on the amount of packets exchanged with the server. The system punishes
the users that deviate from normal behavior by lowering their credit points and dropping
connections while giving precedence to well-behaving users by allowing them to
migrate to protected channel. This scheme, however, requires maintaining a per-flow
state of its users which might cause an overhead on the server itself. Xuan et al. (2010)
proposed a statistical detection approach based on group testing. A group of users is
tested as a whole for its abnormality. The average response time of the requests is used
to evaluate the group test result which is either positive or negative. This decides the
probability of the presence of suspicious elements in a group. However, a group testing
based scheme will also punish legitimate users present in a suspected group.
Das et al. (2011) identified different application-layer DDoS attacks using three
different detection modules. The value of HTTP request arrival rate calculated in a
given HTTP window signals one among the possible scenarios: random flooding, shrew
flooding and flash event. The detection rate is influenced by the presence of web proxies
and caches. Additionally, a stealthy attacker can easily defy the proposed detection
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logic. Ankali et al. (2011) proposed two attack detection mechanisms for HTTP and
FTP based on HsMM. They extracted various features like request rate, page viewing
time and requested sequence to model legitimate behavior. The complete system is
divided into three modules: login, anomaly detection and prevention. Initially, a user is
provided access to the resources only if it has valid username and password. The second
module identifies behavioral anomaly if any in a user session. Finally, the attack is
prevented by blocking the service to suspected users. Choi et al. (2011) proposed a
detection mechanism that used support vector machine to classify normal and attack
traffic. The detection is based on the traffic characteristics collected during a specified
monitoring period. This monitoring period is divided into a number of time slots during
which only a single HTTP-GET request is allowed to be served. The normal and attack
profiles are modeled using parameters extracted from each time slot in a single
monitoring period.
Yu et al. (2012b) assumed the network traffic to possess a strong similarity/correlation.
The authors give the theoretical proof of the discrimination algorithm used to identify
similarities amongst suspicious flows. The flow correlation coefficient was used to
differentiate a flash event from application-layer DDoS attacks. However, this system
overloads the server by introducing complex computational effort which bounds its
implementation in real time scenarios. Ye et al. (2012) proposed a time and sequence
independent hierarchical clustering based detection scheme to differentiate a legitimate
and suspicious browsing behavior. They used four different user session features: object
size, request rate, object popularity and transition probability. Despite that, the detection
scheme fails to identify attack traces in case of flash events.
Sivabalan et al. (2013) proposed a detection system in which the server load level is
divided into three parts using two threshold values: low load threshold and high load
threshold. CAPTCHAs (Completely Automated Public Turing test to tell Computers
and Humans Apart) and AYAHs (Are You A Human) are occasionally generated during
a session to create user signatures before and during a session. The signature and server
load level decide one of the following action to be taken against suspected users; no
blocking and delay, delay suspicious clients or block suspicious clients. An occasional
use of AHAY will delay attack detection and its frequent use will discomfort the client.
Ni et al. (2013) proposed a detection mechanism based on the entropy of HTTP-GET
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requests per source IP. It utilized the fact that the source IP clusters are more distributed
in case of flash event as compared to DDoS attacks. It can differentiate flash event from
the possible application-layer DDoS attacks. Kalman filter is used to model various time
dependent parameters associated with adaptive autoregressive model. The HTTP-GET
requests are classified using SVM (Support Vector Machine) trained by AAR (Adaptive
Auto Regressive) parameters. The adaptive behavior of the system allows the detection
mechanism to work even in case of varying traffic conditions.
Wang et al. (2013) extended their previous work (Wang et al., 2011) to support the
modeling of legitimate behavior even from noisy data sets i.e., web traces mixed with
traffic from web bots. The authors used density based clustering to identify web crawler
traces in the training data set. Anomaly based detection system proposed in this work
characterizes the normal user browsing behavior in terms of session length and varying
web page popularity. Giralte et al. (2013) represented the legitimate user behavior in
terms of layer 4 and layer 7 parameters like number of GET requests, GETs mean, mean
of flows per user, standard deviation of flows per user, etc. A three stage model was
designed to detect a variety of application-layer DDoS attacks wherein each stage was
able to capture some of the attacks. The proposed scheme can distinguish legitimate
web bots and attacking web bots based on their access path patterns.
Xie et al. (2013a) proposed a HsMM based detection scheme for the attacks being
redirected to the victim server by the use of web proxies that directly connect to the
server. The authors identified the dominant/visible (arrival rate, temporal locality,
packet size) and recessive/invisible (type, motivation, formation) features of proxy-toserver aggregated traffic. The traffic directed toward the server is compared against this
model to determine the judgment index that will be used for service acceptance or
rejection decisions. Xie et al. (2013b) proposed a scheme that primarily detects web
proxy based DDoS attacks using Hidden semi Markov Model. The authors captured
temporal and spatial localities to model web proxies’ access behavior using the server
logs. The scheme offers traffic intensity and web content-independent defense approach
against proxy based attacks. However, with the increase in the number of users, the
model is likely to give expensive results.
Chwanlinski proposed two detection methods (Chwalinski et al., 2013a, 2013b) using
entropy-based clustering. The former distinguishes the normal and attack behavior
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using Bayes factor whereas the latter uses likelihood analysis. Both the works extracted
attributes related to the popularity of web pages to model normal legitimate behavior.
The proposed detection mechanism is expected to fail in identifying the applicationlayer DDoS attack during a flash event.
The popularity of a large website varies with time as contents are regularly updated.
Wang et al. (2014) proposed a dynamic popularity based DDoS detection scheme based
on their previous work (Wang et al., 2011). Large deviation principle characterizes the
difference in expected and actual popularities of web pages. The proposed system
efficiently detects random and perfect knowledge DDoS attacks but is inadequate in
defending single and multi DDoS URL attacks. Zhou et al. (2014) extended their
previous work (Wen et al., 2010) to sustain under heavy backbone traffic conditions.
To implement live detection, they used a real time frequency vector based on target’s
resource requests. Attack detection module is only triggered in case of an anomaly
detected by the front end sensor which reduces the probability of frequent computations.
Mess extent or entropy differentiates flash event from various possible application-layer
DDoS attacks. Xu et al. (2014) proposed a scheme to detect asymmetric applicationlayer DDoS attacks. They captured user browsing sequence patterns based on extended
random walk model. The proposed scheme predicts the possible future request sequence
for a user based on the legitimate request sequence model. The scheme is able to identify
individual attacker based on its deviation from the expected behavior. However, its
restrained ability in detecting attacks based on high workload requests only makes it
vulnerable to other type of application-layer DDoS attacks.
Liao et al. (2015) proposed machine learning-based detection technique that used sparse
vector decomposition to classify the presence of any attack bots. The similarity among
access patterns of bots is measured using the request frequency sequence features.
Subsequently, the rhythm-matching algorithm is applied to identify similar patterns.
New and stealthy bots can manage to evade such similarity-based detection techniques.
Yadav and Selvakumar (2015) proposed a logistic regression-based detection technique
to classify legitimate and anomalous users. A total number of 17 different traffic
features (nine constructed features and eight extracted features) are utilized to construct
a model that is used in the detection process. This technique detects three types of GET
flood attacks: request flooding, session flooding and asymmetric flooding. Xiao et al.
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(2015) proposed a detection technique based on the property that the flows generated
by bots are likely to be correlated with each other. K-nearest neighbor algorithm is used
to identify flows that may have occurred from same software or bots. Depending on this
similarity among flows, the spurious access patterns were identified. Relying only on
the similarity of flows does not always guarantee optimum detection rate.
Sree et al. (2016) proposed to detect GET flood attacks by hierarchical processing of
web logs and using Dempster-Shafer theory of evidence to identify spurious users. The
proposed system induced minimal processing time for profile construction from web
logs to provide high accuracy and low false alarms. Only a few number of GET flood
attack strategies are evaluated for detection by this system. Miu et al. (2016) employed
the browsing behavior to identify anomalous users. They monitored the sequence of
web page accesses by the users. Based on the expected transition probability between
the web pages, the browsing behavior of every user is quantified. The log likelihood of
a session is taken as an attribute to differentiate bots and legitimate users. Sophisticated
bots can easily circumvent such a detection technique.
Zhang et al. (2016) proposed a challenge-based defense system known as SENTRY.
Their system moderates the user requests before forwarding it to the server. This
significantly reduces the load on the server. Being a challenge-response based approach,
the effective turnaround times of the user requests will be more than the normal.
Moreover, deployment of such a technique in a high workload environment with large
number of users can be challenging. Yadav et al. (2016) used AutoEncoder, a deep
learning neural network model, to extract prominent traffic features from the attack data
sets. A logistic regression classifier is then applied to the extracted features to detect
various GET flood attacks. This work does not highlight any details about the
fabrication of attacks data sets. Moreover, only a few number of GET flood attack
strategies are taken into consideration.
Jazi et al. (2017) made use of both network and application layer metrics to detect
application layer DDoS attacks. Non-parametric CUSUM algorithm is used to detect
changes in the proportions of the network packets without payloads and packets
carrying the HTTP service requests. They further studied the impact of various sampling
techniques on the detection performance of the system. Although low rate attacks like
slow send, slow read, etc. can be detected but low-rate high-workload intensive i.e.
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asymmetric GET flood attacks might evade their detection mechanism.

2.3

Limitations and Challenges

The growing interest in the field of detection of HTTP-GET flood DDoS attacks is
seeing many vital issues and challenges emerging from the recent research. In this
section, we discuss various challenges, either partially addressed or pending, faced
when working toward countering HTTP-GET flood DDoS attacks.
(i)

Mimicking Bots: A large portion of literature makes use of different
mathematical models to filter out anomalous users, particularly bots. Such
detection techniques rely on training these models with the legitimate user
behavior. The users that deviate from the standard range of modeled
parameters are usually classified as bots. In a study performed by Yu et al.
(2013), it has been observed that bots can even mimic behavioral patterns of
legitimate users to the extent that may defy the underlying logic behind the
detection of such attacks, thus making most of the present-day solutions look
futile.

(ii)

NATs and Web Proxies: The detection complications aggravate with users
sharing the same set of IP addresses from behind the NAT (Network Address
Translation) or proxy servers. Capturing request semantics in the presence of
proxies, caches and NATs may induce deceptive results. An attacker may
skillfully deploy its bots behind proxies and NATs, such that the actual request
semantics of individual users become difficult to record, which in turn impedes
the overall detection performance. Whitelisting and blacklisting IP addresses
in such cases also become infeasible.

(iii)

Unavailability of Attack Traffic Traces: Many studies have exercised their
proposed techniques on a decade old benchmark web logs. These web logs are
not only used as a source of background traffic but also for training
mathematical models. However, these web logs contain browsing semantics
that do not necessarily reflect the behaviors of present-day users. Most of the
researchers have used their university/organization web logs instead of
benchmark web logs to evaluate their proposed techniques. As these web logs
are collected from different sites, the semantics of browsing behaviors vary
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drastically. Comparing performances of detection techniques based on these
web logs hence become meaningless.

(iv)

Lack of Standards defining Attack Strategies: In the absence of any benchmark
web logs containing traces of traffic defining real-world application layer
DDoS attacks, researchers employ various software tools to fabricate attack
traffic. The traffic semantics pertaining to different attack strategies generated
from these tools vary across primary studies due to the lack of standards
governing the parameters used.

(v)

State Monitoring Overheads: Some detection approaches introduce exorbitant
complexities with an increase in website strength (in terms of either number of
web pages or active users). It sometimes becomes infeasible for such detection
techniques to work under real-time conditions. Moreover, tracking each user’s
request semantics could result in inflated detection complexity or reduced
scalability. The detection techniques that require tracking user characteristics,
like type of request, access sequence, etc., suffer from state monitoring
overhead as maintaining such parameters for popular websites with a large
number of active users is quite difficult.

(vi)

Sophisticated Bots: Bots nowadays are evolving with multiple capabilities.
Attackers are constantly reforming the bot designs to support various features
that previously only legitimate browsers used to exhibit. Bots are becoming
more and more competent against traditional detection mechanisms. The
abilities like handling cookies, working with JavaScript codes, etc. are some
of the prime bot features these days. The bots that are able to process
hyperlinks on a web page can also mimic the request sequences of the
legitimate users. Identifying the presence of such bots is a cumbersome task.

(vii) Enraging Graphical Puzzles: One of the widely adopted detection solutions
against HTTP-GET flood DDoS attacks is to challenge the user with one or
more forms of visual puzzles. These puzzles, may it be CAPTCHAs or
AYAHs, are still extensively implemented and considered as the most effective
methods to identify bots from a pool of a large number of users. Though simple
and easy to implement, the legitimate users may get annoyed when required to
solve such puzzles repeatedly. Instead, an equally effective detection solution,
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which works without expressing the underlying operations would be more
acceptable to both users and service providers.
(viii) Impracticable Offenses: There are approaches found in the literature that
follow offensive mechanisms to protect legitimate users from being influenced
by HTTP-GET flood DDoS attacks. The underlying assumption is that during
an attack, bots would be utilizing their full bandwidth whereas the legitimate
users are expected to be left with some free bandwidth as they are
communicating at much lower rates. The major downfalls of such mechanisms
are that, firstly such assumption does not necessarily hold; and secondly,
instead of scaling down the load on the server, insignificant traffic is generated
during the process that may result in overloading the whole network.
(ix)

Complex Attack Procedures: A detection technique should be well-equipped
with routines that are capable of dealing with tricky maneuvers employed by
the attackers. Handling such cases requires extensive knowledge of various
tactics that an attacker may employ to instigate an attack. The detection
proficiency of a technique lies in successfully detecting such attack strategies.

(x)

Static and Small-scale Websites: Popularity is a widely used phenomenon
relying on the fact that at any particular moment there is always a set of web
pages that dominates the overall website traffic. Legitimate users are more
likely to access these web pages in comparison to bots that may randomly
access any web pages. However, this applies to websites whose content
popularity changes rapidly over time. Other websites (mainly static) that do
not belong to such a group become vulnerable if an attacker gets hold of current
popular web pages.

(xi)

Characterizing Legitimate Bots: Online search engines employ a huge set of
machines to access various attributes of a website using web crawlers (also
known as legitimate bots). The indexing systems then process the crawled web
pages to determine their respective ranks. It is critical for an application layer
defense mechanism to distinguish legitimate bots from spurious bots to avoid
any malfunctioning related to indexing and ranking of the websites.

Although the limitations and challenges discussed above could serve as the areas for
future research work, there are some points generalized from the primary studies that
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are worth mentioning. The first one being the assumption ‘sufficient number condition’
which states that the number of active or live bots are considerably less than the number
of legitimate users connected to a server (Yu et al., 2013). In all the PRs, it was observed
that the detection techniques are evaluated using fewer bots in contrast to the legitimate
users, making this assumption implied directly or indirectly. However, in times to come,
it might get workable for an attacker to convene a large army of live bots (more than
tens of thousands), also known as super-botnet (Bhandari et al., 2016), against which
the detection techniques that are entirely reliant on this assumption will collapse. This
can be attributed to the fact that the bots, which were initially enforced to flood a victim
with a large number of requests, are now allowed to continue at a similar pace as of a
legitimate user. As a large portion of literature has exploited the frequency-based
detection attributes, the presence of super-botnet will definitely challenge the
effectiveness of these techniques. Also, small-scale web servers are vulnerable even in
the absence of a super-botnet since it is possible for an attacker to accumulate few
thousands of live bots in the present time.
Another tempting option on the subject of detection is to identify what an individual
user accesses. As discussed earlier, the access pattern of a legitimate user is inclined
toward hot pages i.e., the currently popular web pages. This concept has gained major
attention of the researchers in the recent past. There has been a significant research
effort made to represent such information in the form of various composite detection
attributes. The upcoming research should now focus on reducing the complexity of
capturing such composite attributes for each user since a web server can have an
ongoing communication with thousands of legitimate clients.
Another key issue arises when the present-day solutions have to deal with users of a
campus or an organization networks. As discussed earlier, these users share a common
pool of IP addresses. The only mode of discrimination among users behind NAT is the
access to the configurations of their systems and software. As the bots can be instructed
to send requests with varying user agents and system configurations, it becomes very
challenging for the server to efficiently identify them among all other users. Moreover,
the detection mechanism deployed at the server end is likely to treat all users similarly
which may lead to possible blacklisting of legitimate machines in that network. Yu et
al. (2010) attempt to circumvent these issues by proposing a framework to work under
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such scenarios. However, it too suffers from a few limitations. A potential workaround
is to extend the works dealing with web proxy attacks (Xie et al. 2013a, 2013b) to
operate in the situations discussed above.
The investigation of primary studies indicates that considerable research efforts are
being made in profiling the user behavior as it is important to reach out to the individual
user level to distinguish legitimate from anomalous traffic. The web logs employed for
this task lack traces of real-world HTTP-GET flood DDoS attacks leaving the
researchers with no option but to use the fabricated workloads for the evaluation of their
respective detection techniques. A possible solution is that the researchers can
publically share the web logs used in their respective studies. The privacy risk arising,
as a result, can effectively be purged by the prior anonymization of web logs. This
practice will make it viable for the researchers to establish coherent performance
standardization across prospective defense techniques.

2.4

Summary

This chapter provides a comprehensive view on different aspects of the literature
available on the detection works against HTTP-GET flood DDoS attacks. As conclusive
from the limitations and challenges discussed above, there are a number of possible
future research avenues in this field. The rising attack complexity is pushing the
researchers to dig deeper into the behavioral aspects of legitimate users in order to
extricate unique features for the possible distinction between legitimate and attack
users. The work in this thesis is motivated by the fact that the state-of-the-art literature
focuses on the detection of only a few attack strategies from a large set of different GET
flood attack strategies. As a result, this research work aims to provide a defensive
solution capable of detecting a higher number of GET flood attack strategies with low
complexity and high accuracy.

CHAPTER 3Application Layer HTTP-GET Flood Attacks

Application Layer HTTP-GET Flood Attacks

The Internet is highly dominated by the presence of the World Wide Web (WWW)
(Albert et al., 1999), a system of interlinked documents known as web pages, which
allows a user to access a diverse assortment of online information and services. WWW
uses HTTP as its underlying protocol that manages the logic behind the transmission of
web pages from one system to another. Almost every high-end commercial or noncommercial organization owns a website to provide the customer with the uninterrupted
availability of a variety of services. The total number of websites active globally will
soon cross one billion mark (Bauer, 2014). Considering the expanding base of online
services, the attacks targeting these services are also envisaged to rise.

3.1

Application Layer and Lower Layer DDoS Attacks

Among all application layer protocols, HTTP is the most targeted protocol due to its
wide-range integration with online services (“Worldwide Infrastructure Security Report
No. XII,” 2017). Moreover, attackers are conscious that any security equipment does
not block HTTP traffic by default. Since HTTP-GET flood attack is one of the most
common types of application layer DDoS attacks, the term ‘application layer DDoS
attacks’ is often interchangeably used as a reference for HTTP-GET flood attacks in
literature (Lee et al., 2011; Ranjan et al., 2006; Srivatsa et al., 2008; Xie and Yu, 2009a;
Yu et al., 2008; Zhou et al., 2014). Lower layer flooding attacks do not require the
attackers to have any special skills as compared to the more demanding application
layer attacks, which require an attacker to be highly proficient in targeting specific
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vulnerable areas. HTTP-GET flood DDoS attacks differ from lower layer flooding
attacks in the following ways:
(i)

Valid TCP connection: The bots themselves complete a successful TCP 3-way
handshake before actually launching an HTTP-GET flood attack. The bots
continuously exchange data over these connections with the server.

(ii)

Legitimate IP address: Because the attackers use legitimate IP addresses, the
anomaly detection schemes based on identifying spoofed IP addresses are not
entirely successful. Even blacklisting of IP addresses proves to be an
unproductive solution.

(iii)

Mimicking humans: The bots tend to mimic the access behaviors of the
legitimate users, due to which it becomes infeasible to filter the attack traffic
without proactively apprehending the source as a human or a bot.

(iv)

Evade lower layer detection: Lower layers of the network stack do not witness
any significant anomalies when under an application level attack. As a result,
many lower layer detection mechanisms are not able to extract enough
information necessary to identify the presence of application layer attacks.

A contemporaneous struggle over the years between security vendors and attackers has
led to smarter protection mechanisms and increasingly more complex attack routines.
Figure 3.1 illustrates in what manner the HTTP-GET flood attack traffic passes through
lower layer security equipment. The access zone consists of various network and
transport layer equipment such as a router, firewall, Intrusion Prevention System (IPS),
etc., whereas the application zone contains resources like web and database servers. The
traffic to the internal network is initially routed to a firewall, IPS or other security

Figure 3.1 A server receiving network and application layer attack traffic
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equipment. The requested resources are delivered to the user if present in web cache,
otherwise the load balancer forwards the request to the web server. The legitimate traffic
is inspected and allowed to pass through the network, whereas lower layer attack traffic
is blocked at the access zone. Due to the legitimate procedure used for communication,
HTTP-GET flood attack traffic is able to breach security premises protected using
network and transport layer defense mechanisms. To secure the application services on
the Internet from such attacks, the security firms provide Web Application Firewalls
(WAFs) whose absence enables the HTTP-GET flood attack traffic to reach the target
server effortlessly. WAFs can be either installed as supplementary plugins on the
existing server or deployed as standalone appliances to exclusively scrutinize the
application level communications between the server and clients. A number of security
procedures are implemented on WAF in order to defend a web server from various
application layer attacks.

3.2

Susceptible Server Architecture

A web server is a class of systems employed to process and deliver the web pages over
HTTP to the clients against the received requests. The web server is responsible for
delivering continuous services to their clients. Apache, NGINX and IIS are some of the
most popular servers in the market (“Web Server Survey | Netcraft,” 2016). Over the
years, a number of different web servers have been developed with vast architectural
variations.
Irrespective of these variations, the typical web server architecture consists of a set of
two queues: socket queue and request queue. The socket queue holds all the incoming
TCP connection requests. When the server reaches its maximum simultaneous
connections limit, the requests get lined up in the socket queue until servers’
availability. Lower layer DDoS attack like SYN flood overwhelms the socket queue by
sending SYN requests to the server at a very high rate. The incoming requests may it be
spurious or legitimate get dropped once the socket queue becomes full. This causes a
denial of service to future requests being directed toward the server. The allocated
thread is then responsible for further handling and processing the incoming requests
from that connection. After successfully establishing a TCP connection, the client
requests are added to the request queue of the server from where the corresponding
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Figure 3.2 GET flood attack against a typical web server architecture

thread executes the requests. The high rate requests generated by the attacker rapidly
fills the request queue that results in the blocking of subsequent incoming requests. This
thwarts the communication between legitimate clients and the server, thus causing a
denial of service. The inherent operational design of a server makes it vulnerable to the
GET flood attacks. A typical web server architecture is illustrated in Figure 3.2. A client
initiates a connection process by sending a request to the server. The socket queue holds
all the connection requests until the dedicated threads are allocated to handle those
requests. A client sends service requests (GET requests) to the server only after a TCP
connection is established. All these service requests are accumulated in the request
queue where the scheduler subsequently processes and responds to individual requests.
Just as any other legitimate user, a bot also initially establishes an authentic connection
for communicating with the server. It then sends a large number of HTTP-GET requests
to the server and awaits responses much like a legitimate user. During an HTTP-GET
flood attack, the requests from bots quickly get accumulated in the request queue, which
leads to dropping of subsequent incoming requests sent by the legitimate clients. A key
challenge for the server here is to classify the originators of these requests as bots or
humans. To exacerbate the situation, bots even try to mimic a legitimate user’s access
behavior that, if successful, defies the logic behind various modern-day attack detection
techniques. The server keeps processing and responding to the requests received from
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bots as it considers them legitimate. The attacker keeps the web server engaged in
continuous processing by generating requests at an above normal rate; thereby
degrading the overall service quality delivered to the legitimate users.

3.3

Characteristics of Humans and Bots

The attack requests sent to a server are generated using various compromised machines
whose respective owners may be unaware that their machines are being exploited (as a
bot) for orchestrating an attack. Therefore, it becomes vital for the receiving end to
arbitrate the incoming traffic and suppress requests belonging to such malicious
machines. The foremost challenge in handling HTTP-GET flood DDoS attacks is
indeed restricting bots from accessing the web server by all possible means.
The bots can be grouped into good or bad bots based on their integral characteristics
(see Figure 3.3). The former are the software programs such as search engine crawlers,
scrapers, etc. that do not intend to harm or disrupt the functionalities of web services.
The latter on the other hand are responsible for carrying out malicious activities or
attacks. Surprisingly, the bots contribute a higher percentage of total traffic received by
a website as compared to the traffic received from humans (Zeifman, 2014). The
detection mechanisms distinguish between the legitimate users and bad (attacking) bots
by means of traits associated with them. Some actions or features usually related to the
legitimate users are as follows:


navigate to a web page through search engines.



generate legible mouse click and scroll events on web pages.



likely to request for popular web pages.



rely on legitimate web browsers to connect to the server.



exhibit widely dispersed geographical distribution.

Some of the few properties related to the attacking bots are as follows:


infected by the presence of malware.



provide false identity by faking user-agent strings.



almost similar access patterns among all attacking bots.



have a tendency to re-iterate their access patterns.



concentrated geographical distribution at various locations.
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Figure 3.3 Some characteristics of legitimate users and attack bots

Various techniques such as JavaScript test, cookie test, etc. which were initially
considered effective in handling HTTP-GET flood DDoS attacks, now seem ineffective
due to the emergence of more superior bots. A modern bot is well capable of handling
and working with such technologies that were previously supported by only web
browsers. Attackers even pervert real browsers on a vulnerable machine and force it to
send requests to the server. This allows the attacker to deceive detection setups into
believing the request originator bot as a legitimate human visitor.
The attacker makes bots generate legitimate appearing communication traffic that
introduces detection complexities especially when trying to tackle application layer
attacks from lower layers. A careful examination of individual user behavior is required
to identify the presence of such bots. This makes revealing HTTP-GET flood DDoS
attack traces from an aggregate traffic stream a strenuous task. Researchers have been
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continuously exploring bot behaviors in order to enable the apprehension of human
features that cannot be easily mimicked.

3.4

GET Flood Attack Strategies

In an attempt to evade attack detection, the attacker attempts to closely mimic the
behavior of human users. The attacker varies its attacking strategies based on rate,
access pattern, etc. to launch an HTTP-GET flood DDoS attack. Various different
HTTP-GET flood DDoS attack strategies have been examined in the literature. These
strategies can be broadly classified into two separate categories as shown in Figure 3.4.
Similar attack strategies that were found annotated with more than one label in different
primary studies, were collated and represented with a unique title. The attack strategies
represented in Figure 3.4 can effectively be mapped to all possible attack profiles
examined in the selected primary studies.
Depending on the attack rate, HTTP targeting DDoS attacks can be divided into ‘lowrate’ and ‘high-rate’ attacks. It may be noted that low-rate DDoS attacks are
behaviorally distinct for lower layers and application layer. In case of the former,
attacker keeps sending packets at a slow pace with high amplitude pulses at regular
intervals to exploit TCP retransmission timeout policy. This periodic burst of traffic
builds up sudden congestion in the network resulting in packet losses. It forces the
sender to increment its retransmission timeout thereby affecting various TCP flows.
Unlike low-rate lower layer attacks that target router queues, the attacks in the latter
case overwhelm the application queues of the server by sending request bursts at regular
intervals. Various possible attack strategies explored during our literature review are
described below.
1. High Rate: The bots attack with their full capacity due to which the actual server load
reaches its breaking point or sometimes overshoots it. High-rate attack strategy can be
divided into two subclasses, high request rate and high session rate.
1.1. Server Load: The server resources run out as the bots keep on disseminating
requests at an aggressive pace. These requests quickly use up the buffer capacity of the
request queue leading to dropping of legitimate requests.
1.1.1. Random: A continuous burst of requests close to the server threshold is generated.
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Figure 3.4 Taxonomy of HTTP-GET flood DDoS attack strategies

The overall request rate keeps on ranking above or just below the server threshold.
1.1.2. Increasing: Starting from a low value, the overall request rate keeps on rising at
a slow pace. This attack strategy is quite difficult to detect, as there is no sudden change
of traffic rate at any moment during the attack.
1.1.3. Flash: Also known as burst attacks, these attacks mimic flash events making it
hard for the victim to discriminate such attacks from the genuine flash events. The
request rate is beyond the server’s tolerable limits.
1.1.4. Constant: Attacker initially selects a constant rate based on which the bots send
requests to the server. All the bots follow same request rate that does not change over
time. The majority of primary studies have focused their research on countering this
type of attack strategy.
1.2. Target Webpage(s): To deceive the detection mechanisms that are based on user
access patterns, the attackers have exercised some attack strategies that try to imitate
legitimate users. Bemusing the server, the bots access web pages in a manner that
closely mimics human users. Depending on whether single or multiple web page(s)
accessed, this attack strategy can be classified into single URL or multiple URL.
1.2.1. Single: The bots repeatedly access a single web page rather than accessing
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multiple web pages from the collection of web pages belonging to a particular website.
This attack strategy is not commonly employed by the attackers because its detection is
quite straightforward.
1.2.1.1. Main Page: A single web page is repeatedly requested by the bots. The
requested web page is usually the home page of a website.
1.2.1.2. Dominant Page: The server is bombarded with continuous requests for the same
web page that is currently of greater interest among legitimate users. Recognizing such
an attack is however straightforward as they follow a relatively simple attack strategy.
1.2.2. Multiple: Instead of targeting a single web page, multiple web pages are requested
by bots during the course of an attack. The access patterns followed by this attack
strategy are in close proximity to legitimate access patterns, as humans also tend to
access a variety of web pages while surfing a website.
1.2.2.1. Repeated: The same access sequence is repeatedly followed by the bots. Either
the sequence is pre-established or bots initially choose it at random. Due to the presence
of similar request sequences among different incoming flows, this attack strategy could
easily be detected.
1.2.2.2. Replay Flood: The bots try to mimic the behavior of legitimate users but at an
inflated rate. Usually, this is achieved by capturing the access patterns of human users
and then replaying the same at an accelerated pace.
1.2.2.3. Random: The bots access web pages on a pure random basis irrespective of their
categories. All web pages are equally likely to be requested irrespective of whether they
belong to the set of hot pages or not. Sometimes in order to make an attack stealthier,
bots tend to randomly follow hyperlinks on web pages.
1.2.2.4. Page Interest: Web pages belonging to a website can be grouped according to
the type of information they contain. For instance, news related website could group
their web pages into categories like entertainment, sports, politics, etc. A user is more
likely to follow web pages falling under a few selected categories of his/her interest.
However, an attacker may not look for such classifications and request web pages
randomly. Depending on the web page request pattern, the attack strategies under this
category can be divided into three possible classes.
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1.2.2.4.1. Rare Change: The bots send requests for web pages belonging to one
particular category and very rarely switch to another category. Hence, the web pages
that belong to a certain group are more likely to be requested.
1.2.2.4.2. Frequent Change: The requests for web pages belonging to different
categories are generated. A user swiftly switches across these categories. However, this
switching is performed randomly.
1.2.2.4.3. Hot Pages: The bots randomly request for web pages that are already being
frequently accessed by the legitimate user. This makes it more difficult for the server to
discriminate bots from legitimate users. There is no specific sequence in which these
web pages are requested.
1.3. Session Flood: Instead of generating requests, bots tend to create new sessions
without waiting for the previous sessions to terminate. The session rate is generally
higher than a normal user. Multiple sessions coexist between a bot-server pair, thus
overloading the server.
1.4. Web Proxy Attack: Instead of directly communicating with the victim server, the
attacker makes use of web proxies present on the Internet to act as intermediate entities,
which forward the requests and receive relevant responses. Web proxies that completely
anonymize its users’ identities complicate the process of differentiating bots and
humans.
2. Low Rate: In such attack strategies, the request rate of the bots is kept at a
considerably low. The rate in some cases matches that of the legitimate users. These are
further categorized into symmetric and asymmetric, based on the sizes of the requested
workloads.
2.1. Symmetric: These attacks, also known as shrew floods, exhibit stealthy behavior by
generating periodic pulses of high request rate instead of a continuous burst. These
attacks are sometimes also known as pulsating attacks.
2.1.1. Periodic: A burst of requests is triggered by bots at specified time intervals. The
interval between two bursts is adjusted to keep the overall request rate low.
2.1.1.1. Low Burst: A period burst of requests is generated at regular intervals. The
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attack rate is high enough to disrupt the server for a while.
2.1.1.2. High Burst: The amplitude of an attack pulse generated in this strategy is lower
than the high burst attack strategy. These attacks do not however affect the performance
of high-end websites but could definitely deteriorate performance of low-end websites.
2.1.2. Non Periodic: The attack peaks are produced but at irregular intervals i.e., without
any synchronization among bots. However, the amplitude of a peak is high enough to
degrade the server performance.
2.1.3. Slowloris: Originally a software program, it is one of the perilous attack strategies
that can torment a server with minimal effort. In this attack strategy, a bot creates
multiple connections with the server and continuously sends partial HTTP requests at
regular intervals to keep the connection open. The limit of maximum concurrent
connections supported by the server is thereby reached quickly.
2.2. Asymmetric: The bots establish connections with the server and keep it busy by
continuously sending streams of requests. To raise the attack intensity, bots start
requesting web pages that cultivate higher workload on the server resources (CPU
cycles or disk usage). Such attacks are classified as asymmetric because the download
rate is much higher than the upload rate.
2.2.1. Continuous: The bots continuously generate requests for workload intensive
content and the server is kept busy in responding to these requests. A single request may
initiate multiple operations on the server.
2.2.2. OneShot: Starting with the normal request rates, bots are programmed to
simultaneously send only a single high workload request at a specific time instance that
chokes the victim server for a short duration. After this, bots revert to their original
request rates making it difficult for the victim to identify the offenders.
Table 3.1 maps the attack strategies to their corresponding primary studies. Here, the
studies that are solely responsible for identifying spurious bots are not highlighted. The
literature has mainly dealt with random rate based and repeated patterns based attacks.
High-rate attacks, because of their more powerful detrimental impact, have gained more
attention of researchers as compared to the less-focused low-rate HTTP-GET flood
DDoS attacks.
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Table 3.1 Attack strategies mapped to respective primary studies

Attack Strategy
1. High rate
1.1. Server Load
1.1.1. Random
1.1.2. Increasing

1.1.3. Flash

1.1.4. Constant

Related Literature

(Xie and Yu, 2009a), (Wang et al., 2010), (Dantas et al.,
2014), (Zhang et al., 2012), (Xie et al., 2013a), (Das et al.,
2011), (Xie and Yu, 2009b), (Doron and Wool, 2011)
(Lu and Yu, 2006), (Xie and Yu, 2009b), (Huang et al.,
2014)
(Saleh and Manaf, 2015), (Kandula et al., 2005), (Thapngam
et al., 2012a), (Chwalinski et al., 2013a), (Das et al., 2011),
(Yu et al., 2012b), (Thapngam et al., 2012b), (Yu et al.,
2013), (Yu et al., 2008), (Oikonomou and Mirkovic, 2009),
(Ni et al., 2013)
(Yu et al., 2007), (Saleh and Manaf, 2015), (Choi et al.,
2012), (Limkar and Jha, 2012), (Lu and Yu, 2006), (Xie et
al., 2011), (Beitollahi and Deconinck, 2013), (Ranjan et al.,
2006), (Yen and Lee, 2005), (Xie et al., 2013a), (Kumar and
Selvakumar, 2012), (Yatagai et al., 2007), (Kim et al., 2012),
(Huang et al., 2014), (Srivatsa et al., 2008), (Xie and Yu,
2009b), (Abliz and Znati, 2012), (Du and Nakao, 2010),
(Ramamoorthi et al., 2011), (Emami-Taba et al., 2015),
(Choi et al., 2011), (Doron and Wool, 2011)

1.2. Target Webpages
1.2.1. Single
1.2.1.1. Main page
1.2.1.2. Dominant
1.2.2. Multiple
1.2.2.1. Repeated
1.2.2.2. Replay flood
1.2.2.3. Random

(Liao et al., 2015), (Gavrilis et al., 2006), (Liao et al., 2014),
(Wang et al., 2014), (Lee et al., 2011)
(Lee et al., 2011)
(Liao et al., 2015), (Zhou et al., 2014), (Gavrilis et al., 2006),
(Liao et al., 2014), (Stevanovic and Vlajic, 2014)
(Liao et al., 2015), (Liao et al., 2014)
(Liao et al., 2015), (Ye et al., 2012), (Suen et al., 2010),
(Giralte et al., 2013), (Chwalinski et al., 2013a), (Gavrilis et
al., 2006), (Liao et al., 2014), (Wang et al., 2014),
(Stevanovic and Vlajic, 2014)

1.2.2.4. Page interest
(Chwalinski et al., 2013a), (Wang et al., 2014), (Stevanovic
and Vlajic, 2014),
1.2.2.4.2. Rare Change
(Chwalinski et al., 2013)
1.2.2.4.3. Frequent Change (Chwalinski et al., 2013)
(Yu et al., 2007), (Xie et al., 2011), (Yu et al., 2010),
1.2.2. Session flood
(Ramamoorthi et al., 2011)
1.2.3. Web Proxy
(Xie et al., 2013a), (Xie et al., 2013b)
1.2.2.4.1. Hot page
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Table 3.1 (continued) Attack strategies mapped to respective primary studies
Attack Strategy
2. Low Rate
2.1. Symmetric
2.1.1. Periodic

2.1.1.1. High burst

2.1.1.2. Low burst
2.1.2. NonPeriodic
2.1.3. Slowloris
2.2. Asymmetric
2.2.1. Constant
2.2.2. One Shot

Related Literature

(Xie and Yu, 2009a), (Saleh and Manaf, 2015), (Choi et al.,
2012), (Lu and Yu, 2006), (Beitollahi and Deconinck, 2013),
(Tang, 2012), (Thapngam et al., 2012a), (Maciá-Fernández
et al., 2010), (Das et al., 2011), (Di et al., 2013), (Doron and
Wool, 2011)
(Doron and Wool, 2011)
(Tang, 2012)
(Kim et al., 2012)
(Yu et al., 2007), (Xie et al., 2011), (Zhang et al., 2012),
(Ranjan et al., 2006), (Liu and Chang, 2011), (Giralte et al.,
2013), (Zhou et al., 2014), (Xu et al., 2014), (Srivatsa et al.,
2008), (Emami-Taba et al., 2015)
(Choi et al., 2012), (Ranjan et al., 2006)

The attack strategies classified based on the accessed URL(s) should also be considered
as the high-rate attacks as a large number of requests accessing the web pages in a
specific pattern is generated by the bots at high rates. The problem of attack detection
increases in case of bots attempting to mimic a phenomenon called flash event. A flash
event occurs in reaction to a prominent happening that induces a large population
(legitimate users) toward a small set of web pages (hot pages). The studies that attempt
to differentiate flash events from actual attacks are classified under Flash (Table 3.1).

3.5

Summary

The rising sophistication level of the attack bots in mimicking the humans is becoming
a challenge for the security firms to discriminate between the legitimate users and bots.
In this chapter, the vulnerability of a typical web server architecture toward HTTP
flooding attacks is initially demonstrated. Further, various characteristical differences
among attack bots and legitimate users are outlined in the chapter. A taxonomy of a
variety of GET flood attack strategies is presented along with their respective literature.
This taxonomy will provide researchers to systematically target GET flood attack
strategies to build a comprehensive defense framework.

CHAPTER 4 Impact Analysis of HTTP-GET Flood Attacks

Impact Analysis of HTTP-GET Flood Attacks

Recent trends have shown a radical shift from the traditional bandwidth level DDoS
attacks toward more sophisticated and organized ways of exploiting individual
applications deployed on the Internet. These attacks also known as application-layer
DDoS attacks continue to have the potential of evading many of the present day
detection solutions. On top of that, these attacks carry forward the same level of impact
with higher sophistication and accuracy. The increase in the frequency of higher layer
DDoS attacks is reflected in the fact that protocols like HTTP, VOIP, SMTP, etc. are
becoming the main targets of attackers these days (“Layer Seven DDoS Attacks,”
2013).
The attack traffic from GET flood bots consists of legitimate looking requests that
remain undetectable at lower layers. This legitimate behavior of the GET flood traffic
makes it necessary to employ dedicated detection mechanisms that operates on the
application layer. GET flood attack prevails over other lower level DDoS attacks in a
sense that it requires far less number of resources to launch a high impact attack. This
is because web servers have a lesser amount of resources at the application level as
compared to network and transport levels. GET flood attack, unlike a traditional DDoS
attack that relies on exhausting the network resources, targets the higher layer
vulnerabilities. These attacks can cause much greater damage with the same number of
bots as compared to the network/transport layer DDoS attacks. Only a few attack
resources could easily consume all victims’ application layer resources.
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Figure 4.1 An illustration of GET flooding by sophisticated attack bot

4.1

Motivation

Many existing works measuring the impact of DDoS attacks on the web servers make
use of CBR (Constant Bit Rate) traffic as the attack traffic. However, a continuous
stream of UDP (User Datagram Protocol) packets only exhausts the targeted server’s
lower layer resources. As this kind of packet stream can be handled by firewalls,
intrusion detection system, etc., higher layer server resources like request buffer remain
unaffected by its implications. In the GET flood attack, bots establish two-way TCP
connection with the server over which they send legitimate looking requests to the
server as shown in Figure 4.1. These requests then saturate server’s request queue when
sent at a rate beyond its limits leading to request drops. This allows us to measure the
performance of a web server when its application layer resources are congested.
In this research work, the attack traffic is generated using modified Webtraf module in
Network Simulator 2 (NS2) (Issariyakul and Hossain, 2011) that closely mimics the
legitimate user access behavior. The performance of the server is measured in terms of
the metrics discussed in Section 4.2. The parameters and topology associated with the
underlying simulation testbed are explored in Section 4.3. The section containing results
(Section 4.4) is divided into two parts. In the first part, the results for the impact of
constant high-rate GET flood attacks (with three different session delay values) on the
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server’s performance are presented. Also, the server parameters such as processing rate
and queue length are varied to examine the changes in the overall performance. The
second part reports the effects of three other GET flood attack strategies pulsating,
asymmetric and slowly increasing. These attacks, unlike the high request rate attacks,
discern complex detection efforts due to its stealthy nature.

4.2

Application Layer Performance Metrics

HTTP communication is structured in the form of request/response sequences. A
request and its corresponding response are considered as one complete transaction. A
single TCP connection may span across a number of transactions between a particular
client and the server. A user session spreads over multiple TCP connections i.e.
connections can be established and terminated during a single session. A session may
therefore be represented as a series of n transactions (𝑇𝑥 | 1 ≤ 𝑥 ≤ 𝑛). Different web
pages requested by the client share single-session attributes. The size of web page
relates to the number of objects constituting that page. Further, each object can be of
different size like image, video, etc. To analyze the impact of GET flood attack on
legitimate users, the following metrics defined by Bhandari et al. (2014) are used:
(i)

Transactions: It represents the total number of successful transactions i.e., the
count of transactions completed before it reaches the timeout.
𝑛

∑ 𝑆𝑢𝑐𝑐(𝑇𝑥 )

(4.1)

𝑥=1

(ii)

Elapsed time: This is measured from the time a simulation is initiated till the
last simulated user completes its transactions.

(iii)

Transaction rate: The average number of transactions the server handles per
second.

∑

(iv)

𝑇𝑜𝑡𝑎𝑙 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠
𝑇𝑜𝑡𝑎𝑙 𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛 (𝑠𝑒𝑐𝑜𝑛𝑑𝑠)

(4.2)

Failed transactions: The count of total number of failed transactions that
responded with an error code.
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𝑛

∑ 𝐹𝑎𝑖𝑙(𝑇𝑥 )

(4.3)

𝑥=1

(v)

Longest transaction: The duration of longest request response delay among all
successful transactions.
𝑚𝑎𝑥(𝑇1 |𝑇2 … … . . |𝑇𝑛 )

(vi)

(4.4)

Shortest transaction: The duration of shortest request response delay among
all transactions.
𝑚𝑖𝑛(𝑇1 |𝑇2 … … . . |𝑇𝑛 )

(4.5)

(vii) Percentage of failed transactions: HTTP transaction is a set comprising a client
request and one or more corresponding responses from the server. A
transaction is considered as failed when its duration exceeds a threshold value
(known as response timeout).
𝐹𝑎𝑖𝑙𝑒𝑑 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠
∗ 100
𝑇𝑜𝑡𝑎𝑙 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠

(4.6)

(viii) Average latency: The average of the time interval between an HTTP request
and its corresponding first received response. This attribute reflects the
congestion at the web server.
(𝑇𝑟𝑒𝑠𝑝 − 𝑇𝑟𝑒𝑞 )
𝑁

(4.7)

where Treq and Tresp represent the time a request is sent and corresponding first
response respectively. N denotes the total number of successful transactions.

4.3

Simulation Setup for Impact Analysis

The simulation studies are carried out in Network Simulator 2 (NS2). NS2 is an open
source event-driven simulator used widely by the networking research community. It
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Figure 4.2 Simulation topology for impact analysis of DDoS attacks

has many integrated modules to simulate the working of actual networks. Webtraf
module defined in NS2 is used to simulate the attack and legitimate request traffic. The
client traffic generation parameters are adjusted to produce HTTP traffic closely
resembling the real-world traffic. A simple dumbbell topology in NS2 is created that
consists of 200 clients and one victim web server. The connection between these two
ends acts as the bottleneck link as shown in Figure 4.2.
The bandwidth of bottleneck link and all other links are 10 Mbps and 100 Mbps,
respectively. The attack bandwidth does not exceed the bottleneck link bandwidth, thus,
averting any network level packet drops. Though all the traffic flowing between the
clients and the server goes through the bottleneck link, this research work is primarily
concerned with application-level parameters as a well-organized application-layer
DDoS attack will avoid its detection at lower layers by mimicking the normal user
behavior. The lower layer metrics mainly focus on packet level details, and are hence
ineffective in identifying higher layer anonymities. Out of the total number of clients,
10% are responsible to launch GET flood attack. The legitimate clients (a total of 180)
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Table 4.1 Simulation parameters
Parameter
Simulation time
Attack duration
Legitimate traffic type
Attack traffic type
Bottleneck bandwidth
Other links bandwidth

Value
4000 seconds
1000th to 1150th second
HTTP
HTTP
100 Mbps
10 Mbps

Table 4.2 Clients parameters
Parameter

Legitimate

Session interval
rate
Inter-page delay
Inter-object delay
Page size
Object size
Session length

8
Distribution - Exponential
Average - 9.5
Distribution - Pareto
Average - 0.05
Shape - 1.5
Distribution - Constant
Value - 13
Distribution - Pareto II
Average - 5
Shape - 1.2
9

Attacker
Attack 1- 0.03
Attack 2- 0.05
Attack 3- 0.09
Distribution - Exponential
Average - 0.5
Distribution - Exponential
Average - 0.05
Distribution - Constant
Value - 10
Distribution - Pareto II
Average - 5
Shape - 1.2
4

start communicating with the server just after the initialization of simulation. Other 20
clients that are considered as bots launch the GET flood attack at 1000th second. The
attack interval is 150 seconds i.e. from 1000th to 1150th second.
To effectively measure the impact of GET flood attack, we modified the core of Webtraf
module of NS2 to simulate both legitimate and attack traffic and measure the resultant
effect on the service provided by the server. Table 4.1 and Table 4.2 shows the
parameters used in our simulation study. To generate a realistic HTTP traffic, client
parameters are selected from some well-known traffic distribution studies (Camps et
al., 2008; Guo and Matta, 2001; Joo et al., 2001; Vishwanath and Vahdat, 2009).

4.4

Results and Analysis

The simulation uses WebServer module to simulate the working of a typical web server.
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Figure 4.3 Average requests generated during the simulation

The attack was launched depending upon the inter-session intervals i.e. the delay
between initiations of two sessions. High rate GET flood DDoS attacks are simulated
with three different session interval times 0.09, 0.05 and 0.03, i.e. the duration between
starting of two sessions. The rate at which the requests are generated increases rapidly
with new sessions being created in such a short interval during the attack period as
shown in Figure 4.3. The average rate of requests by the legitimate clients remains
around 100 as compared to the rates of 1100, 2100 and 3200 for the session intervals of
0.09, 0.05 and 0.03 respectively. The effect of attack of different intensities on the
performance metrics is represented in Figure 4.4. The number of failed transactions
increases with the increase in attack intensity as shown in Figure 4.4(a).
Two cases of transaction failure are taken into account (i) in case of a request timeout
and (ii) a request drop. The ratio of requests drop to request timeout is fairly large i.e.
the number of requests dropped outsizes the number of request timeouts. This is because
after a request has entered the queue, timeout will occur only if the server fails to
respond in a stipulated time, which is the case only when a request enters a congested
queue. Whereas once the queue becomes full, all the incoming requests are dropped in
case of high-rate attack. With increasing attack intensity, the probability of requests
being dropped also grows. During the attack, the queue is almost full. Whenever a
legitimate request is successful in entering the queue, it is scheduled for processing only
after the completion of all its preceding requests.
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Figure 4.4 Application layer performance metrics during an attack

With the increase in attack amplitude, average latency also increases as shown in Figure
4.4(b). The server load (server capacity) indicates the current status of the request
queue. It can be seen in Figure 4.4(c) that the request queue remains choked during the
attack phase. The effect of the attack can be realized even after the actual attack duration
because the sessions created during the final phase of the attack persists even after the
attack. Higher the strength, longer the impression of the attack lasting on the server as
reflected by all the metric values in Figure 4.4.
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The processing rate signifies the maximum number of requests that can be processed
simultaneously. During an attack the request rate dominates the processing rate of the
server. The simulations are performed using two discrete processing rates 80 and 150
together with varying request queue sizes of 800 and 1200. During a GET flood attack,
either the serving capacity is increased or the attack traffic is filtered after
characterization. Multiple simulation scenarios are generated using varying processing
rates and queue lengths. Providing higher capabilities to the server resulted in reducing
the average latency and total failed transactions as indicated by Figure 4.5 and Figure
4.6. It is observed that the average latency of transactions decreases with shorter queue
length because of the reduced time that a transaction needs to spend in a queue.
Meanwhile, more requests are dropped while the queue is full thus increasing the rate
of dropped transactions. Although the processing rate tries to counter the impact of low
rate DDoS attacks, it is still ineffective in confronting high rate attacks generated by the
modern day attackers. Therefore, providing higher serving potential to a server will only
work under the limited attack scenarios. The effect of different attack server parameters
on pre-defined performance metrics is summarized in Table 4.3.
4.4.1

Network Layer Performance Attributes

Network and transport level parameters are not entirely sufficient for detecting attacks
at the application layer. Attributes associated with the application layer are necessary to

Processing Rate

Processing Rate
150

80

2500

Total Failed Transactions

Average Latency (sec)

120
100
80
60
40
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80
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1500
1000
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0

0
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Simulation Time (sec)

(a) Average latency under attack

900 1000 1101 1200 1300 1400 1500
Simulation Time (sec)

(b) Total no. of failed transaction during attack

Figure 4.5 Performance comparison for different servers’ processing rate
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Figure 4.6 Performance comparison for different servers’ queue length

detect these attacks because bots can mimic the behavior associated with the lower
layers. To illustrate this, along with some application layer performance metrics
computed above, following lower layer attack detection metrics are also measured:
(i)

Packet Delivery Ratio: This defines the ratio of the amount of packets received
by the destination to the total packets sent by all the senders. This value
becomes important in the case of high volumetric attacks where this value
tends to reach below 1 i.e. there are packet drops in the network.
∑ 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑
∑ 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑠𝑒𝑛𝑡

(ii)

(4.8)

End-to-End Delay: The average of total time taken by the packets to reach the
destination. This delay value rises due to the congested network during a
volumetric attack.
∑ 𝐴𝑟𝑟𝑖𝑣𝑎𝑙 𝑡𝑖𝑚𝑒 − 𝑆𝑒𝑛𝑡 𝑡𝑖𝑚𝑒
∑ 𝐶𝑜𝑛𝑛𝑒𝑐𝑡𝑖𝑜𝑛𝑠

(iii)

(4.9)

Average Queuing Delay: The packets from various distributed sources
aggregate at the link close to the server known as a bottleneck link. The
queuing delay increases with rise in packets being queued on this link causing

Table 4.3 Simulation results of impact analysis
Simulation Parameters
Attack
Session
Interval
Rate
NULL
0.09
0.05
0.03
0.03
0.09
0.05
0.03
0.09
0.05
0.03
0.09
0.05
0.03
NULL

Processing Server
Rate
Queue

80
80
80
80
80
80
80
80
150
150
150
150
150
150
150

800
800
800
800
700
1200
1200
1200
800
800
800
1200
1200
1200
1200

Performance Metrics
Transactions
(including
attack)

Successful
Transactions
(including
attack)

54405
65175
74555
87385
87385
65175
74555
87385
65175
74555
87385
65175
74555
87385
54405

54405
56206
55766
56184
56496
57056
56371
57303
57938
57073
60077
58136
67468
58720
54405

Failed Transactions

Percentage
Longest
Shortest
of Failed Transaction Average
Rate
Latency
Time Transaction Transaction Transaction
Dropped
(%)
Exceeded
0
8969
18789
31201
30889
8119
18184
30082
7237
17482
27308
7039
7087
28665
0

0
0
27
163
142
20
79
156
0
27
132
0
77
154
0

28.3
58.164
69.76
221.49
205.15
74.47
196.8
210.02
44.94
88.51
206.31
54.63
209.46
218.27
21.64

2.52
1.21
0.9
1.05
1.2
1.2
0.95
0.97
0.87
0.95
1.03
1.24
0.9
0.97
2

0
58.1
71.86
81.56
82.98
74.3
69.7
76.41
39.39
71.42
67.3
59.04
14.27
81.02
0

1.13
0.9
1.1
0.87
0.8
0.75
0.7
0.8
1.19
1.1
0.63
0.94
0.63
0.59
1.173

4.42
20.3
27.36
53.27
56.4
37.03
32.8
48.7
11.35
19.64
51.95
18.87
43.79
43.64
2.51
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Table 4.4 Performance of the network layer metrics under an attack
Attack
Session
Interval Rate
0
0.09
0.05
0.03

E2E delay

Packet
Delivery Ratio

Queuing
Delay

Average
Packet Rate

88.5
92.92
98.8
108.2

100
100
100
100

18.38
19.57
23.6
23.94

234.3
362.8
495.65
571.98

various delays and drops.
∑ 𝑄𝑢𝑒𝑢𝑖𝑛𝑔 𝑑𝑒𝑙𝑎𝑦
𝑁𝑜. 𝑜𝑓 𝑝𝑎𝑐𝑘𝑒𝑡𝑠
(iv)

(4.10)

Average Packet Rate: This value represents the average of number of packets
generated by clients per second. During a high rate attack, this value reaches
beyond the handling capabilities of the victim.
∑ 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 𝑏𝑦 𝑒𝑎𝑐ℎ 𝑐𝑙𝑖𝑒𝑛𝑡
𝑁𝑜. 𝑜𝑓 𝑐𝑙𝑖𝑒𝑛𝑡𝑠

4.4.2

(4.11)

Fluctuations at the Network Layer

Table 4.4 shows some lower layer detection parameters during GET flood attack of
different strengths. The link delay is calculated at the bottleneck link from where both
the legitimate and attack packets reach the victim. It is evident from the results shown
in Table 4.4 that these metrics alone are not able to detect a GET flood attack due to
elusive deviation from its normal behavior.
Figure 4.7 shows the bottleneck link queue status before and after initiating an attack.
The two consecutive snapshots of the queue shown in Figure 4.7 differ in 30 intervals
i.e. after every 30 packets inserted in the queue. It clearly shows that during an attack,
the queue fills up quickly with packets from the attacking nodes. However, none of the
packet gets dropped as GET flood attack can achieve an equivalent impact without
creating such enormous traffic. Similar to this queue, web servers’ request queue when
under such attack will also be busy in serving more of the spurious requests as compared
to legitimate ones resulting in affecting the services to the legitimate users.
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Figure 4.7 Status of request queue before and after GET flood attack

4.4.3

Sophisticated GET Flood DDoS Attacks

To evade the detection mechanisms employed by the victim, the attackers put a number
of variations to GET flood attacks into operation. The damage caused by these varied
GET flood attack is equivalent to that of the basic high rate GET flood attacks. The
three commonly seen variations of this attack are:
(i)

Pulsating GET flood attack: The request rate is escalated on for short intervals.
These intervals can be regular or irregular depending upon the attackers’
strategy. The average request rates calculated during a stipulated window
(pulse small than this) in this case do not exceed a given threshold, thus
evading many detection schemes.

(ii)

Slowly increasing GET flood attack: The overall request rate at the server end
increases gradually which makes it difficult for the detection mechanisms to
distinguish attack traffic from the legitimate traffic.

(iii)

Asymmetric GET flood attack: The request rate lies in the normal range, but
the requested objects are large enough to keep the server busy in continuous
processing.

In pulsating GET flood attack, short pulses of high requests are generated for a small
time interval due to which the attack surpasses the detection radar of many defense
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Figure 4.8 Impact of pulsating GET flood attack

schemes. During a pulsating GET flood attack, the total number of failed transactions
increases in the form of steps as shown in Figure 4.8(d) due to the high request peaks
generated during those time intervals. The influence of this form of attack on other
metrics is shown in Figure 4.8.
In asymmetric GET flood attacks on the other hand, bots request large-sized objects but
at normal rate making it difficult to identify attacks based on various request semantics.
Asymmetrical on the contrary can cause the same amount of damage with far less
number of requests as shown in Figure 4.9(a). The server gets absorbed by the
processing of large-sized requests due to which a sharp increase in total failed
transactions is noticed in Figure 4.9(d). The effect of this kind of attack on various
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Figure 4.9 Impact of asymmetric GET flood attack

metrics is presented in Figure 4.9.
Slowly increasing attack strategy is one of the well-organized GET flood attacks as it
can deceive many state-of-the-art defense mechanisms. The request rate increases very
slowly with time as seen in Figure 4.10(a). The detection schemes depending upon
users’ request dynamics are unable to detect this attack early. The resultant effect of this
attack form on the server is shown in Figure 4.10.

4.5

Summary

This chapter presents the results of Objective II. A number of GET flood DDoS attacks

4.5 Summary
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Figure 4.10 Impact of slowly increasing GET flood attack

are simulated on the web server by modifying the NS2 core so as to generate realistic
legitimate and attack traffics. The attack impact on legitimate clients is then measured
using a set of predefined application-layer metrics. The simulation results have shown
the effect of various other forms of GET flood DDoS attack along with varying
processing rates and queue lengths. The performance of the web servers highly degrade
under GET flood attacks, thus, there is a strong need for deploying a real-time defense
against such attacks to continue uninterrupted services for the legitimate users.
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Characterization of User Browsing Behavior

The attack bots (compromised machines) employed to conduct an application layer
attack are far more superior to those supporting lower layer flooding attacks. Just like
any other legitimate user, these bots fetch resources from a server by sending GET
requests. This resemblance makes it imperative to comprehensively investigate every
single request at the server end so as to identify the attack bots.
As observed during the literature review, there are a number of strategies followed by
the attackers to orchestrate HTTP-GET flood DDoS attacks. Hence, the attack detection
techniques should be well-versed with all such strategies to provide a broad protection
spectrum. This chapter introduces four novel features known as Request Index (Ƒ1),
Response Index (Ƒ2), Popularity Index (Ƒ3) and Repetition Index (Ƒ4) to allow
discrimination of legitimate users from attack bots. A collective use of these four
features enables comprehensive detection of several existing GET flood attack
strategies. For an exhaustive behavioral evaluation of legitimate users, three benchmark
web logs along with our university access logs are explored. The attack traffic traces
are fabricated using a carefully designed experimental setup discussed further in this
chapter. The proposed features are able to provide a visible distinction between the bots
and the legitimate users.
This chapter is organized as follows. Section 5.1 discusses various browsing-specific
behavioral characteristics that are used to distinguish between legitimate users and
attack bots. The process of web log cleaning and preliminary analysis is described in
Section 5.2. Section 5.3 defines the four proposed features that exploit one or more
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behavioral characteristics to detect bots behind GET flood attacks.

5.1

Browsing Behavior Characteristics

The attackers employ sophisticated bots for carrying out an application layer attack.
Despite this, the sophisticated bots lag in exhibiting accurate human-specific behaviors
while impersonating legitimate users. Such behavioral divergences can be exploited by
the researchers to successfully discriminate legitimate users from sophisticated bots.
We took a closer look at various activities performed by the legitimate users and bots
to unfold different characteristics belonging to their browsing behaviors. The following
text discusses some important behavioral differences between legitimate users and bots
that are put into practice by the proposed feature set.
5.1.1

Transition of Request Rates

Previous studies (Yu et al., 2015; Bhandari et al., 2016) have stated that the legitimate
users are relatively large in number as compared to the active bots (except super-botnet)
taking part in an attack. Therefore, it becomes obligatory for an attacker to raise the
frequency of requests generated by the bots in order to make an impact on the server's
performance. The request rates of bots will inevitably be higher than that of the
legitimate users. A user browsing sequence is divided into up-time and down-time. Uptime denotes the time period in which a user makes requests to the server.
The amount of time a user spends viewing the requested resources is termed as downtime. Based on our analysis of legitimate and bot browsing behaviors, a typical user
browsing pattern consists of repetitive cycles of two activity sets (S1 and S2). The
activity set S1 defines users that request and view a single resource from the server. In
contrast, the activity set S2 defines users that issue simultaneous requests for multiple
(more than one) server resources. Once all the requested resources are received, a user
then spends time (down-time) to view them sequentially. A user makes the transition to
either same activity set or to the other activity set, as shown in Figure 5.1. The complete
browsing history of a user can hence be represented as a series of these activity sets. It
should be noted that the legitimate users spend a significant amount of time viewing
(down-time intervals) the requested web pages whereas bots, having an intention to
overload the server, quickly issue further requests without extending their down-times.
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(a) Legitimate user

(b) Attacking bot

Figure 5.1 Typical browsing behaviors of human and bot

Consequently, the request rates of the legitimate users are much lower than that of the
attacking bots. Using these assumptions, the range of request rates (η) is divided into
four classes namely Low, Normal, High and Spurious, constituting the set Ɍ. As the
range of request rates follows a skewed right distribution, Chebyshev’s Inequality
theorem (Pukelsheim, 1994) is used to partition the distribution. It states that at least
1 − 1⁄𝑘 2 (Eqn. 5.1) observations are within k standard deviations of the mean. The
distributions are partitioned at percentages of 75%, 89% and 93.7% using 2, 3 and 4
standard deviations (Eqn. 5.2) respectively.
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1−

2,
𝑘 = { 3,
4,

1
𝑘2

(5.1)

then 75%
then 89%
then 93.75%

(5.2)

Let us assume that the range of request rates is divided as follows.

𝐿𝑜𝑤,
𝑁𝑜𝑟𝑚𝑎𝑙,
𝑅(η) = {
𝐻𝑖𝑔ℎ,
𝑆𝑝𝑢𝑟𝑖𝑜𝑢𝑠,

0 ≤ η < 13
13 ≤ η < 32
32 ≤ η < 51
η ≥ 51

(5.3)

Based on these limits, the requests made by a particular user in consecutive time
windows are mapped to their respective classes. For instance, consider an event where
a user sends 15, 36, 4 and 61 numbers of requests in four consecutive narrow time
windows, respectively. Then the request class sequence of this user becomes Normal
→ High → Low → Spurious. This set of sequence contains three transitions between
request classes, i.e. normal to high, high to low and low to spurious.
5.1.2

Sufficient Number Condition

The number of bots involved in an attack is usually considered to be less than the
number of legitimate users communicating with the server (Yu et al., 2015; Bhandari
et al., 2016). Yu et al. (2012a) have also asserted a similar statement according to which
bots constitute a small proportion of the total number of connected users but are major
traffic sources during an attack. It might become impossible to uncover an attack
attempt if this condition fails i.e. if the number of bots exceeds the number of legitimate
users. An attacker will essentially raise the request rates of the bots to encumber the
server’s request processing capacity in the case this condition is retained, as shown in
Figure 5.2.
5.1.3

Cumulative Response Sizes

A server devotes most of its time and resources in remitting the required data in response
to a user’s request. For a legitimate user, down-times are typically more than their
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Figure 5.2 Request patterns of legitimate users and bots

respective cumulative up-time periods, i.e. the request rates are considerably low. The
bots, on the other hand, will try to overwork the server by disseminating requests at
significantly higher rates. Another option available to the bots for distressing a server
is to produce high workload requests. In both the cases, the size of the aggregated server
response data (within a stipulated time window) for individual bots grows exceptionally
higher than that for the legitimate users; evidently revealing the bots among legitimate
users.
5.1.4

Random Web Page Repetitions

Although it is not possible to foresee the request patterns of legitimate users, it is also
quite uncommon for a legitimate user to send multiple requests for a particular resource
within a limited time window. Conversely, due to their high request rates, bots will
certainly produce frequent requests for the same resources. The frequency of the
requested resources by bots in a given time window accordingly increases as compared
to those requested by the legitimate users.
5.1.5

Web Page Popularity

There are millions of different websites responsible to provide users with diverse
services. These websites can be grouped into two broad categories, static and dynamic,
based on their contents. The former is often a collection of invariable web pages that
retain its contents over time whereas the content of the latter is frequently updated.
Shopping, social networking and news related websites are examples of the latter.
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Studies associated with the correlation of web traffic and web pages have already
attested the presence of a set of web pages (about 10 percent of the total) responsible
for drawing almost 90 percent of the incoming traffic (Xie and Yu, 2009a). This set,
implied by its characteristics, is commonly known as hot page set (ɦ). This shifting of
the overall legitimate traffic toward web pages from ɦ provides an additional means to
identify bots.

5.2

Web Log Pre-Processing and Analysis

During the literature review, it was observed that a prominent number of works utilized
WorldCup98, Clarknet and NASA benchmark web logs to derive the standards of
legitimate behavior. Given below are the details about the specific portions of these web
logs that have been incorporated for investigation performed in this study.
(i)

WorldCup98: The complete traffic trace of WorldCup98 spans over a period
of 92 days, i.e. April 30, 1998 to July 26, 1998. From the entire web log, a twohour segment with 956898 records (10509 unique users) from the 42nd day is
extracted to represent legitimate traffic characteristics. Besides this, a 10minute trace from the 66th day is extracted to quantitatively assess our proposed
set of features during a Flash Event (FE).

(ii)

Clarknet: The traffic trace of the first day is extracted from the web log
(spanning 7 days - August 28, 1995 to September 3, 1995) for the identification
of legitimate user behavior. 251334 records (22569 unique users) of user
activities are considered from the web log during the pre-processing stage.

(iii)

NASA: This web log is considerably small as compared to the WorldCup98 and
Clarknet web logs. A full day traffic trace of 1st July, 1995 containing 64714
records (5129 unique users) is taken into consideration from NASA access
logs.

(iv)

University: In addition to the above-mentioned benchmark web logs, the user
accesses registered within two consecutive days by our university website are
also incorporated into this study. This access log contains 80198 records
belonging to 1051 unique users captured from June 28, 2016 to June 29, 2016.
The recording started the day admission announcements were posted on the
university website to acquire access behaviors of different users.
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Web Log Cleaning

Web servers are responsible for maintaining logs of individual requests made to their
resources. Every entry in those logs corresponds to a unique user access and is usually
represented as
126584 - - [30/Jun/1998:16:01:26 +0000] "GET /images/hm_score_border_r01.gif
HTTP/1.0" 200 929
This access record can be interpreted as follows. The server received a GET request
from user ‘126584’ demanding access to file ‘hm_score_border_r01.gif’ having size
929 bytes on 30th June 1998 at 4:01 pm. The status code value 200 indicates the
successful completion of the request. The first value uniquely identifies every user
connected to the server through either IP address, resolved name, or anonymized
numeral. Many previous studies have filtered out the access entries of web objects (e.g.
js, png, jpg, CSS, etc.) leaving behind the accesses to web pages (e.g. HTML, PHP, etc.)
only. However, sophisticated bots own the ability to parse contents of the server in order
to determine the complete list of hosted web pages and objects. A legitimate user
typically requests directly for the web pages, which is followed by the requests from
the browser being generated internally for necessary web objects. Unlike this, an
attacker can randomly request for both web objects and web pages in order to devise
convoluted attacking scenarios. Therefore, in addition to the web pages, all the web
objects are taken into consideration for analysis of the web logs. Further in this chapter,
the term web object(s) is used to refer both web pages and objects.
Since a modern-day bot acquainted with the knowledge of server resources is highly
unlikely to produce any bogus resource request, the access entries with a status code
other than 200 are filtered out. The entries with any missing information were further
eliminated to avoid their influence on the final web log analysis. Each access entry in
the web logs was reduced to five key attributes (<user identifier>, <date>, <time>,
<requested web object>, <web object size>) at the end of the data cleaning process.
Individual user sessions of 30-minute length were extracted from the complete web log.
Users persistent for less than 120 seconds were filtered out to avoid creating biased
legitimate model representations. As discussed earlier, a user follows a variable
sequence of up and down time periods during the course of its entire session or browsing
time.
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(a) WorldCup98

(b) Clarknet

(c) NASA

(d) University

Figure 5.3 Number of requests received by the server in time window Tn
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(a) WorldCup98

(b) Clarknet

(c) NASA

(d) University

Figure 5.4 Log-linear frequency-request plot

For the sake of web log analysis, two different time period windows were taken, narrow
(Tn) and wide (Tw). The length of narrow window Tn is set to 30 seconds, keeping in
mind the minimum viewing time (Yu et al., 2015); and wide window Tw to 120 seconds
(Xie and Yu, 2009a). A single wide window comprises four consecutive narrow
windows, i.e. Tn1, Tn2, Tn3 and Tn4. Figure 5.3 shows the overall number of requests
received by the server for different web logs. A noticeable difference in the number of
requests received by the server during flash event and normal day can be seen in Figure
5.3(a).
5.2.2

Preliminary Analysis

The following analysis process is followed for every web log separately to build their
respective baseline behaviors. The number of requests (η) each user makes to the server
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Figure 5.5 Aggregated response data (in bytes) requested by the users

in time period Tn is initially calculated to obtain the cumulative percentage frequency
distribution shown in Figure 5.4. These distributions are bound to be skewed because
the majority of users generate very few requests in a single time window Tn (as evident
from the Figure 5.4).
As discussed in Section 5.1, the range of request rates is divided into four classes for
each web log separately using Chebyshev’s Inequality theorem (Pukelsheim, 1994).
The distribution is partitioned into four classes based on three percentage levels 75%,
89% and 93.7% with 2, 3 and 4 (number of standard deviations k) standard deviations,
respectively. Table 5.1 lists the total number of class transitions among different classes
of set Ɍ in each web log. The pseudo code for preliminary data analysis is given in Table
5.2.
Apart from request frequencies, the size of aggregated response data (shown in Figure
5.5), as requested by the users in time window Tn, is also drawn from the access logs.
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Table 5.1 Number of transitions among classes in Ɍ for different web logs
Initial Class

Final Class

Low
Low
Low
Low
Normal
Normal
Normal
Normal
High
High
High
High
Spurious
Spurious
Spurious
Spurious

Low
Normal
High
Spurious
Low
Normal
High
Spurious
Low
Normal
High
Spurious
Low
Normal
High
Spurious

Transition Count
WorldCup98 University
NASA
32769
1328
8142
15418
739
3559
646
49
433
48
1
5
14425
775
4202
25014
773
4205
3784
93
521
91
3
9
1093
88
481
3101
102
746
734
4
150
13
1
4
42
5
11
93
7
10
36
0
1
4
0
0

Clarknet
53162
34753
2215
33
36574
54521
4554
50
2010
5215
2922
47
42
62
43
0

For each web log, the entire collection of web objects is divided into two sets. The first
set comprises hot web objects selected on the basis of their respective access counts,
whereas the other set contains all the remaining web objects. The cardinality of the first
set (Ɍ) is supposedly around 10 percent of the total number of web objects. A separate
Table 5.2 Pseudo code for analyzing the legitimate benchmark web logs
01:
02:
03:
04:
05:
06:
07:
08:
09:
10:
11:
12:
13:
14:
15:

Initialize Tn as 30 seconds and Tw as 120 seconds
Extract sessions (maximum length 30 minutes) for each user
WHILE observed sessions are not done do
Split session into sub-sessions with time period Tn
Filter out user session with length less than 2 minutes
FOR-EACH sub-session do
Compute the number of requests, η
Compute the cumulative size of all responses, ƥ
END FOR-EACH
END WHILE
Compute Request_States (Ɍ) limits based on the distribution η
Apply Adjusted Box Plot to remove possible outliers from the
distribution ƥ
Compute ϰ as the maximum value in ƥ
Classify the number of requests based on limits defined for
classes in Ɍ
Compute frequency of transitions α, between the possible set
of state pairs in Ɍ
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preliminary data analysis process carried out individually for every legitimate web log
contributes to the estimation of feature values defined in the following sections.

5.3

Feature Definitions

With the knowledge of browsing semantics discussed in Section 5.1, four novel features
are proposed to identify bots from the legitimate user base. These features are based on
one or more detection principles discussed in the previous section. Although the features
(Ƒ1 and Ƒ2) are sufficient enough to detect high rate request flooding attacks, two
additional features (Ƒ3 and Ƒ4) aid to establish a strong defense proficient in identifying
the presence of different attack strategies. The features along with their definitions are
enlisted below.
5.3.1

Request Index (Ƒ1)

Request Index (Ƒ1) for a given user quantifies its request rates in a given time window
based on the frequency of expected transitions among the classes in Ɍ. The preliminary
analysis resulted in 16 distinct transition possibilities (see Table 5.1), each of which is
assigned a score value computed using the Eqns. 5.4 and Eqn. 5.5.

𝜆=

𝑙𝑛 (0.1)
max(𝛼)

ʘ(𝑥, 𝑦) = 1 − 𝑒 −𝜆 ∗ 𝛼(𝑥,𝑦)

(5.4)

(5.5)

where λ is the relaxing factor, α(x,y) is the count of transitions from class x to class y,
ʘ(x,y) is the score value computed for the transition from class x to class y. Request
Index (Ƒ1) is computed for every connected user using Eqn. 5.6 as the averaged sum of
transition scores for consecutive time windows Tn in a single Tw. Ɍ(𝑛) maps a particular
request frequency value 𝑛 to its respective class. η(𝑇) represents the number of requests
in time window T. 𝑙 is the number of narrow windows in a single Tw.

Ƒ1 =

∑
∀𝑇𝑛+1 ∈ 𝑇𝑤

ʘ(Ɍ(η(𝑇𝑖 )), Ɍ(η(𝑇𝑖+1 )))⁄(𝑙 − 1)

(5.6)
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Response Index (Ƒ2)

Response Index (Ƒ2) quantifies the deviation of a user’s actual response size from the
expected value. Initially, the possible outliers are removed from the distribution ƥ, using
the adjusted box plot approach (Hubert and Vandervieren, 2008) defined below.

𝑀𝐶(𝛾) =

𝑚𝑒𝑑
⏟

ℎ(𝑥1 , 𝑥2 )

𝑥1 <𝑚𝛾 <𝑥2

(5.7)

where x1 and x2 are independent samples from the distribution ƥ, mƥ is the median of ƥ
and h is the kernel function estimated as

ℎ(𝑥1 , 𝑥2 ) =

(𝑥𝑗 − 𝑚𝛾 ) − (𝑚ƥ − 𝑥𝑖 )
𝑥𝑗 − 𝑥𝑖

(5.8)

According to the adjusted box plot (Hubert and Vandervieren, 2008), the upper
boundary is computed using Eqn. 5.9.

𝜘 = 𝑄3 + 1.5 ∗ 𝑒 4 ∗ 𝑀𝐶 ∗ 𝐼𝑄𝑅

(5.9)

where Q3 and IQR are the third quartile and inter quartile range of the distribution,
respectively; and MC is Med Couple. Ƒ2 is computed using Eqn. 5.10.

Ƒ2 =

∑ (1 + 𝑒 ƥ(Tn )⁄𝜘 )⁄𝑙

(5.10)

∀𝑇𝑛 ∈ 𝑇𝑤

where ƥ(Tn) and ϰ represent the aggregated response size and response’s upper bound
respectively.
5.3.3

Popularity Index (Ƒ3)

Popularity Index (Ƒ3) captures the odds of observing the requests of popular to
unpopular web objects. Studies suggest that 10 percent of the web resources are
responsible for 90 percent of overall traffic (Xie and Yu, 2009a; Ye and Zheng, 2011).
Accordingly, it can be said that the majority of requests by legitimate users converge to
these 10 percent of web objects. An attacker unaware of these 10 percent will randomly
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generate requests leading to deviation from the behavior of legitimate users. Ƒ3 is
computed using Eqn. 5.11.

Ƒ3 = 𝐿𝑛 (

(𝑝1 ∗ 𝑞2 + ɛ)
)
(𝑞1 ∗ 𝑝2 + ɛ)

(5.11)

𝑝1 is 0.9, 𝑞1 is 0.1; 𝑝2 is computed using Eqn. 5.12, 𝑞2 = 1 – 𝑝2 ; and ɛ is a very smallvalued variable used to avoid exceptions in cases where a probability value is zero.

𝑝2 =

∑

𝑃(𝑖) ⁄ ∑ 𝜂(𝑇𝑛 )

∀𝑖 ∈ ɰ(𝑇𝑛 )

𝑃(𝑖) = {

(5.12)

∀𝑇𝑛 ∈ 𝑇𝑤

1,
0,

𝑖∈ɦ
𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

(5.13)

where ɰ(Tn) represents the set of web objects requested in time window Tn.
5.3.4

Repetition Index (Ƒ4)

Repetition Index (Ƒ4) measures the extent to which a user repeatedly requests for the
same web objects. It can be said that the legitimate users rarely request for same web
objects within a certain time window. On the other hand, bots are known to produce
such repeated requests due to their elevated request rates. There are a number of GET
flood attack strategies wherein the bots are instructed to target a single or a definite set
of web objects. Ƒ4 helps identify such strategies. It is computed using Eqn. 5.14.

Ƒ4 =

∑

𝑊(𝑖) ⁄ ∑ 𝜂(𝑇𝑛 )

∀𝑖 ∈ ɰ(𝑇𝑛 )

(5.14)

∀𝑇𝑛 ∈ 𝑇𝑤

where ɰ(Tn) represents the set of web objects requested in time window Tn.

1,
𝑊(𝐸) = {
0,

𝐸 𝑎𝑙𝑟𝑒𝑎𝑑𝑦 𝑎𝑐𝑐𝑒𝑠𝑠𝑒𝑑 𝑖𝑛 𝑇𝑛
𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

(5.15)

For each user, the four feature values are computed after the competition of every single
time window Tw. These features allow characterization of legitimate and attack bots at
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individual user levels that assist network administrators in carrying out the necessary
filtering of possible attack traffic.

5.4

Summary

Researchers often rely on behavioral features of the users to capture anomalous entities.
This chapter unfolded a few essential characteristics exhibited by the legitimate users
and attack bots while browsing for the information on a web server. Consequently, a
minimal feature set comprising four behavior-inspired features is proposed (Objective
III) for an efficient detection of GET flood attacks during the normal and flash
background traffic types. The next chapter evaluates the detection rate of these features
against multiple GET flood attack strategies.

CHAPTER 6 Feature Calibration and Validation

Feature Calibration and Validation

Due to the lack of any benchmark web logs available for GET flood DDoS attacks, the
researchers often choose to synthesize the attack traffic traces using a multitude of
software tools. These attack traces are then mixed with the legitimate benchmark web
logs (publicly available online) to evaluate detection capabilities of various defense
techniques. However, there are inconsistencies in the process of generating the traffic
traces for different attack strategies due to which similar attack strategies across
different studies do not always exhibit analogous scenarios. After a comprehensive
analysis of state-of-the-art literature, an experimental setup that closely corresponds to
the attacks in real-world scenarios for fabricating the attack traffic traces is designed.
The efficiency of the proposed features is then computed with crisp and fuzzy thresholds
using two performance parameters, detection rate and false positive rate.

6.1

Experimental Setup

The experimental design setup, consisting of a set of three machines running on Linux
and equipped with Intel Core i7-4790 3.60 GHz (4GB RAM), is employed to emulate
the user clouds, delay generator and the server, respectively as shown in Figure 6.1. The
machine M1 emulates two user clouds, Cloud_L and Cloud_A, which generate requests
using Apache JMeter (“Apache JMeter,” 2016). The server is emulated by installing
Apache Server (“The Apache HTTP Server Project,” 2016) on the machine M3. In
addition to this, NIST Net (Carson and Santay, 2003) configured with an ISP level
topology is installed on the machine M2 to add random delays in the traffic flowing
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Figure 6.1 Experimental setup for fabricating the attack traffic traces

through M1 to M3.
The focus is on creating a similar environment at the server end. So in order to garner
realistic attack traffic, the original server environment is replicated by reproducing
identical files and directory structures at the server on M3. Cloud_L replays traffic traces
of benchmark web logs whereas Cloud_A generates the attack requests. Cloud_A is
configured to emulate 150 bots (Beitollahi and Deconinck, 2012) that launch multiple
GET flood attacks with varying strategies. Also, request rates of 300ms, 200ms and
100ms are chosen based on the configurations of three renowned virus programs
BlueCode.Worm, Netsky.Q and Trojan_Sientok (Singh et al., 2017). A pre-determined
pool of IP addresses assigned to the user clouds is used to separate out the attack
requests from the entire access log captured by the server on M3.

6.2

Fabrication of GET Flood Attacks

Traffic traces for 8 attacks comprising 6 GET flood attack strategies with varying interrequest delays are generated by applying four different configuration parameters
namely selection, count, sequence and volume. Here, selection represents the set of web
objects accessed by the bots, count represents the total number of unique web objects
accessed, sequence represents the order of web object accesses and volume represents
the web object size. Table 6.1 lists the differences between the fabricated attacks. The
traffic traces for attack strategies are separately built for each web log taking into
account their respective web server directory structures. These eight attacks can broadly
be categorized into two attack types elaborated further in this section.
6.2.1

High Rate GET Flood Attacks

The most common type of attack routine is to flood a victim in order to outsize its load
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Table 6.1 Traffic generation parameters for attack traffic traces
Attack Type

✓

✓

✓

✓

✓

✓
✓

✓

✓

✓

Volume

✓

Sequence

✓

Count

✓

Selection

100
200
300
300
300
300
2500
2500

Low Rate

H_100
H_200
H_300
SP1_300
SP2_300
SP3_300
AS_2500
AM_2500

Sophisticated

Delay
(ms)

High Rate

Attack
Code

Web Object

Random
Random
Random
Popular
Popular
Unpopular
Popular
Popular

Complete
Complete
Complete
Fixed set
Fixed set
Fixed set
Single
Fixed set

Random
Random
Random
Random
Random
Random
Random

Random
Random
Random
Random
Small
Small
Large
Large

processing capacity. Similar is the case with GET flood attack strategy where the bots
make requests to the server at a rigorous pace. As a result, the server ends up with a
clotted request queue leading to dropping of many legitimate requests. During this stage
of the research work, three high rate attacks (<H_100>, <H_200> and <H_300>) with
inter-request delays of 100ms, 200ms and 300ms respectively are fabricated. Lower the
inter-request delay (higher the request rate), higher is the attack intensity. In traditional
high rate attacks, the resources (web objects) are randomly selected. A continuous burst
of requests is generated by the bots that results in overshooting the server threshold
limits. Attacker initially selects a constant inter-request delay based on which the bots
send requests to the server. Every single bot adheres to the same request rate which does
not change over time. A majority of previous studies have focused their research on
countering this attack strategy.
6.2.2

Sophisticated GET Flood Attacks

In the case where bots are instructed to request the server resources randomly, there
occurs a significant divergence (from legitimate model) in the request semantics of bots.
Attackers often tweak their attack strategies to elude this apparent divergence possibly
leading to their detection. A number of different sophisticated versions of GET flood
attacks are examined to evaluate the proposed feature set.
An attacker is assumed to be completely aware of the file and directory structure of the
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server. It is noteworthy that the major part of the bot requests targets web objects
belonging to set ɦ for all the sophisticated attack strategies (except <SP3_300>).
However, requests to a few unpopular web objects result in Ƒ3 values similar for both
bots and legitimate users. Ƒ3 value plunges further below the legitimate zone (less than
the value of -6) if only the popular web objects are requested in the attack process. The
first three sophisticated attack strategies given below rely on the assumption that the set
ɦ is also known to the attacker prior to launching an attack.
(i)

SP1_300: The bots request for web objects belonging to set ɦ. There is no
specific sequence followed in the selection of these web objects from the set
ɦ, and hence the size of requested web objects varies significantly within each
Tn.

(ii)

SP2_300: The bots initially selects (almost 20 percent) small-sized web objects
from the complete set ɦ. These web objects are then randomly requested to
overload the server.

(iii)

SP3_300: This attack strategy is similar to <SP2_300> where the bots select
bottom 20 percent of the small-sized web objects. However, this selection is
only limited to the web objects that are not part of the set ɦ.

The bots establish connections with the server and keep it busy by continuously sending
streams of requests. In an attempt to evade frequency based detection techniques, bots
start requesting web pages that cultivate higher workload on the server resources (CPU
cycles or disk usage). Such sophisticated attack strategies are classified as asymmetric
because the download rate is much greater than the upload rate. The bots continuously
generate requests for workload intensive content, and the server is kept busy in
responding to those requests. With the prior knowledge of server resources, the bots
tend to request only those web objects that are capable of triggering multiple high
workloads on the victim server. The asymmetric attack strategies examined in this
chapter are as follows.
(i)

AS_2500: The bots are programmed to constantly send requests to a single web
object at a much-delayed rate (2500ms in our case).

(ii)

AM_2500: In contrast to the <AS_2500> attack strategy, the bots are instructed
to request multiple web objects with high workload contents.
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Figure 6.2 Illustration of confusion matrix

6.3

Feature Set Threshold Calibration

We use F1-score (Eqn. 6.1) to find suitable threshold values for the proposed features
to effectively differentiate legitimate users and bots (Bhandari et al., 2014). Confusion
matrix provides an appropriate mode of capturing the performance of a designated
threshold value in terms of true negative (TN), false positive (FP), false negative (FN)
and true positive (TP). In the context of this work, TN captures legitimate user instances
in the legitimate zone; FP captures legitimate user instances in the attack zone; FN
captures bot instances in the legitimate zone; and TP captures bot instances in the attack
zone, as depicted in Figure 6.2. The values of precision and recall are then worked out
to compute F1-score at different thresholds.

𝐹1‑𝑆𝑐𝑜𝑟𝑒 = 2 ∗

(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙)
(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙)

(6.1)

The F1-score values estimated for all the features at different levels of thresholds are
shown in Figure 6.3. The threshold values corresponding to the maximum F1-score
value for each feature are used to differentiate between legitimate and attack zones in
Figures 6.4 – 6.7.

6.4

Results and Discussion

The detection of GET flood DDoS attacks depends on characterizing individual user
behavior in terms of its request semantics. In order to realize the divergence of feature
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(a) Ƒ1 value threshold calibration

(b) Ƒ2 value threshold calibration

(c) Ƒ3 value threshold calibration

(d) Ƒ4 value threshold calibration

Figure 6.3 Feature threshold calibration using F1-score

set values between legitimate users and bots, first 2040 users are extracted from each
legitimate web log. The access logs of 150 bots corresponding to each of the 8 attacks
are successively merged with the access logs of 2040 legitimate users. The first attack
instance appears after 120 legitimate users followed by other attacks at 360, 600, 840,
1080, 1320, 1560 and 1800 respectively. Figures 6.4 – 6.7 represent the feature score
values of legitimate users and bots for different web logs.
The underlying feature computation parameters differed among legitimate web logs due
to which the bots performing similar attack strategies resulted in arriving at different
feature values. The feature value domain is divided into two zones, legitimate zone and
attack zone. The threshold calibration performed in subsequent sub-section helps
identify these two zones. Table 6.2 presents the pseudo code used to calculate the
feature set values of the users. The following sub-sections exclusively examine each of
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Table 6.2 Pseudo code to compute feature set values of users
01:
02:
03:
04:
05:
06:
07:
08:
09:
10:
11:

Initialize Tn as 30 seconds and Tw as 120 seconds
Input: Ɍ limits and ϰ
WHILE observed sessions are not done do
Split each user session into sub-sessions with time period
of Tw
FOR-ALL observed sub-sessions do
Split Sub-sessions into four segments each with time
period of Tn
FOR-EACH segment do
Classify the number of requests based on
Request_States limits
Compute Ƒ2 based on Eqn. 5.10 for each sub
window
END FOR-EACH
Compute transition score for consecutive segments
i.e. Ƒ1 using Eqn. 5.6

12:
13:
14:
15:

Average Ƒ1 and Ƒ2 over four sub windows
Compute Ƒ3 and Ƒ4 based on Eqn. 5.11 and Eqn. 5.14,
respectively
END FOR-ALL
END WHILE

the four proposed features.
6.4.1

Analysis of Request Index

This feature value depends on the request class transitions made by the user during
successive time windows (Tn). An attacker will continue to hit the server with a constant
request rate, whereas there are a significant number of leaps in the request rates of the
legitimate users. During our preliminary analysis of legitimate web logs, each value of
request count ɳ was mapped to classes in Ɍ based on the derived boundary limits. These
limits vary across different web logs. For instance, the class limit values for
WorldCup98 web log were notably the highest, followed by Clarknet, University and
NASA. This caused respective upward shifts in feature values of bots across the web
logs, with the most in WorldCup98 and the least in NASA.
Ƒ1 is able to easily capture high rate GET flood attacks due to their request frequencies,
which are considerably high as compared to those of the legitimate users (Figure 6.4).
Asymmetric attack strategies (<AS_2500> and <AM_2500>), with request rates in the
range closer to other legitimate users, remain unnoticeable. The requests rates of
legitimate users are the least in case of NASA as compared to the other three web logs.
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(a) WorldCup98

(b) Clarknet

(c) NASA

(d) University

Figure 6.4 Ƒ1 values of legitimate users and bots
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(a) WorldCup98

(b) Clarknet

(c) NASA

(d) University

Figure 6.5 Ƒ2 values of legitimate users and bots
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Even the request rate (2500ms) of bots carrying out the asymmetric attacks was more
than that of the legitimate users. This forced the feature values of bots performing
asymmetric attacks to fall in the legitimate zone. Sophisticated attack strategies due to
their high request frequency (300ms) also lie in the attack zone. However, a complex
attack with a low request frequency along with an appropriate mix of light and heavy
web objects might avoid its detection based on this feature.
6.4.2

Analysis of Response Index

This feature comes into play when the attacker’s objective is to access high workload
resources instead of executing a high rate attack. Where the feature Ƒ1 is unable to
recognize the presence of asymmetric attack strategies, the feature Ƒ2 appeared to be
very efficient in this regard as shown in Figure 6.5.
Some high rate attack strategies also landed on attack zone owing to the fact that a large
number of requests in a short duration will collectively incur elevated workload on the
server. Due to the targeted low sized web objects, the feature values of bots with regards
to attacks <SP2_300> and <SP3_300> stay in the legitimate zone. The processing of
these requests does not incur much overhead on the server, but the request queue rapidly
fills up due to high request rates.
Asymmetric attacks generate requests for large-sized web objects due to which Ƒ2
values for bots fall much below the Ƒ2 values for legitimate users. Ƒ2 values of bots in
attack strategy <SP1_300> for WorldCup98 web log cross the legitimate boundary.
This happened due to the fact that web objects (in set ɦ) accessed in the attack were
having an average size of 7326 bytes, as compared to 18182 bytes for the entire traffic
trace considered during the preliminary analysis.
Average web object size in University web log is considerably low (9838 bytes) as
compared to the other three web logs. As there were not many large-sized web objects,
the set chosen for orchestrating the asymmetric attack (<AM_2500>) contained a few
medium sized web objects too. As a result, the Ƒ2 values in asymmetric attack
(<AM_2500>) for University web log remained in the legitimate zone instead of the
predicted attack zone. However, repeated accesses of the single-largest web object
under the attack strategy <AS_2500> restricted the Ƒ2 values of the bots to the attack
zone.

CHAPTER 6. Feature Calibration and Validation
6.4.3

97

Analysis of Popularity Index

It is usually seen that 10 percent of the total number of web objects are responsible of
capturing 90 percent of the traffic (Xie and Yu, 2009a). During preliminary analysis, it
was observed that this fact truly holds for WorldCup98 and University web logs.
Clarknet and NASA web logs however exhibit the same for almost 17 percent and 19
percent, respectively.
A significant fractional difference between popular and unpopular web objects
generates requests more in favor of unpopular resources during random access in case
of <H_100>, <H_200> and <H_300> attack strategies. Ƒ3 values as a result ascent
above the legitimate zone. The prior knowledge of server resources facilitates an
attacker to replicate the content specifications of a legitimate user. The bots improvising
sophisticated attack strategies (except <SP3_300>) request very few unpopular web
objects in addition to a substantial number of popular web objects belonging to set ɦ.
The feature values of bots in <SP3_300> tend to lie far above the legitimate zone (as
shown in Figure 6.6) since all the light-weighted and unpopular web objects are
requested.
6.4.4

Analysis of Repetition Index

This feature takes a higher value if there are fewer repetitions among the requested
resources and vice versa. Bots are more likely to repeat their respective requests, which
can help in differentiating them from legitimate users. In attack strategies <AS_2500>,
<AM_2500>, <SP2_300> and <SP3_300>, the bots tend to reiterate through a fixed set
of web objects. Due to the random selection of web objects from the entire server
database, the bots involved in high rate attack strategies eventually escape the detection
zone, as shown in Figure 6.7.
NASA and University web logs comprise very less number of unique web objects, i.e.
1817 and 618, respectively. Hence, the feature value plunges in the attack zone even for
the bots that possess substantial randomness in accessing web objects. In the other two
web logs, the number of unique web objects is large enough to maintain potential
randomness. Clarknet web log consists of a vast number of web objects in the set ɦ. As
a result, Ƒ4 values of the bots responsible for conducting <SP1_300> attack stays in the
attack zone.
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(a) WorldCup98

(b) Clarknet

(c) NASA

(d) University
Figure 6.6 Ƒ3 values of legitimate users and bots
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(a) WorldCup98

(b) Clarknet

(c) NASA

(d) University
Figure 6.7 Ƒ4 values of legitimate users and bots

99

100

6.5

6.5 Overhead Analysis and Deployment

Overhead Analysis and Deployment

It is important to analyze the time and space overheads of the proposed detection
system. The time and space overheads for preliminary web log analysis are almost O(1)
and therefore not included in the discussion. The following sub-sections evaluate the
time and space overheads of the proposed detection system.
6.5.1

Time Overhead

Let us consider the time overheads for computing the features Ƒ1, Ƒ2, Ƒ3 and Ƒ4 are
O(N1 ), O(N2 ), O(N3 ) and O(N4 ) respectively. There are 3 types of operations OP1,
OP2 and OP3 performed during computations of the feature values. OP1 comprises all
the one-time memory fetch operations that include functions such as ʘ(x,y), ƥ(t) and
η(t). We also add operations like addition, deletion, natural log and exponential, etc. in
OP1. OP2 performs a few comparisons (less than 4) and a single memory fetch
operation, and includes the function Ɍ(n). The functions in OP3 perform many
comparisons before returning. W(E) and P(i) are dependent on the number of unique
web objects requested by the user in time window Tw. If a user makes request to WB
unique web objects, then the worst case time overheads of these two functions is
𝑂(𝑊𝐵2 ).
The time overhead to calculate feature Ƒ1 is O(N1 ) = O(3 × (3 × OP1 + 2 × OP2) +
2 × OP1). Similarly, for feature Ƒ2, O(N2 ) = O(4 × (4 × OP1) + 1 ∗ OP1). The time
overhead of computing feature values of Ƒ3 and Ƒ4 are dependent on the number of web
objects that are requested by a user in time window Tw. From the equations, we compute
O(N3 ) = O(10 × OP1 + WB2 ) and O(N4 ) = O(5 × OP1 + WB2 ). Therefore, the
feature set computation for a single user cost O(N) = O(N1 ) + O(N2 ) + O(N3 ) +
O(N4 ) = O(2 × WB2 + 43 × OP1 + 6 × OP2).
For 𝑛 users, the total time overhead will be 𝑛 × O(2 × WB 2 + 43 × OP1 + 6 × OP2).
For simplicity in calculating the time overhead, we assume that the operations OP1 and
OP2 take 1 and 3 units of CPU time, respectively. The total time overhead therefore
becomes 𝑛 × O(2 × WB2 + 61). Based on the preliminary analysis of the web logs,
the maximum value of WB is 4×114 i.e. length of Tw and maximum number of requests
made by a user in single Tn (which is 114 for WorldCup98 web log). Consider there are
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100,000 active users (𝑛) connected to a web server. Clearly at any time, the number of
active users are very larger than WB i.e. 𝑛 ≫ WB. The time overhead for computing a
feature set instance after the end of time window Tw is O(𝑛).
6.5.2

Space Overhead

As the server monitors and stores variables corresponding to each of the connected
users, the space overhead therefore becomes vital. The stored variables are used for the
calculation of feature values after completion of Tw. The proposed system uses three
variables 𝑉𝑎𝑟1, 𝑉𝑎𝑟2, and 𝑉𝑎𝑟3. 𝑉𝑎𝑟1 is a sequential array that stores the identifiers
associated with the web objects requested by a user within a time window Tw.
𝑉𝑎𝑟2 𝑎𝑛𝑑 𝑉𝑎𝑟3 are the arrays of length 4, which sequentially store the request counts
and cumulative response size respectively for the 4 consecutive time windows Tn.
Clarknet web log comprised of the maximum number of unique web objects i.e. 20103.
15 bits are required to uniquely identify each web object in the web log. In the worst
case, the maximum length of 𝑉𝑎𝑟1 is equal to the maximum number of requests in time
window Tw, i.e. 4×114 = 456. The total size of 𝑉𝑎𝑟1 becomes 6840 bits. Each element
in 𝑉𝑎𝑟2 can be of size 8 bits, as the maximum value of request count in a single time
window Tn is 114. The total size of 𝑉𝑎𝑟2 becomes 32 bits. The maximum value of upper
limit computed after removing outliers is 196155 for the WorldCup98 web log. In the
worst case, suppose a user keeps on requesting a web object with a size of 196155 bytes,
the maximum value of cumulative response with 114 requests could reach up to 114×
196155 i.e. 22361670 bytes. We need 25 bits to store this number in bytes or 15 bits if
stored in units of KiloBytes. The total size of 𝑉𝑎𝑟3 becomes 100 bits (taking 25 bits
each).
So, in the worst case, we require 6840+32+100 = 6972 bits (less than 1KB) to capture
the behavior of a single user during the time window Tw. This memory is reused to store
new values after every Tw, which a modern day web server can easily handle.
6.5.3

Deployment

There are two main deployment options for a defense system, stand alone at the target
server or distributed in the network. The researchers usually prefer deployment at the
victim end due to the nature of GET flood attacks. Once the model is trained in the
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proposed system, it is installed as a Web Application Firewall (WAF) capable of
sniffing the traffic going toward the server. WAF acts as a moderator between a user
and the web server. The feature set values for each user are extracted from the traffic
and the trained model is used to classify the user as legitimate or attack bot. The IP
addresses of potential classified bots are sent to the server for necessary actions.
Many times the legitimate users make use of online web proxies to access a server.
Also, the users in universities or other organizations access the online services from
behind the NAT. Consequently, the server receives traffic representing a large number
of users through a small set of IP addresses. These IP addresses due to their high request
rates are on the verge of being classified as attack bots. One approach to avoid such
misjudgment is to whitelist these IP addresses (web proxies or NATs). However, it is
not possible to fully legitimize the traffic using proxies and NATs because an attacker
may direct the bot requests through these proxies (if public). GET flood detection
mechanisms are usually deployed at the server end. Therefore, it is not possible to
individualize the proxy traffic into discrete users. The proposed system scrutinizes the
individual user behavior instead of monitoring the traffic as a whole; thus it is
practically deployable at web proxies.

6.6

Feature Set Performance Validation

The detection performance of the proposed feature set is validated on two separate
detection modules. In the first module, the crisp threshold values computed in Section
6.3 are used in logical disjunction operation to detect attack bots. The second module
deploys a fuzzy control system that initially converts the crisp feature values to fuzzy
sets, and subsequently utilizes the pre-established inference rules to produce defuzzified quantifiable crisp value. This final value is then used by the scheduler to take
decisions such as whether to permit user, block user, etc. Detection Rate (Eqn. 6.2) and
False Positive Rate (Eqn. 6.3) are used to evaluate the performance of the proposed
features in detecting attack bots. In addition to these, two qualitative metrics:
complexity and scalability are also considered for comparison among detection works.
Complexity refers to the ease of deployment of a scheme in real-world environment.
High complexity indicates deployment difficulty of the technique in the real-world. This
is possible if the technique requires deployment at multiple modules, demands frequent
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Figure 6.8 Characterizing incoming users based on the crisp thresholds

updates, slow updates, etc. Scalability refers to the applicability of a technique in high
workload environments. Low scalability indicates that the underlying technique relies
on heavy computations and is hence unsuitable for high workload environments.

𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑅𝑎𝑡𝑒 =

𝐹𝑃𝑅 =

6.6.1

𝑇𝑃
× 100
𝑇𝑃 + 𝐹𝑁

𝐹𝑃
𝐹𝑃 + 𝑇𝑁

(6.2)

(6.3)

Crisp Thresholds

A legitimate user is characterized as a bot if any of the four features lies in its respective
attack zone. The detection rate (Eqn. 6.2) quantifies the performance of the proposed
system (Figure 6.8) under crisp thresholds. This is achieved by initially extracting for
each user the feature values from the incoming traffic followed by performing a logical
disjunction operation among the feature classification decisions. A detection rate of
97.8%, 86.5%, 95.7% and 93.1% for the web logs WorldCup98, Clarknet, NASA and
University is observed, respectively. The resultant average accuracy of the proposed
detection system is estimated to be 93.3%.
6.6.2

Fuzzy Thresholds

Fuzzy Control System (FCS) is designed (shown in Figure 6.9) to take scheduling
decisions for the users based on their input feature set values. A fuzzy set is represented
as (X, μ) where X is a set and μ: X → [0, 1] is a membership function (Singh et al.,
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Figure 6.9 Fuzzy Control System (FCS)

2013). For every x ϵ X, the value μ(x) is known as the grade of membership of x. We
usually denote fuzzy set with membership values as {μ(x1 )/x1 , μ(x2 )/x2 , … … , μ(xn )/
xn }. Membership function μ maps each element in X to a membership value between 0
and 1. Three operational modules constituting FCS are discussed below.
6.6.2.1 Fuzzification
The fuzzy control system takes four crisp inputs (Ƒ1- Ƒ4). For every client connected to
the server, these values are fed to FCS after 120 seconds for further processing. The
crisp value of each feature fed to FCS is mapped by the three fuzzy membership
functions into three fuzzy sets Low, Medium and High. These membership functions
are defined by Eqn. 6.4 – 6.6 respectively. The values α, β and 𝛾 varies among the
features for a particular benchmark web log.
Suppose there are 𝑖 (1 ≤ 𝑖 ≤ 4) features and 𝑗 (1 ≤ 𝑗 ≤ 4) benchmark web logs, then
𝑗

𝛾𝑖 represents a crisp threshold value computed for ith feature within jth benchmark web
𝑗

𝑗

𝑗

𝑗

log. The value of 𝛼𝑖 is calculated as 𝛾𝑖 − ẟ and 𝛽𝑖 as 𝛾𝑖 + ẟ, where ẟ = 0.2. Figure
6.10(a) represents the membership functions for the input fuzzy sets. There are three
fuzzy sets Human, Suspicious and Bot defined by their membership functions shown in
Figure 6.10(b).

𝑗

1,

𝑥 ≤ 𝛼𝑖

𝑗

μLow (x) =

𝛾𝑖 − 𝑥
𝑗
𝛾𝑖

{

−
0,

𝑗
𝛼𝑖

𝑗

, 𝛼 < 𝑥 < 𝛾𝑖
𝑗

𝑥 ≥ 𝛾𝑖

(6.4)
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(a)

(b)
Figure 6.10 Membership functions of input fuzzy sets

𝑗

0,

𝑥 ≤ 𝛼𝑖
𝑗

𝑥 − 𝛼𝑖
μMedium (x) =

𝑗

𝑗

𝑗
𝛾𝑖

𝑗
𝛽𝑖

, 𝛼𝑖 < 𝑥 < 𝛾𝑖

𝑗
𝑗
𝛾𝑖 − 𝛼𝑖
𝑗
𝛽𝑖 − 𝑥
,
𝑗
𝑗
𝛽𝑖 − 𝛾𝑖

(6.5)

𝑗

0,

{

0,

<𝑥<

𝑥 ≥ 𝛽𝑖
𝑗

𝑥 ≤ 𝛾𝑖

𝑗

𝛽𝑖 − 𝑥

μHigh (x) =

𝑗
𝛽𝑖

{

−
1,

𝑗
𝛾𝑖

𝑗

𝑗

, 𝛾𝑖 < 𝑥 < 𝛽𝑖

(6.6)

𝑗

𝑥 ≥ 𝛽𝑖

6.6.2.2 Inference Engine
The inference engine converts the fuzzy input sets to the fuzzy output sets using the rule
base shown in Table 6.3. These rules are formed based on experience and ranking of

106

6.6 Feature Set Performance Validation
Table 6.3 Inference rule base

Ƒ1

Ƒ2

Ƒ3

Ƒ4

Low
Low
Low
Low
Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
High
High
High
High
High
High
High
High

Low
Low
Low
Low
Medium
Medium
Medium
Medium
High
High
High
High
Low
Low
Low
Low
Medium
Medium
Medium
Medium
High
High
High
High

Low
Low
Medium
Medium
High
High
Low
Low
Medium
Medium
High
High
Low
Low
Medium
Medium
High
High
Low
Low
Medium
Medium
High
High

Low
Medium
High
Low
Medium
High
Low
Medium
High
Low
Medium
High
Low
Medium
High
Low
Medium
High
Low
Medium
High
Low
Medium
High

User
Legitimate
Legitimate
Suspicious
Legitimate
Bot
Suspicious
Legitimate
Legitimate
Bot
Suspicious
Bot
Bot
Legitimate
Legitimate
Suspicious
Suspicious
Bot
Bot
Suspicious
Bot
Bot
Bot
Bot
Bot

the features. The rules in Table 6.3 can be interpreted as

𝑖=4

If ⋀ Ƒi 𝑖𝑠 ⟨𝐿𝑜𝑤|𝑀𝑒𝑑𝑖𝑢𝑚|𝐻𝑖𝑔ℎ⟩, then 𝑈𝑠𝑒𝑟 is ⟨𝐻𝑢𝑚𝑎𝑛|𝑆𝑢𝑠𝑝𝑖𝑐𝑖𝑜𝑢𝑠|𝐵𝑜𝑡⟩

(6.7)

𝑖=1

6.6.2.3 Defuzzification
The outputs from the inference engine are converted to crisp values during
defuzzification. There are a number of ways to perform defuzzification of a fuzzy
quantity. We have chosen the center of gravity method (Broekhoven and De, 2006),
where the centroid of each membership function is initially computed. Following this,
the final crisp value is calculated using Eqn. 6.8, which takes the weighted average of
individual centroids. We consider this value to represent the Legitimacy of every client,
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Table 6.4 Comparison of the proposed system with existing works

Works
Liao et al. (2014)
Yadav et al. (2016)
Xu et al. (2014)
Xie et al. (2009a)
Wang et al. (2014)
Proposed work
(Crisp thresholds)
Proposed work
(Fuzzy thresholds)

DR (%)

FPR (%)

99.80
98.99
96
90
88.95

3.3
1.27
3.40
1
5.10

Medium
Low
Low
High
Low

High
High
High
Low
High

Attack
strategy
3
2
1
1
2

93.30

0.57

Low

High

6

95.4

1.02

Low

High

6

Complexity Scalability

which is fed to the scheduler that makes blocking and processing decisions.

𝐿𝑒𝑔𝑖𝑡𝑖𝑚𝑎𝑐𝑦 =

6.7

∑𝛽𝑥=𝛼 𝜇𝐴 (𝑥) ∗ 𝑋
∑𝛽𝑥=𝛼 𝜇𝐴 (𝑥)

(6.8)

Validation Results

In contrast to the existing literature, the proposed feature set provides the capability of
identifying more number of GET flood attack strategies along with maintaining decent
accuracy levels across multiple web logs. The number of attack strategies considered
by our research work and other works, mentioned in Table 6.4, is determined based on
the classifications given in the survey (Singh et al., 2017). Also, DR and FPR represent
the estimated averages of detection rate values and false positive rate values for different
works across their investigated web logs and attack strategies. The proposed system
maintains low complexity by offering easy deployment. It can be installed as a single
module in-front of the server to discriminate among the incoming traffic sources. Also,
updating the system would require a few data preprocessing steps to calculate the
desired threshold levels. The scalability of the proposed system in the real-world is also
high due to the need of storing only four variables (features) for each user. Therefore,
the increase in the user base of a server does not affect the performance of the detection
approach. In the next chapter, we extend the detection capability of the system from 6
to 12 different GET flood attack strategies. Also, we incorporate various machine
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learning classification algorithms to achieve better accuracy against these attack
strategies.

6.8

Summary

With an anticipation to circumvent modern day security procedures, the attackers are
moving toward HTTP-GET flood DDoS attacks, an application layer specific exploit
that offers a stealthier modus operandi. Detecting these attacks requires considerable
efforts in understanding user level activities. Due to the absence of benchmark web logs
available for HTTP-GET flood attacks, an experimental setup is designed to prepare
attack traces corresponding to 6 GET flood attacks strategies. The proposed features are
initially calibrated to figure out optimal thresholds values for respective web logs based
on F1-scores (Objective IV). Consequently, the time and space complexities of the
proposed detection system are estimated. Finally, the proposed features are validated
by evaluating the overall detection accuracy for both crisp and fuzzy thresholds
(Objective V). The results evidently point toward the ability of the detection system in
efficiently discriminating legitimate users from bots involved in executing GET flood
attacks with different strategies.

CHAPTER 7 Modeling Features Using Machine Learning

Modeling Features Using Machine Learning

The proposed features were evaluated against 6 GET flood attack strategies in the
previous chapter. This chapter aims at improving the detection performance by
incorporating various machine learning classifiers into our detection system. Moreover,
the number of GET flood attack strategies that the detection system is able to capture is
also increased from 6 to 12. The prime objective of the proposed system is to provide a
classification model capable of efficiently discriminating legitimate users from the bots
attempting HTTP-GET flood attacks. The selection of a suitable machine learning
classification algorithm, therefore, becomes vital. Machine learning classification
algorithms can be grouped into supervised and unsupervised sets. Supervised machine
learning algorithms aim at categorizing the unseen input samples to a class based on the
training data set with known classes. In contrast, unsupervised machine learning
algorithms cluster the unlabeled feature space and classify the new sample based on its
proximity to existing clusters.

7.1

Classifier Algorithms

This study considers comparing the classification performance of 6 supervised machine
learning classifiers: Naïve Bayes, Support Vector Machine (SVM), Random Forest,
J48, JRip and IBk, which are known to exhibit decent accuracy levels with low
computation costs. These classifiers are briefed below.
(i)

Naïve Bayes: This classifier works on the principle of Bayes theorem.
Irrespective of the feature independence constraint, its applicability still
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persists in a variety of application domains due to high accuracy and low
training time.

(ii)

J48: It is a decision tree implementation of C4.5 algorithm in JAVA. It is used
to compute different case sets to classify an instance. These case sets are
represented in the form of a tree that conducts tests on the internal nodes to
determine the path toward a leaf assigned with a unique class label.

(iii)

JRIP: JRIP implements RIPPER, a rule-based classification taking into
consideration the reduced error pruning. It offers rapid rule generation while
maintaining the expressiveness close to decision trees.

(iv)

SVM: The package LibSVM (Chang and Lin, 2011) is used for experimenting
with Support Vector Machine (SVM) in Weka. SVM can effectively operate
in high dimensional feature space by partitioning the training data through
hyper planes with maximal margins. The training data is mapped onto the
higher dimensional space using various kernel methods in an attempt to form
separable and structured feature space. It is one of the widely implemented
classifiers due to its high accuracy for large-sized training data set.

(v)

Random Forest: Random Forest follows an ensemble approach wherein an
unknown instance is fed to a number of decision trees (collectively known as
forest) for classification. The highest chosen label among these trees defines
the final class of that instance. Much like SVM, it also handles large data sets
reasonably well.

(vi)

IBk: Weka provides an implementation of the k-Nearest Neighbor (kNN)
algorithm in the form of Instance Based Learner (IBk). The prediction of an
unknown instance takes place using neighbor votes based on their respective
distance measures. It performs an in-time prediction without constructing any
classification model in advance, thus referred to as lazy classifier.

7.2

HTTP-GET Flood Attack Strategies

Attackers follow a number of complex maneuvers to perform GET flood attacks. A
comprehensive classification of various possible GET flood attack strategies is given in
Chapter 3. This research work considers the detection of 12 commonly studied GET
flood attack strategies. These attack strategies are generated by tweaking 5
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configuration parameters namely delay, selection, count, sequence and volume. Delay
refers to the time gap between two consecutive requests; selection refers to the set of
web pages on server requested by bots; count refers to the number of unique web pages
requested; sequence refers to the order of requested web pages; volume refers to the
range of web page sizes (bytes). These attack strategies are represented as "Attack
Strategy (Category hierarchy)", and are elaborated below.
The proposed system has not been tested against the attack strategies such as Low Burst
(Periodic, Symmetric, Low Rate), Non Periodic (Symmetric, Low Rate), Slowloris
(Symmetric, Low Rate), One Shot (Asymmetric, Low Rate), Rare and Frequent Change
(Page Interest, Target Webpages, High Rate), Web Proxy (High Rate). The execution
logic behind these attacks demands specialized detection solutions. These attacks have
not been much prevalent in the literature concerning GET flood attacks. Therefore, we
decided to avoid complicating the proposed system by incorporating support for their
detection. Table 7.1 represents all the attack strategies and their respective parameters
value. The feature value may increase or decrease depending on the employed attack
strategy. Table 7.1 also represents the direction of possible fluctuations in the values of
features with respect to the attack strategies. Such changes in one or more features aid
the discrimination of bots and legitimate users.

7.3

Experimental Design for Attack Traffic Fabrication

The work conducted in this study is divided into four subsequent phases, as shown in
Figure 7.1. The following sub-sections give thorough information regarding various
operations constituting each phase.
7.3.1

Traffic Traces Preparation

To the best of our knowledge, there are no benchmark web logs that contain GET flood
attack traces. As a result, the researchers use various simulation and emulation
techniques to fabricate the attack traces. We used the hybrid testbed DDoSTB (Behal
and Kumar, 2016) that comprises 75 physical nodes, 3 physical routers and 5 switches.
It also contains an 8-core Linux server acting as the attack target. This testbed combines
real and emulated traffic generating nodes allowing us to produce real-time attack traffic
traces. We use two sets of cluster nodes for legitimate users and attacking bots

Table 7.1 Parameters defining GET flood attack strategies and corresponding feature set fluctuations
Attack Strategy
1. High rate
1.1. Server Load
1.1.1. Random
1.1.2. Flash
1.1.3. Constant
1.2. Target Webpages
1.2.1. Single
1.2.1.1. Main page
1.2.1.2. Dominant
1.2.2. Multiple
1.2.2.1. Repeated
1.2.2.2. Replay flood
1.2.2.3. Random
1.2.2.4. Page interest
1.2.2.4.1. Hot page
1.2.2. Session flood
2. Low Rate
2.1. Symmetric
2.1.1. Periodic
2.1.1.1. High burst
2.2. Asymmetric
2.2.1. Continuous

Selection

Count

Sequence

Size

Delay δ (ms)

Ƒ1

Ƒ2

Ƒ3

Ƒ4

Random
Random
Random

Random
Fixed
Random

Random
Random
Random

Random
Random
Random

100 ≤ δ ≤ 300
100 ≤ δ ≤ 300
100 ≤ δ ≤ 300

↑
↑
↑

↑
↑
↑

↕
↑
↑

↓
↑
↓

Popular
Popular

Single
Single

-

Random
Random

100 ≤ δ ≤ 300
100 ≤ δ ≤ 300

↑
↑

↕
↕

↑
↑

↕
↕

Random
Random
Random

Fixed
Fixed
Random

Fixed
Fixed
Random

Random
Random
Random

100 ≤ δ ≤ 300
100 ≤ δ ≤ 300
100 ≤ δ ≤ 300

↑
↕
↑

↑
↕
↑

↑
↑
↕

↕
↕
↑

Popular
Random

Fixed
Random

Random
Random

Random
Random

100 ≤ δ ≤ 300
100 ≤ δ ≤ 300

↑
↑

↑
↑

↑
↑

↕
↕

Random

Random

Random

Random

100 ≤ δ ≤ 2000

↕

↑

↕

↑

Random

Fixed

Random

Large

2000 ≤ δ ≤ 3000

↕

↑

↑

↓
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Figure 7.1 Experimental Setup (a) Cleaning and preliminary analysis of benchmark web logs,
(b) Emulated test bed to fabricate attack traffic and (c) Constructing training data sets from
EXP Access logs, (d) Performance evaluation of classifier models

respectively. These two clusters Cluster 1 and Cluster 2 are connected to the server
through 2 layer-2 switches, 2 layer-3 switches, 1 firewall and 3 routers, as shown in
Figure 7.2. Legitimate traffic traces of benchmark web logs are replayed from Cluster
1. A continuous and sequential stream of attack traffic pertaining to 12 attack strategies,
each separated by variable differences (30 sec ≤ δ ≤ 120 sec), are generated using the
bot cloud on Cluster 2. Cluster 2 is deployed with multiple instances of Apache JMeter
to form a cloud of 3K active attack bots (Rajab et al., 2007). JMeter has been used by
some recent studies (Di et al., 2013; Saleh and Manaf, 2015) associated with GET flood
attacks. The availability of multiple customization options (Halili, 2008) allowed us to
generate 12 different GET flood attack strategies. Different pools of IP addresses are
assigned to legitimate users on Cluster 1 and attack bots on Cluster 2 for facilitating
source identification.
In the preliminary analysis, every benchmark web log is individually parsed using a
python script to identify resources (web object names and their respective sizes)
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Figure 7.2 Emulation test bed for fabrication of the GET flood attack strategies

originally present on the servers when access logs were collected. This information is
used to build four databases on the server containing dummy files of respective names
and sizes associated to each of the benchmark web logs. The target server allows access
to these resources from the user and attack clouds on Cluster 1 and Cluster 2
respectively. Every request attempt made by legitimate users and attacking bots are
stored with relevant information in the access logs of the target server. In rest of the
text, these logs are termed as EXP access logs.
7.3.2

Model Training

EXP access logs collected on the target server are processed to build data sets for
training the machine learning classifiers. This processing follows the procedure shown
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in Figure 7.1(c). Every user session is initially split into sub-sessions with time length
Tw. Features Ƒ3 and Ƒ4 are computed for these sub-sessions. Further, sub-sessions are
divided into four segments of time length Tn each. The variables computed during the
preliminary analysis are used to compute features Ƒ1 and Ƒ2. Finally, four training data
sets are prepared corresponding to all 4 benchmark web logs. Each instance in these
data sets is labeled as legitimate users or as attacking bots based on their originating IP
addresses.
The process of training begins by allowing the machine learning algorithms to build
classification models from the training data set. Every input sample in the training data
sets comprises feature set values and a related class value. The models constructed by
the machine learning classification algorithms split the feature space into decision
regions equal to the number of input classes. Any new unclassified sample is
categorized onto a single and most probable class based on the projection of its features
values onto the decision regions. The underlying method followed by different machine
learning algorithms decides the apportioning of the feature space into decision regions.
In this study, the categorization involves two classes: legitimate and bot.
The experiments presented in this study are carried out in Weka (Holmes et al., 1994),
which provides a stable GUI to support investigation of a number of machine learning
classifiers. Weka supports different validation modes essential to analyze the
effectiveness of resultant classification models. The four training data sets prepared are
fed to machine learning algorithms in Weka to build different classification models.

7.4

Feature Calculation and Prediction

Four data sets previously prepared were used to construct 24 classification models, each
associated with one of the six machine learning classifiers considered in this study. The
test and validation data sets are used to evaluate the performance of each classifier while
categorizing each user as legitimate or bot. However, the performance of the
classification models using real-time incoming traffic can also be evaluated. In order to
assess the detection performance for the real-time traffic, the incoming traffic is
processed to extract feature set values. For every individual user, the feature set values
are calculated after the completion of time window Tw. Python is used to implement the
logic behind the extraction of feature values from the incoming user traffic traces. The
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procedure to extract feature values from the real-time traffic is same as that followed
during the training stage. 10-fold cross-validation mode is used to provide highly
reliable classification performance validation results.

7.5

Classification Results and Analysis

This section reports the results obtained from the experimental evaluations in three
steps. Firstly, 10-fold cross validation is performed in order to select a model that
efficiently generalizes the data. Secondly, the classification performance of the
proposed system is tested during a flash event (background traffic) using the
WorldCup98 web logs. Finally, our proposed system is assessed against previous works
on detection of GET flood attacks. The evaluation parameters used to compare and
examine the performance of different classifier models are outlined below.
7.5.1

Performance Evaluation Parameters

Few parameters such as detection rate (Eqn. 6.2), false positive rate (Eqn. 6.3),
complexity and scalability, discussed in the Section 6.6 (Chapter 6), are used to evaluate
the proposed system models. Further, Relative Root Squared Error (RRSE) is computed
using Eqn. 7.1.
Additionally, Matthews correlation coefficient (MCC) and Kappa statistic (KS) are
computed using Eqn. 7.2 and Eqn. 7.5 respectively. These are considered suitable
parameters to quantify the quality of binary classifications even with the unequal sizes
of attack and legitimate training instances. The values of area under ROC curve and
Precision-Recall Curve (PRC) are also computed.

2
∑𝑁
𝑖=1(𝐸𝑖 − 𝑇𝑖 )
2
∑𝑁
𝑖=1(𝑀𝑖 − 𝑇𝑖 )

𝑅𝑅𝑆𝐸 = √

𝑀𝐶𝐶 =

(7.1)

𝑇𝑃 × 𝑇𝑁 − 𝐹𝑃 × 𝐹𝑁
√(𝑇𝑃 + 𝐹𝑃) × (𝑇𝑃 + 𝐹𝑁) × (𝑇𝑁 + 𝐹𝑃) × (𝑇𝑁 + 𝐹𝑁)

𝑡𝑜𝑡𝑎𝑙𝐴𝑐𝑢𝑟𝑎𝑐𝑦 =

𝑇𝑃 + 𝑇𝑁
𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁

(7.2)

(7.3)
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𝑟𝑎𝑛𝑑𝑜𝑚𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦
=

(𝑇𝑁 + 𝐹𝑃) × (𝑇𝑁 + 𝐹𝑁) + (𝐹𝑁 + 𝑇𝑃) × (𝐹𝑃 + 𝑇𝑃)
(𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁)2

𝑘𝑎𝑝𝑝𝑎 =

7.5.2

𝑡𝑜𝑡𝑎𝑙 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 − 𝑟𝑎𝑛𝑑𝑜𝑚 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦
1 − 𝑟𝑎𝑛𝑑𝑜𝑚𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦

(7.4)

(7.5)

Results for Data Set Classifier Models

In the experimental stage of this study, 4 labeled data sets each defining one of the four
benchmark web logs are constructed to train and test various machine learning
classifiers. The performance of each classifier for different benchmark web logs is

(a) WorldCup98

(b) Clarknet

(c) NASA

(d) University

Figure 7.3 Comparison of ROC curves for different data sets
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Table 7.2 Performance comparison of the classifier set for different data sets
Classifiers

DR (%)

FPR

Naïve Bayes
Random Forest
SVM
IBK
JRIP
J48

94.54
96.08
97.58
92.08
95.79
95.99

0.061
0.04
0.028
0.088
0.043
0.041

Naïve Bayes
Random Forest
SVM
IBK
JRIP
J48

89.74
96.89
96.93
94.47
96.79
96.70

0.104
0.033
0.033
0.056
0.035
0.036

Naïve Bayes
Random Forest
SVM
IBK
JRIP
J48

96.44
96.44
98.33
96.61
97.68
96.84

0.06
0.055
0.031
0.041
0.037
0.054

Naïve Bayes
Random Forest
SVM
IBK
JRIP
J48

90.69
96.76
97.01
94.17
96.41
96.16

0.09
0.038
0.038
0.062
0.043
0.072

F1MCC
score
WorldCup98
0.945
0.887
0.961
0.92
0.976
0.951
0.921
0.836
0.958
0.914
0.96
0.918
Clarknet
0.897
0.793
0.969
0.937
0.969
0.938
0.945
0.889
0.968
0.936
0.967
0.934
NASA
0.964
0.922
0.964
0.922
0.981
0.958
0.966
0.924
0.977
0.948
0.968
0.931
University
0.907
0.811
0.968
0.933
0.970
0.939
0.942
0.88
0.964
0.926
0.968
0.922

ROC
Area

PRC

Kappa

RRSE

0.966
0.962
0.974
0.916
0.955
0.956

0.957
0.949
0.964
0.889
0.944
0.942

0.887
0.919
0.950
0.835
0.913
0.917

45.28
40.87
31.39
57.1
40.63
39.72

0.958
0.969
0.968
0.947
0.96
0.962

0.948
0.96
0.955
0.928
0.948
0.955

0.793
0.937
0.938
0.888
0.935
0.933

52.53
36.84
35.15
47.17
35.35
36.15

0.97
0.965
0.975
0.964
0.968
0.954

0.972
0.963
0.971
0.955
0.963
0.949

0.920
0.920
0.957

38.63
38.84
27.93
38.99
31.86
36.69

0.961
0.973
0.966
0.943
0.956
0.958

0.95
0.967
0.955
0.92
0.944
0.947

0.810

0.924

0.947
0.929

0.933

0.938
0.880
0.925
0.920

48.77
36.37
35.04
48.91
37.45
38.67

depicted using the ROC curve shown in Figure 7.3, which determines the trade-off
between TP rate and FP rate. ROC curves representing the performance of each
classifier indicate low false positive rate and high precision or true positive rate. Table
7.2 show the results of different classifier models using performance evaluation
parameters. The maximum detection rate of 98.33% is achieved by SVM classifier
model for NASA data set. NASA web log corresponds to a mid-level server i.e. the
average number of requests received by these servers are considerably less than the
other three (WorldCup98, Clarknet and University). As a result, the high rate attacks
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Figure 7.4 Model selection using F1-score and RRSE values

are easily visible to the detection system.
The accesses from proxy and NAT users in benchmark web logs WorldCup98 and
Clarknet web logs were not removed during the data cleaning process. The sharing of
single or a pool of IP addresses by multiple users might have affected the baseline
behavior of features Ƒ1 and Ƒ2. The classifiers' performance is not much affected as the
classification model takes into consideration all 4 features including features Ƒ3 and Ƒ4.
The false positive rate of the proposed system is very less i.e. there are minimal chances
of getting a legitimate user penalized. Figure 7.4 depicts the F1-score values and
respective RRSE values corresponding to various classifier models evaluated against
four data sets. The figure highlights four classifier models, one from each data set,
having maximum F1-score and minimum RRSE values. Evidently, SVM classifier
establishes a reasonable performance across the four data sets.
7.5.3

Discriminating Legitimate FE Users from Attack Bots

Flash event refers to a situation when a large number of legitimate users simultaneously
requests a server (Loukas et al., 2007). This event usually occurs during or after a major
event capable of capturing the interest of an enormous number of users. As a result, the
server is clogged due to the request flood generated by these users. The overloaded
server may get the wrong impression of the existence of an ongoing attack during a
flash event. The classification accuracy during an FE of the proposed system is assessed
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Figure 7.5 Feature set values of legitimate users during normal and flash event

using 10-minute traffic trace on the 66th day of WorldCup98 web log.
The data sets required for the performance evaluation of our research work under flash
events are prepared using the experimental setup explained in Section 7.3 to train SVM
classifier, which is chosen based on the results of detection rate obtained for bot
characterization. The detection accuracy of 99.1% with an RRSE of 19.2% is achieved
using SVM classifier. If an attacker tries to launch GET flood attack during an ongoing
FE, the proposed detection system can effectively identify attack bots from the
legitimate user base. Consequently, the proposed system is able to differentiate between
GET flood DDoS attack and FE based on the feature set scores of the users.
7.5.4

Comparison with Existing Works

Various studies in the existing literature have targeted the detection of various GET
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flood attack strategies. A few of them have only focused on recognizing the presence
of these attacks. However, a mere attack detection limits the applicability of a detection
system in the real-world. In order to completely eradicate the effect of these attacks on
the server, the primary aim of the detection should be the identification of individual
spurious elements (bots). Our detection system operates on users individually to
characterize them as legitimate or bot based on their past behavior.
Table 7.3 compares the detection performance of the proposed system with the existing
works that have utilized the corresponding benchmark web logs. Table 7.4 presents an
overall comparison with five performance parameters. The values of DR and FPR
corresponding to some of the most related works are calculated by taking an average
over DR values and FPR values across their respective investigated data sets and attack
strategies. The number of attack strategies studied by our research work and other
previous works, mentioned in Table 7.4, is determined based on the taxonomy defined
in Chapter 3.
The detection techniques that rely on HsMM use multiple data processing techniques
such as PCA, ICA, etc. in order to estimate their initial operating parameters. The
computational complexity of these techniques is 𝑂(𝑋 ∗ 𝑌), where 𝑋 represents the
number of web pages and 𝑌 represents the number of web objects. As such, these
techniques are unable to effectively handle a large user base. Huang et al. (2014)
proposed a detection scheme based on HsMM, which is known to have high processing
requirements (Zhou et al., 2014). The authors have used clustering in their work to
reduce the dimensionality of data, hence, the complexity is marked as medium. Their
work detects only the presence of application layer attacks instead of characterizing
Table 7.3 Comparison with the existing works for different benchmark web logs
Works

DR (%)

FPR (%)

97
90

2
1

99.80
89.25

0.44
3.5

90
97.46

30
3.25

WorldCup98
Huang et al. (2014)
Xie and Yu (2009b)
Clarknet
Liao et al. (2014)
Liao et al. (2015)
NASA
Suen et al. (2010)
Proposed work
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Table 7.4 Comparison of the proposed system with existing works
Works
Huang et al. (2014)
Liao et al. (2014)
Liao et al. (2015)
Suen et al. (2010)
Wang et al. (2014)
Xie and Yu (2009b)
Xu et al. (2014)
Yadav and Subramanian
(2016)
Proposed work

97
99.80
89.25
90
88.95
90
96

2
0.44
3.5
30
5.10
1
3.40

Medium
Medium
Low
Low
Low
High
Low

Low
High
High
High
High
Low
High

Attack
strategy
2
3
4
1
2
1
1

98.99

1.27

Low

High

2

97.46

3.25

Low

High

12

DR (%) FPR (%) Complexity

Scalability

each client as legitimate or bot, resulting which the scalability is marked as low. Liao et
al. (2015) provide an efﬁcient algorithm for the detection of the application layer DDoS
attacks. Their detection technique operates in isolation to the web server and requires
only a single module to be installed. Moreover, the amount of data stored for individual
user is comparably less. Suen et al. (2010) rely on Diffusion Wavelets computations to
project high-dimensional data to a low-dimensional space. It takes only a few number
of parameters to train a model within a stipulated amount of time. As a result, the
scalability is marked as high. The time complexity of their detection algorithm is
𝑂(𝑛 𝑙𝑜𝑔𝑛); 𝑛 denotes the number of input dimensions, therefore, the complexity is low.
Wang et al. (2014) use the divergence between the users’ surfing preference and the
web page popularity as their primary detection attribute. The time complexity of their
approach is 𝑂(𝑛), where 𝑛 denotes the number of web pages. Thus, the complexity and
scalability are low and high respectively. Xu et al. (2014) used the sequence of
requested web objects of each user for characterization. Their algorithm identifies
attackers by measuring the similarity between the expected and the predicted request
sequence using Jacobi coefficients, whose computation complexity is 𝑂(𝑛2 ). Also, their
technique requires only a single module installation. Yadav and Subramanian (2016)
Complexity is low, as they require constructing the model once and then using logistic
regression for each user’s browsing behavior. Scalability is therefore also high as it can
handle environment with high number of users. Requires single module installation.
The detection approach designed by Liao et al. (2014) utilizes a higher number of
attributes as compared to the other works in comparison. The complexity of this work
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has been marked as medium. Their detection model, however, can handle large user
base once the model is constructed.
In contrast to the existing literature, our work provides the capability of identifying 12
GET flood attack strategies along with maintaining a high detection rate (97.46% using
SVM). However, the value of FPR rises due to the inclusion of some of the highly
sophisticated GET flood attack strategies. Nonetheless, in order to make sure that a
legitimate user is not blocked from accessing the server, the detection system needs to
be supplemented by graphical puzzles (CAPTCHA) based detection mechanisms. Our
system provides a transparent approach to the attack whereas CAPTCHAs ensure that
the legitimate users classified as bots by our system get another chance of proving their
legitimacy.
The complexity of the proposed system is low as the trained model can be deployed as
a single module with the server. Also, the system can swiftly be updated due to low
learning time of the SVM classifier (even for large data sets). The scalability of the
proposed system in the real-world is high due to 𝑂(𝑛) time complexity and very low
memory overhead for each user. The increase in the user base of a server will not have
a significant impact on the performance of the detection approach.

7.6

Summary

This chapter extended the detection system (discussed in the Chapter 6) to incorporate
the use of machine learning classifiers. Moreover, the domain of the detection efficiency
of our proposed system was expanded to 12 GET flood attack strategies (Objective VI).
The proposed features were used to train a number of machine learning classifiers.
Consequently, the performance of the classifier models for different data sets was
evaluated to identify the most efficient detection model, i.e. SVM with 97.46%
detection rate (Objective VII). The system also achieved a significantly high detection
accuracy rate of 99.1% (SVM) with an ongoing flash event as background traffic.

CHAPTER 8 Conclusions and Future Scope

Conclusions and Future Scope

The concerns over cyber threats have rapidly increased since the last decade. The
companies using the Internet as their business platform rely on web-based applications
to deliver a variety of services and connect with their consumers. However, the
expanding realm of these web services has captivated many unethical entities that seek
to vitiate the service availability to the intended user base. Consequently, web services
are fighting for their survival against the rising threat caused by HTTP-GET flood
DDoS attacks. GET flood attack has been one of the stimulating research fields in the
recent years. Modern-day security mechanisms require to operate at individual user
level due to the presence of sophisticated bots capable of projecting themselves as
legitimate users. Moreover, the attackers have crafted a number of complex GET flood
attack strategies in order to evade the deployed security mechanisms.

8.1

Conclusions

This research work focuses on building a machine learning based detection system that
utilizes four proposed features to identify GET flood attack strategies by distinguishing
bots from the legitimate users. These features take advantage of bot-specific browsing
behaviors to capture spurious clients impersonating as legitimate users. The publicly
available web logs such as WorldCup98, Clarknet and NASA along with our University
traffic traces are used to prepare attack traffic traces on an emulated test bed. A selected
set of machine learning classification algorithms is used to build models that are able to
effectively capture bot sources. Among various machine learning classifiers used, SVM
achieved a detection rate of 97.46% across all the data sets; thereby outperforming other
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classifiers. Moreover, the efficiency of the model built using SVM for the detection of
bots during a flash event (extracted from WorldCup98 web log) attained a detection rate
of 99.1%. The proposed system supports the detection of 12 different attack strategies
with suitably high detection rate and scalability by limiting the computational and space
complexity. Instead of only indicating the presence of attacks, our system pinpoints the
malicious sources to assist the filtering process by the network administrators. The
major contributions and findings of this research work are summarized as follows:
(i)

We started our research with IP traceback, which provides a mechanism to
address issues pertaining to IP spoofing. However, IP traceback cannot be
practically seen as a viable defense option for GET flood attacks because
sophisticated bots do not spoof their IP addresses. Instead, they rely on
realizing browsing behavior similar to that of the legitimate users for evading
detection. Moreover, various technical and managerial issues also challenge
the deployment of traceback schemes in the real-world environment.

(ii)

In this research, efforts are made to arrive at a taxonomy that divides various
GET flood attack strategies in the present literature into different classes based
on rate, page accessed, etc. This will help the cyber security community to
systematically target a set of GET flood attack strategies and build unified
defense solutions capable of providing a comprehensive protection against
GET flood attacks.

(iii)

This research work examines the behavioral differences between legitimate
users and attack bots during the course of their browsing a web server. These
behavioral differences are then exploited to devise novel feature set (Ƒ1, Ƒ2, Ƒ3
and Ƒ4) for efficient discrimination of attack bots from the legitimate users
during the GET flood attacks. The benchmark web logs WorldCup98, Clarknet
and NASA are empirically analyzed for defining standard legitimate behaviors
exhibited by the legitimate users.

(iv)

Clarknet web log contains a high volume of traffic forwarded by web proxies.
Consequently, the detection rate is the lowest and false positives are the highest
in the case of Clarknet web log. Henceforth, the overall performance values of
our system were affected by low detection rate values for Clarknet web log.

(v)

There are no benchmark web logs that contain the traces of GET flood attacks.
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As a result, researchers practice fabricating the traffic traces and validating
them with legitimate benchmark traffic traces. For legitimate traffic traces, we
used three web logs WorldCup98, Clarknet and NASA from the year 1998
(except our university data set recorded in the year 2016). Based on our
literature review (Singh et al., 2017), these 3 web logs have been widely
utilized for experimenting in the studies associated with detection of GET
flood DDoS attacks.
(vi)

The average request frequency of a user in time window Tn in WorldCup98,
University and NASA is very less as evident from their respective Low to Low
transition counts with values of 32769, 1328, and 8142, respectively. However,
the average request frequency in Clarknet web log is considerably high as
evident from its Normal to Normal transition count value of 54521.
WorldCup98 and Clarknet are considered as large-sized web servers. Clarknet
web log constituted a maximum number of unique web objects i.e. 20103. On
the other hand, the web servers pertaining to NASA and University web logs
are considered small-sized because of their very few unique web objects 1817
and 618, respectively. Attributing to these differences, similar attack strategies
may produce dissimilar impact across different web servers. As a result, the
proposed system needs site-specific calibration prior to its deployment. The
historical web logs of the server, where defense mechanism is to be deployed,
are used to extract relevant information (popular pages, request frequency and
response size distributions, etc.), and to train the detection model.

(vii) We performed a rank analysis of the four proposed features using Ranker
search method in Weka tool. The features were ranked as Ƒ1, Ƒ2, Ƒ3 and Ƒ4
based on the scores associated with their information gain. The features Ƒ1 and
Ƒ2 offer significantly high detection efficiency for a few number of GET flood
attack strategies. However, with the introduction of other sophisticated attack
strategies, the features Ƒ3 and Ƒ4 highly contribute toward the overall
performance of the proposed detection system.
(viii) The feature values for each client are computed at the end of every wide time
window Tw i.e. after every 120 seconds. Thus, the delay in detection of the bots
for an ongoing attack will also be 120 seconds. As the wide windows of 120
seconds are composed of four 30-second windows, lowering the duration of
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narrow time windows significantly reduces the detection performance.
Apparently, the proposed system with larger time windows is more efficient in
terms of detection accuracy. The duration of time windows taken in this study
has been finalized based on the trade-off between the desired detection delay
and accuracy.

(ix)

Nowadays, the concept of super-botnet is gaining popularity. Super-botnets are
identified by their massive number of active bots. In the absence of a superbotnet i.e. if the sufficient number condition holds, the proposed features Ƒ1,
Ƒ2 and Ƒ3 are able to provide decent detection accuracy. The detection accuracy
is likely to degrade when an attacker is able to accumulate bots (super-botnet)
beyond the legitimate user base. This is because an attacker could lower the
request rates to evade many frequency-based detection techniques. In this case,
the feature Ƒ3 becomes more functional as it exploits the concept of popularity
for the identification of bots. In the worst case, if an attacker is able to maintain
the super-botnet and accumulate popular web pages, then it can mimic a GET
flood attack that will almost be impossible for many of the state-of-the-art
detection techniques to differentiate from the normal traffic.

(x)

Many legitimate users make use of online web proxies to access the server.
Also, the users in universities or other organizations access the Internet from
behind the NAT. As a result, the server receives traffic of large number of users
through a small set of IP addresses. Therefore, it is not possible to individualize
the proxy traffic from different users. As a result, these IP addresses are on the
verge of being identified as attack bots in case of heavy traffic conditions. It is
not possible to fully legitimize the traffic from proxies and NAT as an attacker
may instruct its bots to request through these proxies (if public). GET flood
detection mechanisms are usually deployed at the server end. However, the
proposed approach can be implemented in a distributed manner at proxy
systems, as it functions by explicitly inspecting traffic from individual users.

(xi)

The proposed system monitors each and every user connected to the server.
Anomalies (attack bots) are reported at user level due to which the filtering of
attack traffic is possible by blocking traffic of all the suspicious sources.
However, it is important to use challenge-based schemes such as CAPTCHA
to avoid instances where legitimate users falsely identified as attack bots are
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penalized. When a primary detection technique marks the user as suspicious,
challenge-based techniques perform a decisive role in verifying the legitimacy
of that user before completely deterring its traffic.

8.2

Future Scope

This research opens up a number of avenues for future work. Some of them are as
follows:
(i)

The detection rate of the proposed system is likely to degrade if the number of
active bots supersedes the number of legitimate users connected to the server.
Our future work will focus on providing effective detection even in the
presence of such super-botnets. We will also investigate the possible solutions
to increase the detection rate while maintaining other performance parameters
in a suitable range.

(ii)

Future work will include extending the proposed system to a filtering
framework to provide a comprehensive protection solution against HTTP-GET
flood attacks.

(iii)

The research work is constrained to fabricate the attack traffic traces for GET
flood attacks because of the non-availability of desired benchmark web logs.
Although there are daily instances of GET flood attacks, the reluctance of the
victim organizations to publicize their web logs is the primary reason of such
a scenario. This research work can be extended if there is an availability of any
public GET flood attack web log in the future.

(iv)

The proposed system can be installed on the web proxies to protect from
attacks that use these proxies as intermediate destinations. The efforts toward
further reducing the complexity of the proposed scheme can be made so as to
provide a light-weight solution that can easily be deployed on web proxies
and/or NATs.

(v)

To avoid aggravating the learning time, the machine learning classifiers with
fast learning abilities were selected. However, the performance of the proposed
system can further be attempted to improve by applying other classifier
algorithms.
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(vi)

8.2 Future Scope
Our detection system pre-requisites calibration of multiple parameters based
on the historical web logs of the server to be protected. For deployment on
different server locations, the calibration process is repeated to build different
models. Future research could include providing a standardized solution that
does not demand site-specific calibrations. Then again, it is challenging due to
the variations of user volumes across high-end and low-end servers.

(vii) The proposed detection system is capable of handling 12 different GET flood
attack strategies out of 20 defined in the taxonomy. This work can be extended
by incorporating one or more features so as to provide a standalone solution
for other GET flood attack strategies.
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